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B nepBoi 4acTu LMKNA 0630pHbIX CTaTel, MOCBALEHHDbIX annapaTHbIM 3aK/1afKaM B MHTerpasibHbIX
cxemax, — annapaTHbIM TPOSIHaM — pacCMOTPeHbl NOTEHLMAJIbHbIe Yyrpo3bl KU6ep6e3onacHoCTU, KoTopbie
OHM HecyT. AHA/IN3UPYIOTCA BO3MOXKHbIE MYTU UX HECAHKLMOHUPOBAHHOIO BHeApeHus. [l BbipaboTku
MEeTO4oB M cTpaTernii 60pbbbl, NpeaynpeXaeHusi, BbisIBEHUS U MNPOTMBOAENCTBMSA NpuBefeHa

BCEeCTOPOHHSSA KIIaCCIMbVIKaLlMﬂ annapaTHbIX TPOSIHOB.

In the first part of the cycle of reviews dedicated to hardware Trojans in integrated circuits
potential threats to cyber security are considered. The possible ways of their unauthorized
insertion are examined. For development of methods and strategies of prevention, detection
and counteraction, the comprehensive classification of hardware Trojans is presented.

a IMmocnefHHe JecsSTHIeTUS 3JIeKTPOHHEBIe
CHCTeMBI OT KOMIIBIOTEPOB [I0 CPeACTB aBTOMAaTH-
3allMH, YIIPaBJIeHHUS U KOHTPO/ISI IPOYHO BOLIIHU

B Hallly ITIOBCeJHEBHYIO )XKHM3Hb, U 3aTPAaruBaloT BCe

ee CTOpoHHI. IlocTpoeHre U QYyHKIUMOHHUPOBAHHE

TaKMX CUCTEeM OCHOBAHO Ha MHTerpPaJbHBIX MUKPO-

cxemax (MC). UC aBNIIOTCS 37IeMeHTHOM 6a301 Bcex

COBPEMEeHHBIX 3TeKTPOHHBIX CUCTeM, 06pabaTsiBalo-

IKUX UHOOPMALIHUIO B Ba)KHEHNIIHUX OTPACIsX, BKIIIO-

4yass QUHAHCOBBIM, IIPOMBINIJIEHHBIN, 060POHHBIN

U TPAHCIIOPTHBIM CeKTOp. [IpobiemMa Hale>KHOCTH

u 6e3omacHOCTH BhionHeHUs MC cBOUX QyHKIIHUH

TeCHO CBs3aHa ¢ obecrieyeHreM Kubepbe3ornacHOCTH

3/IeKTPOHHBIX CUCTeM. B Ioc/efHee BpeMs B CBSI3U

c rimobanu3anuen U yBeJlHYHUBAIOIEHNCS CIOXKHO-

cteio UC, 3Ta mpobnema npuobpetaer Bce 607b-

IIyI0 aKTya/lbHOCTb. Be3 ee pelleHUs 3/IeKTPOHHBIE

CHCTeMBbl MOTYT He TOJIbKO He BBIIIOJIHSITh Te QYHK-

LIMM, KOTOPBIE 3aJI0’KeHBl B HUX COTJIACHO CIIeIlH-

duKan MU, HO U BBICTYIATh [IPOBOAHHUKOM BHEIIHHUX

3/I0HaMepeHHBIX aTakK Ha CHCTEMY.

B mocsemHue rofibl IOSIBHJIMCh HOBBIE [IOTEHI KA Ib-
Hble YTpo3bl 6€30IacHOCTH B pacCMaTpHUBaeMOM
cdepe, ocHOBaHHBIe Ha AMIIapaTHHIX CpeACTBAX, —~ TaK
Ha3plBaeMble alllapaTHble 3aK/IaAKH I allnapar-
HBble TPOSIHBI, KOTOPbIe IIPeICTaBISI0T COD0I HaMe-

PeHHYIO 3/I0YyMBIIIEHHYIO MOAUPUKALIMIO 3/IEKTPH-
YeCKOM CXeMBI MJIH ee KOHCTPYKLIHH, IPUBOIAIIYIO K
HEKOPPEKTHOMY QYHKLIMOHKPOBAHUIO 3JIEKTPOHHOI0
yCTpoMcTBa. [1ogo6HO MporpaMMHOM 3aKaaaKe (Ipo-
rpaMMHOMY TPOSIHY), allllapaTHas 3aKjajKa Ipes-
CTaB/seT cob0i CBOEro pojia YepHBIN BXOJ B JJIeK-
TPOHHOE YCTPOMCTBO. IIpK 3TOM aIllllapaTHEIM TPOSH
ob/azaeT OOMONMHUTENbHBIM IPEUMYIeCTBOM ~ OH
IIOCTOSIHHO ITPUCYTCTBYET Ha CAMOM HM3KOM YPOBHe
06paboTkHM MHGOPMALIMH, UTO BefleT K COXpPaHEHHUIO
yrpo3 O0TKa3a MM OTKJIOHEHHS OT HOPMAaJIBHOTO
¢yHKUMOHMpoBaHMA MC Ha IIPOTSsKeHU U BCEro Bpe-
MeHH KCIIO/Ib30BaHHUSA 3/IeKTPOHHOTO YCTPOMUCTBA,
npudem npobseMy HeBO3MOXKHO IIPeJOTBPATUTH
HUKaKHMU IIPOTPaMMHBIMH MU allapaTHRIMU
CpeACTBaMH 3aIMThl. HeCaHKIIMOHHUPOBAHHOU
MOIUQHUKAIIUK MOXKET OBITH IO BeP>KeH 060 THUII
HUC u, 3T0 MOXeT ObITh NPUYHUHOU, KaK HecyIe-
CTBEHHBIX YaCTUYHBIX c60€eB, TaK K ITOJHOI0 0TKa3a
CHCTeMBbl. ANIIIAPAaTHBIN TPOSH MOXKeT BO3/IeLCTBO-
BaTh Ha CUCTEMY CAMOCTOSTE/IbHO, 3 MOXKET aKTHBH-
POBaThCSI IPOrpaMMHBIM obecIieueHHEeM, B KOTOpoe
npegHaMepeHHO 3aJI0’KeHa TaKas BO3MOXKHOCTb.
AmnmapaTHas 3aKjIaJgKa MOXKeT J0JIroe Bpems 0oCTa-
BaThCs 6e3eCTBYIONEeN U aKTUBHUPOBATHCS depes
3aflaHHOe BpeMsl, BHEIIHUM BO3JeHCTBHEeM HIH
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HeKOTOPBIMH OIIpe/le/IleHHBIMHU aKTHBHBIMH ITPOLIeC-
camu B pabore MC. CrieKTp anmapaTHBIX 3aKIaJOK —
KX BO3MOXHOCTH, pa3Mepbl, MeXaHHU3MEI cpabaTsl-
BaHHs, noTpebaseMas MOIHOCTb -~ OTPOMEH, YTO
B COBOKYIIHOCTH C yBeJIMYHBAIOUEHCS CIOKHOCTBIO
HMC, kaKk Ha HU3HUYeCKOM, TaK U Ha QyHKIMOHAJIb"
HOM yPOBHSX, IIPeJOCTAB/SIOT IIMPOKKE BO3MOXKHO-
CTH 37I0yMBIIIJIEHHUKY [JIsI CKPBITHOTO Pa3MellleHUs
aImapaTHbIX TPOSTHOB.

OTHOCHTeNbHAasl IPOCTOTA BHeAPEeHHUS alllla-
PaTHEIX 3aK/IaJI0OK B coOBpeMeHHYI0 MC He MOXKeT He
BBI3BIBATh OeCIIOKOMCTBO. MOgUOUKAIIUU MOTYT
ObITh BHECEHBl B allllapaTHYI0 4acTh MC Kak Ha
3Tame pa3paboTkH, Tak U B IIpoliecce IIPOU3BOJ-
CTBa, BK/IIOYAsl TaKHe CTaAHUU KakK CIelUPUKAII U,
NpoeKTUPOBaHUe, BepudUKalLlKs U U3TOTOBIeHHe.
Boyiee Toro, ammapaTHas 3aKaajKa MOXeT OBITh
BHeCeHa B yXe u3rotosieHHYyi0 HC [1]. Cutyanus
OCJIO>KHSIETCSI TeM, UTO COBPeMeHHbIe TeHIeHI[UHU B
II0JIyIIPOBOJAHUKOBOM IIPOMBILIJIEHHOCTH XapaKTe-
pHU3YIOTCS pasfeseHHeM pa3paboTKu U H3TrOTOBIIe-
Hus HMC, mpuyeM MocjefHee BBIIIONHSIETCS HeCKOJIb-
KUMHU pabpukaMu, pa3bpoCaHHBIMH IO BCEMY
MHUPY, IPeHMMYyILIeCTBEHHO B A3UH. [IpHB/ledeHHUe
CTOPOHHUX COUCIIONIHUTE/IEN XapaKTEePHO He TOJIbKO
IJist u3rotosneHus MC, HO U A/ NPOEKTHPOBA-
HUS: pa3paboTUUKU I10/1b3YIOTCS CTOPOHHUM IIPO-
rpaMMHBIM obecredyeHHeM, IIMPOKO HCIIOAB3YIOT
rotoBble 6;10KHU (IP-6/10KH), CIPOEKTHPOBAHHBIMHU
TpeTber CTOPOHOM. IP-6JI0KHM 4aCTO IMOCTAaBISIOTCS
B 6MHApHOM BH/Ie U IIPOeKTHUPYIOTCS CTOPOHHUMHU
dupMaMu, ClelHaJHU3UPYIOIMKMMUCS Ha OIpene-

JIeHHBIX TeXHHUUYeCKHUX IIpoeKTax. [Io3ToMy amma-
PaTHBIM TPOSH MOXKeT ObITh IIPOCTHIM U3MeHeHHueM
naparpada B cunenqudUKaL UK, AOIOJIHUTEIbHOM
CTPOKOH B MCXOAHOM KOZle, HAllUCAHHOM Ha S3bIKe
omnucaHus annapatypsl (HDL), unu ke MoguduKa-
LMeH KpeMHHeBOIro KpUCTajjla Ha IPOM3BOJCTBEH-
HOM pabpuke, HalIpuMep, He6OIBIIUM H3MeHEeHHEM
TOIIOJIOTMU TPaH3UCTOpa. Ec/iM M3MeHeHMe BBIIION-
HeHO B 11U Py3HOHHOM CJI0€e, TO Ha YHIIe OHO CTaHO-
BUTCS IIPAKTHYECKH "HEBUIUMBIM" [2].

B HacTosimee BpeMs mpobieMa ammapaTHBIX
3aK/Ia/I0K BCeCTOPOHHeE HCClefyeTcs B MUpe. Tak,
[OJTUTEXHUYECKUM UHCTUTYTOM Hpio-HopKckoro
YHHBepCHUTeTa eXXeTo4HO IPOBOASTCS COpeBHOBA-
HHUS MeXXIy KOMaHAaMH 10 BHeJPEHHUIO U IIOUCKY
CIleIIMaJIBHBIX YCTPOMCTB (3], 4TO criocobcTByeT pas-
BUTHIO TeXHOJIIOTUH MpeAyIpeXJeHHUsl BHe[PeHU
M MeTo/0B 06HAapy’KeHHUS allIapaTHBIX TPOSIHOB.
ATeHTCTBO I10 IIepPCIIeKTHBHBIM 060POHHBIM HayYHO-
HCCIeloBaTeNbCKUM pa3paborkam CIIA (DARPA)
HHHLIHHpoBana B 2007 roay crenuagabHyO IIPO-
rpaMMmy mo obecrneyeHHI0 ayTEHTUYHOCTH MCIIO/b-
3yeMBIX B BOEHHBIX cucTeMax CIIIA MUKpocxeM U
nposoguT HHUOKP 110 pa3BUTHIO METOLOB U TeXHO-
7Morum obHApykeHUS AIMapaTHBIX 3aKJIaAoK [4].
BO/NBIIMHCTBO APYTUX MY6IHKyeMBIX HCCIeH0Ba~
HUU IIPOBOJUTCS YyHUBEPCUTETCKUMHU IPyIIaM U
B OCHOBHOM ITOCBSIII€HBI MeTOIaM IIpeAOoTBpalleHUs
BHeJIpeHU S TPOSIHOB IpU paspaborke HC, a Takxke
crocobaM X BeIsiBIeHUS B MIC IIOC/Ie M3TOTOBIEHHS.

Ecnu anmapaTHBIA TPOsiH Korjga-nubo 6u11 BHe-
CeH B CHCTeMy, TO OH NPHUCYTCTBYeT BCerfa Hesa-

ver the past decade, elec-

tronic systems from comput-

ers to automation, control
and monitoring tools have become
part of our everyday lives and
affecting all sides of it. The struc-
ture and operation of such sys-
tems are based on integrated cir-
cuits (IC). IC is a base for all mod-
ern electronic systems that process
information in key sectors, includ-
ing finances, industry, defense
and transport. The problem of reli-
ability and safety of operation of
IC is closely connected with cyber
security of electronic systems.
Recently, in connection with glo-
balization and the increasing

complexity of IC, this issue is
becoming increasingly important.
Without its solution the electronic
systems can not only perform the
functions according to their speci-
fication, but also to be a conductor
for external malicious attacks on
the system.

In recent years, there were new
potential security threats in this
sphere, based on the so-called
hardware Trojans - a malicious
modifications of electric connec-
tion or design, leading to incorrect
operation of the electronic device.
Hardware Trojan, like software
one, is a kind of back door into the
electronic device. But hardware

Trojan has an additional feature -
he is always presented at the low-
est level of information processing,
which leads to the conservation
threats of failure or deviation from
normal functioning of the IC for
the entire usage time of the elec-
tronic device, and the problem can-
not be prevented by any software
or hardware protection. Any type
of IC may be subject to unauthor-
ized modification, and this may be
the cause of both minor and seri-
ous failures. A hardware Trojan
can influence the system indepen-
dently, or can be activated by the
software, in which such possibil-
ity was intentionally provided. A
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BHCHMO OT TOTO, BK/II0OYeHA OHa MJIH BHIK/IIOUEHaA.
[ToTeHIIMaJIbHO OH MOXKeT HapyHHUTb paboTy Bcel
CHUCTeMEBl, eC/IU BHeCeH B 106yI0 U3 COCTABISIOMUX
ee MC. Bo3gelcTBHe alllapaTHEIX TPOSHOB MOXKeT
BapbUPOBAThHCS OT MPOCTHIX Lie/IeBbIX aTaK [0 CJIOXK-
HBIX aTaK, KOTOphle 0b6ecriednBAIOT TOUYKY OMOPEI
IIpOrpaMMHBIM aTaKaM BBICOKOTO YpoBHA. K 1ese-
BBIM, B YaCTHOCTH, OTHOCATCA C/IeAyIOlle aTaKu:

* H3MeHeHHe 6HUTa MHPOPMAIIMHU, HAPYIIAOIIETo

LIeJIOCTHOCTh XPAaHHMMBIX JAHHBIX;

* ocnabneHue GyHKIMOHATBHOCTH KPUIITOrpaduye-

CKUX 47ep;

* aTaKH, NPUBOASIIME K yTeUKe KOHOUIeHIIHATbHOH

HHPOpPMaLIKH.

CucteMa MokeT 6bITh MHQUILIMPOBAHA HECKOMb-
KKMMH aIllapaTHBIMH 3aKjJ1aJKaM, KOTOpble COBMeCT-
HBIMU JIeCTBUSIMU IIOAPHIBAIOT ee 6€30IaCHOCTb.

JJisl TIOJIHOTO MOHHMMAaHHUS BO3[eHCTBUA alllla-
PaTHBIX TPOSIHOB Ha CHUCTEeMBI U UX OOHAPY>KeHU S
HeoOX0MMO H3ydyeHHe BO3MOKHOCTEeH H3MeHeHHUS
MHPOPMALMH IIPY BHeJPEHHH 3aK/IaJ0K, a TaKKe
BO3MO>XKHBIX MeXaHM3MOB UX aKTUBalLHH. [lo3TOMY
KUCCJIeJ0BAHU S BOSMOKHBIX YT P03, KOTOpPbIe HEeCyT
TPOsiHBI, pa3paboTKa KOHCTPYKIIUU U METOAOB HUX
BHeJ[peHM s, MeXaHHU3MOB aKTHBALIUHU SABJISIOTCS
HeoOXOLMMOI 4acThi0O paboThl B IIOMCKe CIIOCOO0B
InpenynpeskaeHus BHeJPeHU s, BhISBIeHUS U IIPO-
TUBOJEHMCTBUS allllapaTHBIM 3aKJaZKaM Ajs obe-
criedyeHM s 6€30MacCHOCTH HUCIONb3yeMbIx MC.

IIpu pacCMOTpPeHHUHU BO3MOXKHBIX yrpo3 besomac-
HOCTH, HCXOOSAMHX OT allapaTHOM 3aKJa[KH,
U OIlpeJle/IeHH s ee BIUSIHUS Ha HHYOPMaLLOHHYIO

CHCTeMy Lielecoo6pa3sHO CTPYKTYyPHUPOBATh XapakK-
TepHBIe IIPU3HAKHU TPOSIHOB. [IJI51 OIIMCAHU S TAKUX
XapaKTepPHBIX CBOMCTB OBI/IO IIpe/I0’KeHO HeCKOIbKO
KIaccHPUKAIMI AllIIapaTHRIX TPOSIHOB. Llenu TakKUX
KIaccuPUKALKUM - CUCTeMaTH3allMs U3yUeHHUS,
paspaboTka obmux MeTomOB 06HAPY>KeHUS U IO~
XO[0B, 00eCIIeuyMBaIOIIUX [I04aB/IeHHEe BO3IeHMCTBU S
Pa3/IMYHBIX KJIACCOB TPOSIHOB, & TaKkKe CpaBHEHHe
Pa3HBIX METOJIOB IIPOTUBOAENCTBU. Ha puc.l npu-
BeZleHa Hanboslee IMOTHAS KJIACCUPUKALIMS AllIIapaT-
HBIX TPOSIHOB, IIpe/iJIo>keHHas B cTaThe [5]. B ocHoBe
3TOM KJIACCUPUKALMU YUHUTBIBAIOTCS Kak da3sl pas-
paborku HMC, Tak U yPOBHHU BO3MOKHOTO BHeJIpeHU S
aIIapaTHBIX TPOSTHOB.

Paspaborka u usrorosieHue UC, Kak IpaBUIIO,
BKJIOYAIOT TaKMWe 3Tallbl, KaK CHeIHbUKALIHS
HC, ee pa3pa60TKa, M3rOTOBJIeHME, TeCTUPOBA-
Hue U cbopka. OHU JOKHBEL pAaCCMAaTPUBATHCSI U
KaK CTaJluM, Ha KOTOPBIX 3JI0yMBIIIJIEHHUK MOXeT
BHeJPHUTH allllapaTHYIO 3aKka1aAKy. Ha sTame crenr-
UPUKAIIHMY (ITOATOTOBKU TeXHHUYECKOTO 3aaHUS)
OIIpefie/ISIIOTCS XapaKTePUCTUKH CUCTEMBI, B TOM
YHC/Ie UCII0/Nb3yeMble MOJENH U NpefIoaraemMas
¢yuruuoHanbHoCTh MC. Iloce 3TOro sTama xapak-
TEePUCTUKHU CHCTeMbl pealHU3ylTCs Ha CTaLHUHU
IIPOEKTUPOBAHUS B OIlpeJleJieHHOM IleJIeBOM KOH-
CTPYKTHUBHO-TeXHOJOTM4YeCKOM ba3mce c yueTom
GYHKIMOHATIPHBIX M QU3MYeCKUX OTPaHHUYeHH. Ha
3Talle IpoHU3BoACTBa MC M3roTaBIMBAETCS KOMIIJIEKT
boTo1mab0HOB, U MPOBOLUTCS LUK/ U3TOTOBIEHU S
KkpucTannoB YC Ha KpeMHUeBBIX IJIACTUHAX C II0CIe-
AyIollel IPoBepKo UX QYHKIMOHAIBHBIX U QU3H-

hardware Trojan can long time to
remain dormant and be activated
after a specified time, by external
influence or as a result of defined
processes in the operation of IC.
Range of hardware Trojans, the
capabilities, sizes, principles of
operation, power consumption,
is huge, which together with the
increasing complexity of IC, both
on physical and functional levels,
offer wide opportunities for the
attacker to surreptitiously embed
hardware Trojans.

The relative ease of insertion of
hardware Trojans into modern IC
is an additional cause for concern.
Modifications can be made to the

HAHO MHAVCTPHA #7/69/ 2016

hardware both in the develop-
ment phase and in the production
process, including such stages as
specification, design, verification
and manufacturing. Moreover, a
hardware Trojan can be included
in already made IC [1]. The situ-
ation is complicated by the fact
that current trends in the semi-
conductor industry are character-
ized by the separation of develop-
ment and production of IC, and
the latter can be done by several
factories scattered around the
world, mainly in Asia. Engaging
third-party subcontractors is typi-
cal not only for IC manufacturing,
but also for design: developers use

third-party software and ready-
made blocks (IP cores), designed
by a third party. IP cores are often
supplied in binary form and are
designed by third-party firms
specializing in certain technical
projects. Therefore, a hardware
Trojan can be a simple change of
paragraph in the specification,
an additional line in the source
code written in hardware descrip-
tion language (HDL), or a modifi-
cation of the silicon chip in a fac-
tory, for example, a small change
in the topology of the transistor.
If the change is made in the diffu-
sion layer, on the chip it becomes
practically "invisible" [2].
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AnnapaTHble 3aKknaaku (TposiHbI)
Hardware Trojans
I
da3sa pa3paboTku ABCTPaKTHbIN YPOBEHb AKTUBaLUS Sddekt Pacnonoxexue
Design phase Abstraction level Activation Effects Location
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- TecTupoBaHue || BEeHTeNbHbLIN ypOBEHb : TKa3 VCTOYHUK NUTaHMS
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Denial of service
. dursmyeckme
Cbopka TpaH3NCTOPHLIN yCcnoBus Cxema
—] W KoprnycumposaHue — YPOBEHb Physical — CUHXPOHM3aLMUN
Assembly and package Transistor level conditions Clock
L Tononorus | BHelwHsAs
Physical level Externally
AnnapaTHas
Component
Monb3oBatens
User

Puc.1. Kaaccudukauus annapamteix mposiHos [5]

Fig.1. Classification of hardware trojans [5]

Currently, the problem of hard-
ware Trojans is studied compre-
hensively in the world. For exam-
ple, the Polytechnic Institute of
New York University annually
organizes competitions between
teams for insertion and search of
special devices [3], which contrib-
utes to the development of tech-
nologies for preventing the inser-
tion and methods for the detection
of hardware Trojans. The Defense
Advanced Research Projects
Agency (DARPA) of the United
States Department of Defense has
initiated in 2007 a special pro-
gram to ensure the authentic-
ity of IC used in military systems

of the USA and conducts R&D on
the development of methods and
technologies to detect hardware
Trojans [4]. The majority of other
published studies is conducted in
universities and mainly focuses
on how to prevent the insertion of
Trojans during the development
of IC, as well as on methods for
their identification in the IC after
fabrication.

If a hardware Trojan was ever
inserted into the system, it is
always present regardless of
whether is the device on or off.
If the Trojan is inserted to any
of system’s IC, he has the poten-
tial to disrupt the entire system.

The impact of hardware Trojans
can range from a simple targeted
attacks to complex attacks, which
provide the fulcrum for high-level
software-based attacks. Target
attacks, in particular, include the
following:

+ change bits of information that
violates the integrity of the
stored data;

+ weakening the functionality of
the cryptographic cores;

« attack leading to the leakage of
confidential information.

The system can be infected
with several hardware Trojans,
which joint actions undermine its
security.
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Puc.2. Cmaduu npoussodcmeaa MC u coomsemcmayrouiue yposHU ondcHOCmu 8HedpeHus annapamuoii 3akaadku [6]
Fig.2. Stages of IC manufacturing and corresponding levels of risk of insertion of hardware trojans [6]

YeCKHX XapaKTePUCTHUK. [lajee IPOBOOUTCSA pe3Ka
[JIACTHH Ha YHUIIBL, UX KOPIIYCHPOBAaHHUE, TeCTUPO-
BaHHe TOTOBBIX K 3KCIIyaTanuu MC, ucnbslTaHHe
Y IpreMKa. Ha puc.2 mpuBeeHEl CTAaJHUH IIPOU3BO/-
cTBa MIC 1 COOTBeTCTBYOIIMe UM OLleHKHU ypOBHEU
OIIaCHOCTH BHeJIPeHMUs allllapaTHOH 3aK/IaAKHu [6].
Heysa3BUMBIMU C TOUYKH 3PeHUS BHeJPEHHUS
AIlIapaTHBIX TPOSTHOB SBJISIOTCS TOJBKO CTAaTHUHU
crieMUKaL MK, TeCTUPOBAHUS B KOPIIyCe, a TAKKe
MCIBITAHKWSA U IIPHEMKH. Bce oCcTa/JbHbIE CTagHUHU
YSA3BHMBI K BHEAPEHHIO allllapaTHbBIX TPOAHOB, H
6esomacHocTh MC Ha HUX oIpefenseTcsl COUCIION-
HUTEeJSIMU, KOTOpble obecliedBaiOT U3TOTOBJIEHHE

HC 1 ee TecTUpPOBaHUe, a TaKKe IIOCTaBIIHMKaAMHU
cpenctB paspaborku, [P-610Kk0B u 6ubnrorek. Ho
Iaske CTafMH, KOTOpble OTMeYeHBI BhIIIe Kak be3-
OIlacHBbIe, MOTYT OBITH IO/ BEP>KEHBIl BIHUSHHUIO 3710~
YyMBIIIJIEHHHU KA, HalIPUMeP, BO3MOKHA HaCTPOMKa
aIrapaTHOM 3aK/IaZiK1 BO BpeMs TeCTUPOBaHU I UIIH
BO BpeMs 1ocTaBKU HC. I103TOMyY IIOMTHBIH LIUKII IIPO-
u3BoACcTBa MC nokeH OBITH BCECTOPOHHE HCCIIeMO0-
BaH C paCCMOTPeHHEeM KaK CTpaTerus 3¢ GeKTHUBHOM
npodUIAKTUKH BHeJPEeHUS TPOSHOB, TaK U TEXHO-
JIOTUI UX OOHAPY>KeHU .

TposiHBI MOTYT BHeZPSIThCSI B TI0Oble 31eMeHTH
MHOOPMALIMOHHON CUCTeMBI. JIOKaAU3aLus TPOsIHA

To fully understand the impact
of hardware Trojans on the system
and for their detection it is neces-
sary to study the possibilities of
data change in case of the inser-
tion of Trojans, and also possible
mechanisms of their activation.
Therefore, investigation of the pos-
sible threats caused by Trojans,
development of design and meth-
ods of their insertion and activa-
tion are a necessary part of the
work in finding ways for prevention
the insertion, and for detection
and countering hardware Trojans
to ensure the safety of the used IC.

For consideration of possi-
ble security threats caused by
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hardware Trojan, and determi-
nation of its impact on the infor-
mation system, it is advisable to
structure the characteristic signs
of Trojans. To describe such char-
acteristic properties several clas-
sifications of hardware Trojans
were proposed. The purpose of
such classifications is the system-
atization of the study, the develop-
ment of common detection meth-
ods and approaches providing
suppression of the effects of dif-
ferent classes of Trojans as well
as comparison of different meth-
ods of counteraction. Fig.1 shows
the most complete classification
of hardware Trojans, proposed in

the paper [5]. This classification
takes into account both the phases
of development of IC and levels of
the possible insertion of hardware
Trojans.

Development and manufacture
of IC generally include such steps
as specification of IC, its devel-
opment, production, testing and
packaging. They should be consid-
ered also as the stages on which
the attacker can insert a hardware
Trojan. At the specification stage,
the characteristics of the system
are defined, including used mod-
els and the estimated functional-
ity of IC. After this phase the sys-
tem features are implemented at
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MO’KeT OFPAaHHUYUBATHCS OTHAEJbHBIM KOMIIOHEH-
TOM, 2 MOXeT OBITh pacCpef0TOUeHa U Ha HeCKOJIb-
KHUX KOMIIOHEHTaX, TAKUX KaK IIPOLeCCop, IaMsTh,
CXeMBbl BXOJa-BbIX0/ld, HCTOUHHUKH IMHUTAHUS HIHU
CXeMBl CHHXPOHHM3aluu. OCOOeHHOCTD TOKaaH3a-
LU OIpeJeseTcs CJI0OKHOCThIO mpoekTa MC, TpyA-
HOCTBIO BHEJpeHUS U TeM 3PeKTOM, KOTOPHIH [0JI-
SK€H BBI3BATh AIlIIaPAaTHBIM TPOSIH. B CBSI3U C 3TUM
Heob6XOAHMMO HUCCIel0BATh BO3MOKHbIE MeXaHHU3MBI
paboThl anmmapaTHBIX TPOSTHOB, U Ha XapaKTepPHBIX
IpHUMepax pacCMOTPeThb IOCHeACTBHUS, KOTOPBIe
MOSXKHO OXHJATh OT UX BHeApeHUs. TeM caMBIM
MOKHO OXapaKTepH30BaTh YIPO3bl, CBSI3aHHBIE
C anmapaTHBIMU TPOSIHAMHU.

ATIIIapaTHBIE 3aK/IaJKHU SIBISIOTCSI OTHOCHUTENIBHO
HOBBIMH yIpo3aMu Kub6epbe30macHOCTH, IIPH 3TOM
OHH CYIIeCTBEHHO PACIIHUPSIOT BO3MOXKHOCTH IS
aTakyu Ha MHPOpPMAIIMOHHBIe CUCTeMBbI. PaHee
aTakH{ OrPAaHUYHBAJIUCH TOJIBKO MPOrPaMMHBIMU
CpeACTBaMHM, COCPeJOTAaYHMBasICh HA CIabBIX MecTax
nporpaMMHoro obecreueHusi. CpefcTBa 3aIUTH
KOHKPETHOIO IIporpaMMHOro obecredyeHus paspa-
6aTBIBATMCh UCXOMSI M3 ayTeHTHUYHOCTH aIlapar-
Horo obecriedeHusi, IO3TOMY OO PHUHSThIE IO/
XOZBl K 3aMIUTe MIPOTPAMMHBIMHU CPeACTBAMU He
criocobHBI 0becriednTh 6@30IIACHOCTD OT aIlllapar-
HBIX TPOsiHOB. C 3TOM TOUKHU 3PeHUs allllapaTHHIe
3aKJagKH IPeACTABISIOT AOCTATOYHO CJIOKHYIO
npobremy obecriedeHHs 6e30I1aCHOCTH.

TposiHBL MOT'YT 6BITH BHempeHBl B HMC cremua-
MU3UPOBaHHOro Ha3HaveHUs (ASIC), B komMepye-
CKHe 3/1eKTPOHHble KOMIIOHEHTHI, HaXOAsIIHecs

B cBo6onHOM npoxpaske (COTS - Commercial Off The
Shelf), mukpomnporeccopsl, udpoBble CUTHATBHbIE
[IPOILIeCCOPBL UJIH B BHJe MPOTPAMMHBIX H3MeHe-
HUuM B "mpomuske" IIJIMC (FPCA). YUUTHIBasI, 4TO
HM3MeHeHH S BHOCITCS Ha CAMBIM HU3KHUH YPOBEHb
CHCTeMBbl, THUIIBl Hapyllalomero AeMCTBUS MOIYT
HMeThb pa3HOOOPa3HBIN XapaKTep. DTH BO3LEUCTBUS
MO3KHO YCJIOBHO KJIACCHUQUIIMPOBATh KaK H3MeHeHHe
GOYHKIIMOHANBHOCTH, U3MeHeHHU s ClleNuPUKALINH,
yTeuka HHQOPMALIMHU WK OTKa3 B 06C/Iy>KMBAHUH.
Crienuduueckye anIapaTHble TPOSHEI MOTYT peasiu-
30BaTh 11060€ M3 3TUX HapPyLIAIOIKX BO3LeHCTBH .
AlapaTHble TPOSIHBI, U3MeHs oM e QyHKIIHO-
HanbHOCTb UIC yepe3 BHeIpeHUe IONOJIHUTEIbHOHN
JIOTUYeCKOM CXeMBl HJIH II0CPeICTBOM BBIKJIIOUEHH S
YaCTH CYLeCTBYIOIIEN JTOTUKM, HeIlOCPeCTBeHHO
CTaBST IOJ YIPO3y LIeJIOCTHOCTh U COXPAHHOCTH
MHQOPMALIMOHHOMN CHCTeMBbl. F3MeHeHHe JaH-
HBIX B IaMSITH, BO3JENCTBHUE HA BEIUHCIUTENbHEIE
Olepalvy UIX HAa KOMMYHHKALHOHHBIHN KaHal
SIBJISIFOTCSI XapaKTePHBIMU LIeJISIMHU pacCMaTpUBae-
MOro BHeJlpeHHUsI. Moguduranuu GyHKIIMOHATBHO-
CTH MOT'YT HOCHUTH OUeHb Pa3HOOOPa3HBII XapaKTep;
BO3[EHCTBUS 3TOr0 KJAacca alllapaTHBIX TPOSTHOB
OrpaHHUYEeHBI TOJBKO PecypcaMU CHUCTeMBI, Boobpa-
>KeHHeM U YyMeHHeM 3/10yMBblIIJIeHHUKa. Hanpumep,
B [7] mpencTaBieH ClleHAapUH, B KOTOPOM IIpocTast
IeCTPYKTHUBHAS allllapaTHas 3aKjaajKa MOKeT BCTa-
BUTH OIIMOKY B aJITOPUTM Ha OCHOBe KHTAHNCKOM
TeopeMBbI 06 OCTaTKaX IIPH BBIYHUCIEHUH KPUIITOTPa-
dHYeCKOro aITOPUTMa C OTKPHITHIM K1I04oM (RSA),
4YTO NPHUBOAUT K KOMIIpoMeTallMu RSA- Kkiarouya.

the design stage on a certain con-
structive and technological basis
taking into account the func-
tional and physical constraints.
At the production stage a set of
photomasks is prepared, and the
manufacturing of the chips on sil-
icon wafers with subsequent ver-
ification of their functional and
physical characteristics is carried
out. Further cutting of wafers,
packaging of chips, testing of
ready for operation IC and accep-
tance are carried out. Fig.2 shows
the stages of production of IC and
corresponding assessment lev-
els of the risk of insertion of the
hardware Trojans [6].

Only specification, test in
package, and acceptance are
invulnerable from the point of
view of the insertion of hardware
Trojans. All other stages are vul-
nerable to the insertion of hard-
ware Trojans, and the security of
the IC is determined by subcon-
tractors, which provide produc-
tion of IC and their testing, as
well as by suppliers of develop-
ment tools, IP cores and librar-
ies. But even stages, which are
marked above as "safe", can be
influenced by an attacker, for
example, it is possible to config-
ure a hardware Trojan during
testing or supply of IC. Therefore,

a complete production cycle of IC
needs to be thoroughly investi-
gated with the consideration of
strategies to effectively prevent
the insertion of Trojans and tech-
nologies for their detection.
Trojans can be inserted in any
elements of the information sys-
tem. Localization of a Trojan may
be limited to a separate compo-
nent, and may be dispersed on
several components such as pro-
cessor, memory, input/output
circuits, power supply or syn-
chronization circuit. Location
is determined by the complex-
ity of the project, the difficulty of
insertion, and the effect, which
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B paborte [5] mpuBoguTCS IpUMep MOAUPUKAIIUH,
B pe3y/IbTaTe KOTOPOM MOy 06HapysKeHUsI O 60K
IIpUHHMAaeT BXOAHble CUTHAJIbl, KOTOPhIE JOJI>KHBI
OBITH OTK/IOHEHEL.

HemocpenctBeHHBle omubku B MC, KaK HaIlpU-
Mep Pentium FDIV (ommubka B Mojyie omepanui
C IJaBaW0IIeN 3aIsATOM B OPUTHHAJbHBIX IIPO-
meccopax Pentium Brimycka 1994 romga), MoryTt
OBITH BOCIIPOM3BeJeHbl allllapaTHOM 3aKIa[KoOH,
IpH4YeM A/ IpeJoTBpPallleHHUs ee 06HAPYKeHHUS
MO>KeT HCII0/Ib30BaThCsl BBIOOpOUHOE BKIIOYEHHE.
CrnenHanbHbIe allllapaTHbIe TPOSTHBL MOTYT paspa-
6aTBIBATHCS /I H3MeHeHHU sl IIOpsiKa BBIIIOTHEHU S
MHCTPYKLIUH LIeHTPAIbHOTO IIpOLleccopa, yTeukH
OaHHBIX Yepe3 NMobouHble KaHa/Tbl, U3MeHEHHU S
COIep>KHUMOTO MPOrpaMMHUPYyeMOL IOCTOSHHOU
namsaTu (PROM).

H3meHeHHe QYHKIIMOHATBHOCTH CHCTEMBI MOKET
OBITH UCII0/Ib30BAHO /IS IIOAIEPKKU Boslee MM POKMX
aTtak. Tak, B paboTe [6] 0OTMeUueHO, UTO BO3MOKHOCTH
HaHeceHUSs ymepba 6e30MacHOCTH CyIleCTBEHHO
YBEJIMYHUBAIOTCS IIPH COBMECTHOM KCIIOJIb30BAHHUH
anmapaTHOM M IMPOTPaMMHOM aTaku. B KadecTse
IpyvMepa NpUBeJeHbl M3MeHEeHU B LIeHTPaJIbHOM
mpoueccope, MOALEPKHUBAKIIKE aTaKy Ha MPO-
rpaMMHoe obecreueHue. B UTore npejgocTaBieHue
JOCTyIla K HaMSATH U MOAHUPHUKALIUS [IPOrPaMMEL
CII0CcO6CTBYIOT pacCIIMPeHHUIO IOJTHOMOYHH C IToc/Ie-
AYOIIAM JOCTYIIOM B CUCTEMY 4Yepe3 YepHEBIL BXOJ
M ATaKOH C Kpa’keH MapoJs.

HM3MeHsAwIKe COeNHMPUKALMIO allllapaTHEIEe
TPOSHBEl XapaKTePU3yITCA TeM, YTO MCKaXKaWOT

mapaMmeTpuueckue cCBoMcTBa LeneBon HUC unu
crnenrUKALIMU, He OTHOCALIHECS K ee QYHKIHO-
Ha/JIbHOCTH. TaKHe MapaMeTpHYecKHe CBOMCTBA
BKIIOYAIOT CUHXPOHH3ALUIO UJIHN BpeMeHHBbIe
XapaKTepUCTHUKH, a TaKxke IMOTpebasieMy0 MOII-
HocTh MC. D0 PeKT mocTUTraeTCsd MyTeM HeIocpen-
CTBEHHOI'O H3MeHeHHd BHYTPEHHHX (1)I/I3I/I‘-IECKI/IX
CBOMCTB - TOIIOJIOTHH MeXXCOeJUHeHUH U reoMe-
TPUHU TPAH3UCTOPHBIX CTPYKTYyp. B oTnu4yue OT
aImnapaTHBIX TPOSHOB, KOTOPbIe BIIUAIOT Ha QYHK-
LIUOHAJIBHOCTD, JJIS 3TOT0 KJiacCa XapaKTepPHBHI
HM3MeHeHH s TOIIOJIOTHH JTMHUM Pa3BOJKU U TPaH-
3HCTOPOB, U X pPa3pYyLIMTE/JIbHBIE ,ELeI;ICTBI/IH MOTYyT
NPHUBOAUTH K OTKa3aM CHcTeMBbl [6]. MoxkHO mpen-
IIOJIOKUThH, YTO B OIOJIHEHHE K PaCCMaTPHUBaeMbIM
MoAuPUKALKSAM MOXKET ObITh BKJIIOUEHA M TaKasd
anmnapaTHas 3aKjajKa, 4ToOpl H3MeHeHHe CIelu-
OHUKALMKM MMeJI0 TPUITEPHBIM MK aKTHUBAIMOH-
HBIM MeXaHH3M. [l paccCMaTpUBaeMoOro Kjacca
XapaKTepHEI pa3/iMuHble TUIIB BO3AeUCTBUH Ha HC,
BKJ/I0Yas OrpaHHUYeHHe BEIYMUCIUTEIbHBIX BO3MOXK-
HOCTeH CHCTeMBl IyTeM BHeCeHHs B CXeMy IeHepa-
TOpa CUCTeMHOM YaCTOThl, MOAUPHKALHS BEIYMC-
JTHUTeNbHBIX OI0KOB H/IH siYeeK BXOJa-BBIX0Aa, IIPU
KOTOPOM GyHKIMOHAJIBHOCTb 3THX Y3/I0B He U3Me-
HSeTCsl, HO YXYAIIATCS IPONYCKHbIE U JUHAMU-
YecKHe XapaKTepUCTHKHU. M3MeHeHMe pa3sMellleHU
BeHTHJ/IEeH MU Pa3BOAKHU CXeMbl, QYHKIMOHATBHO
5KBHBaJIleHTHOe, HO IPHU 3TOM HMeollee bosee
BBICOKME ITaPAa3HUTHBIE COCTAB/SAIOIIKE ITaCCUBHBIX
3JIeMeHTOB, 00ycC/IaBIMBaeT yXyAlleHHe pabodux
XapaKTepPUCTHUK IIPH BBICOKON HATPY30YHOHU aKTHB-

should be caused by hardware
Trojan. In this regard, it is nec-
essary to investigate the possi-
ble mechanisms of operation of
hardware Trojans, and to con-
sider, with examples, the effects
that can be expected from their
insertion. Thus it is possible to
describe threats related to hard-
ware Trojans.

Hardware Trojans are rela-
tively new threats to cybersecu-
rity, and they significantly expand
the possibilities for attack on the
information systems. Previously,
attacks were limited to software
only, focusing on weak areas of
the software. Protection software
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was developing on the basis of the
authenticity of the hardware, so
conventional approaches to pro-
tecting software are not able to
provide security against hardware
Trojans. From this point of view,
the hardware Trojans are rather
complex problem of security.
Trojans can be embedded in
the application-specific IC (ASIC),
commercial off the shelf (COTS)
IC, microprocessors, digital sig-
nal processors, or as software
changes in the firmware for FPCA.
Given that changes are made at
the lowest level of the system,
the type of violation may varies.
These impacts can be classified

as a change in functionality,
changes in specifications, infor-
mation leakage or denial of ser-
vice. Specific hardware Trojans can
implement any of these violations.

Hardware Trojans that change
the functionality of IC through the
insertion of additional logic cir-
cuitry or by switch-off of a part of
the existing logic directly threaten
the integrity and safety of an infor-
mation system. Changing data in
memory, the impact on comput-
ing or communication channel
are typical goals of the considered
insertion. Modification of func-
tionality can be of very diverse
nature; the impacts of this class of
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HOCTH U NPOSIB/ISIETCS] B BOSBHUKHOBEHUU BpPeMeH-
HBIX omKboK. B paboTe [5] mpuBeneHbl IPUMeEPEH
CXeM C IepeMbIUKaMHU B BHJle pe3UCTOpa, Clef-
CTBHEM KOTOPOTO CTAHOBSITCSI OMIMOKM THUIIA "3aKO-
POTKH" IIPH HEKOTOPHIX PeSKMMax paboTsl, U BHece-
HHeM KOHJIeHCaTopa, IIPUBOASILEro K yBeIUUeHUIO
BpeMeHH 3aJIeP>KKH 3a CUeT yBe/JHYeHH I e MKOCT-
HOM Harpy3KHu.

CreqyroMmKH K1acC TPOSIHOB OXBaThIBaeT alllapart-
Hble MOAUPHUKALMH, HallpaBJeHHbIe Ha CKPBITHYIO
nepefavy KOHQHIEHIIMATbHBIX JAHHBIX OT HH)OP-
MaIlMOHHON CHCTeMBI 3JI0yMBIIIJIEHHUKY. Takas
Iepenaya ocylecTBisercs 6e3 HelmocpeaCcTBeH-
HOTO y4acTHsI CUCTeMBbl U 6e3 Be[joMa I10/Ib30BaTeNIs
CUCTeMBl. MeXaHMU3MBI IIepefadyld MOTYT 3afen-
CTBOBATb KaK CYyLeCTBYIOLIMe BHYTPeHHHe 1 BHeIll-
HHe KaHa/bl CHCTeMBI, TaK U M060YHBIe KaHAJIHL.
Hanpumep, B pabote [6] oTMedaeTcs, 4TO yTeduka
HHOQOPMAILIUH MOKET IIPOUCXOAUTD 10 PaJlHOYACTOT-
HOMY, OIITHYeCKOMY U TeIJIOBOMY II06OUHBIM KaHa-
naM. HHPopMallHI0 MOXKHO H3BJleUb, AaHATU3UPYS
notpebasemyio MOIHOCTb HC, ee IIyMOBbIe XapaKTe-
PHCTHKH, a TaKKe J00bIe APyrye GyHKIIHOHAIbHEIE
U QH3HUeCKHe XapaKTePUCTUKH. MHTepdericsl RS232
1 JTAG Tak>ke MOTYT 6bITh HCII0/Ib30BaHBI B KayeCcTBe
KaHaJoB yTeukd. Hanmpumep, B pabore [8] paccmo-
TPeHa allapaTHas 3aKjajKa, KOTopas I103BOJIseT
oImpefieNsiTh KAIOUYM MHUPOBaHUS B 6eCIIPOBOLHOM
nepejiaye o MU3MeHeHHI0 aMIIMTYZbl HJIK YaCTOTHI,
KOTOpble BO3HMKAIOT M3-3a BapHUALIMH TeXHOJIOTUHU
usrotoBieHus UC. B pabore [9] ¢ ucmonp3oBaHuEM
MeToa Ilepelaul CUTHAJIOB C PACIIMPeHHBIM CIIeK-

TPOM MHPOPMaLMs O KJIIoUe IKPPOBAHUS U3BJIe-
KaJlach U3 U3MeHeHHU S YPOBHS COOCTBEHHBIX IIYMOB
KMOII HC.

CucteMHass MOOUGUKALIUSI HAa CAMOM HH3KOM
yPOBHEe IpefoCTaB/IseT MIMPOKUH CIIEKTP BO3MOXK-
HOCTEeM AJIS peanu3aluMU OMHKOKM THUIIA "0TKa3
B ob6cnykuBaHuU" (DoS), KOTOpBIe BapbUPYIOTCSA
OT YAaCTHYHOTO MPOSIBIEHUS OMMUOKH O IIOJHOIO
M OKOHYATeJbHOIO OTKJIIOYEHHUS CHUCTeMBl BHe-
IpeHHeM TaK Ha3bBaeMoro 'ybuBalolero Kiao4a'
(kill switch) [11]. B paboTe [6] kK 3TOMY KJ1acCy OTHe-
CeHBI TPOSIHBI, KOTOPbIe BIMUSIOT Ha 06CIyKUBaHHUe
KJIMEHTOB BBIUMCIHUTEIbHOM CUCTEMBI Yepe3 UCIIOJb-
30BaHHe OTPAHHYEHHBIX PeCcypcoB, TaKHX KakK
BBIUMC/IHUTEIbHAS CIIOCOOHOCTD, PabOYH I IHAIIa30H,
MOIIHOCTb UCTOUHHKA IUTAHUS. OTMeYaeTcs, YTO
BHOCsIIMe o KOKy pusudeckue 3¢ deKThl, U3Me-
HeHHe KOHQUTIYPAIMH CUCTEMBI HUJIH ee OTK/IYe-
HHe MOTYT 6bITh BpeMEeHHBIMHU HJIH ITOCTOSHHBIMH.
AnmapaTHble 3aKJIaAKH 3TOTO KIacca MOTYT IIOTpe-
6/1Th U3OBITOYHYIO HJIM BCIO 3HEPTHIO HCTOUHHKA
NUTAHUS (QKKYMYISITOPA), He MO3BOJISSI CUCTeMe
MepeuTH B CIAUUK pexkuM [11], uIu nyTeM BBee-
HUS U36BITOYHBIX 6ydepoB B MeskcoequHeHU s MC
(12] ymeHBIIATh BpeMs PaboThl YyCTPOMCTBA MEXKAY
moj3apsiKaMHU. AIIIIAPAaTHBIN TPOSH MOXeT ObITh
pa3paboTaH c Liesbio BAUSHUS Ha YIIPaBIeHHe CHUTL-
HaJIOM pa3pelleHHUs 3alIUCH B IaMSTh, IIepe3amu-
CBIBAsI CYIIeCTBYIOIlee 3HAYeHHe CIYYaHHOM BeJlH-
YUHON. JTO BefeT K mobouHbIM cbosim B paboTte
CJIY>K6 MJIM 9YaCTUYHOMY M Ja’ke IIOJTHOMY OTKJIIoUe-
HHUe cucTeMbl. Omu6KHU "0TKa3 B 06CIy>KUBaAaHUU",

hardware Trojans are limited only
by system resources, imagina-
tion and skill of the attacker. For
example, in [7] the scenario is pre-
sented, in which a simple destruc-
tive hardware Trojans can insert
an error into the algorithm based
on the Chinese remainder theorem
for public-key cryptosystem (RSA),
which leads to the compromise
of the RSA key. In [5] an exam-
ple of a modification is given, in
which the error detection module
accepts input signals that should
be rejected.

The immediate errors in the IC,
as for example the Pentium FDIV
(error in the FPU in the original

Pentium processors discovered in
1994), can be reproduced by the
hardware Trojan, and to prevent
its detection the selective switch-
ing can be used. Special hardware
Trojans can be designed for change
in execution order of CPU instruc-
tions, data leakage via side chan-
nels, change of the contents of a
programmable memory (PROM).
Change in the functionality of
the system can be used to support
wider attacks. So, in paper [6] it is
noted that the possibility of dam-
age to the security is substantially
increased, when the hardware and
software attacks are used together.
As an example, the changes in the

central processor that supports an
attack on software are described.
As a result, all memory access and
modification of the programme
contribute to the empowerment,
with subsequent access to the sys-
tem through the back door and
attack with the stolen password.
Hardware Trojans, which mod-
ify the specification, distort the
parametric properties of the tar-
get IC or specifications that are
not related to its functional-
ity. Such parametric properties
include synchronization, tim-
ing and power consumption of IC.
The effect is achieved by directly
modifying the internal physical
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BBI3BAHHBIE AIIIIAPATHBIMU TPOSIHAMHU, MOTYT GBITH
CBSI3aHBI C IIPEK/IeBPEMEHHBIM BBIXOJOM YCTPOM-
cTBa U3 cTpos. Tak B pabote [6] mpuBeseHa cxema,
KOTOpasi FeHepUPYeT JIOKAIbHY0 U36bITOUHY0 MOII-
HOCTB, YTO IPUBOJUT K YCKOPEHHIO ITpoLiecca cTape-
Hus HUC, cokpamas Cpok ee cay>KObl 6e3 HapyLIeHU
GYyHKIIMOHATBHOCTH. TaM 5Ke feIaeTcsi BEIBOJ, UTO C
LIeJIBIO YBEeTHUUYEHHU S 3JIeKTPOMHUTPALIUH BO3MOXKHO
H3MeHeHHe XUMHUYECKUX KOMIIOHEHTOB B MeTaJ-
NTHU3UPOBAHHOM pa3Bofke, IpuyueM 3deKT 0T 3TOro
MOKeT OBITh aHA/IOTHYEeH YBeJIUUEeHH IO HAIPSSKeH U S
IMHUTAHUS UJIHU YaCTOTbl CHHXPOHH3AllUH, YTO BEET
K CHU’KeHHI0 BpeMeHH HapaboTKu Ha oTka3 MC.

ok k

HecaHKIJMOHHUPOBAaHHBIE 3JI0yMBIIIIEHHbIE MOJH-
dukanuu MC moryt ctath 6onpmoi nmpobiaemon
nns obecrieueHHs: Kubepbe3omacHOCTH 3/1eKTPOH-
HBIX CUCTEM BO BCEM MHpe, B 0COOEHHOCTH CHUCTEM,
3a/IeICTBOBAHHBIX B BOEHHOMU chepe U cUCTeMax be3-
OIIACHOCTH. B HacTosIlee BpeMs BOeHHbIe BeJJOM-
CTBA MHOTHX CTPaH He CKPBIBAIOT 6eCIIOKOMCTBA B
CBSI3H C PaCIIUPSIONIMMCS ayTCOPCUHIOM B 06/1acTH
pa3paboTKH M MPOU3BOJACTBA MHTErPaIbHBIX JJIeK-
TPOHHBIX KOMIIOHEHTOB, H 3aBUCHMOCTH HOBEHIIHX
Pa3paboToK OT 3TeKTPOHHBIX KOMIIOHEHTOB, HaX0-
OSIIUXCS B CBOOOLHOM IIpofiaske. ANIIapaTHbIE TPO-
SIHBL YT POSKAIOT HapyIIeHHeM IeIOCTHOCTH JaHHBIX
Y QYHKIHH, BBIIIONHSIEMBIX 1060 BBIUHCIUTEb"
HOM CHUCTeMOM, KOTOPasl COAEP>KUT MHTerpaabHbIe
37IeKTPOHHBIE KOMIIOHEHTHI. CyTh BO3SMOSKHBIX yI'PO3
3aK/II04aeTcsl B QYHKIMOHATBHBIX U TeXHUYECKHUX

MoIHPHUKALUAX XapaKTepuCTHK HC, yTeuke KOHQHU-
IOeHIIHMaJbHOM HHQOPMAILIUH, a TakKe aTaKax THIIa
"oTKka3 B 06CIy>KMBaHUU". [/l IpefOTBpalleHUs
TaKHX yTpo3 HeobxonrMa pa3paboTka KOMIIIEKCHBIX
MeTOZIOB U CTpaTerui 60psOBI C allapaTHBIMH TPOSI-
HaMHU, UX IIpeAyIpPeXJeHHUs U BhISIBIeHHUS, a TAaKXKe
Mep IIPOTHBOAEMCTBHUS UM, 4TO 6yleT pacCMOTpPeHO
B II0CJIeYIOMIKX CTAThsIX LIUKJIA TyOIHUKAI[ K.

Cmameoa nodzomosaena npu ¢uHancosoil noddepxke
MutobpHayku Poccuu 8 pamrax 8binoAHeHuUs 20cydapcmeenHo20
300anus 8.527.2016/B4.
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properties - interconnection topol-
ogy and geometry of transistor
structures. In contrast to hardware
Trojans, which affect the function-
ality, this class is characterized
by changes in the topology of the
wirings and transistors, and their
destructive actions can lead to sys-
tem failures [6]. We can assume
that in addition to the considered
modifications it may be activated
hardware Trojans, which ensures
change of the specifications with
trigger or activation mechanism.
Different types of impacts on IC
are typical for this class, including
limitation of computational capa-
bilities of the system by insertion
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in the circuit of the system fre-
quency generator, the modifica-
tion of the computational units or
input/output cells when the func-
tionality of these nodes not change,
but throughput and dynamic char-
acteristics worsen. A change of the
location of gates or wiring in the
circuit may be functionally equiv-
alent, but with a higher parasitic
components of passive elements
that leads to the performance deg-
radation at high load and mani-
fests in the appearance of transient
errors. Paper [5] contains the exam-
ples of circuits with jumpers in the
form of a resistor, a consequence of
which are errors (short-circuits) in

some modes, and addition of the
capacitor, resulting in an increase
in delay time due to the increase in
capacitive load.

The next class of Trojans covers
hardware modifications for trans-
mission of confidential data from
the information system to the
attacker. Such transmission is car-
ried out without direct participa-
tion of the system and without the
knowledge of its user. The transfer
mechanism can use existing inter-
nal and external channels, and side
channels. For example, in [6] it is
noted that leakage of information
may occur via RF, optical and ther-
mal side channels. Information
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can be extracted by analyzing the
power consumption of IC, its noise
characteristics, as well as any other
functional or physical characteris-
tics. RS232 and JTAG interfaces can
also be used as channels of leak-
age. For example, in [8] a hardware
Trojan is described that allows to
define the encryption keys in the
wireless transmission with use of
data about changing of the ampli-
tude or frequency that occur due
to variations of manufacturing
technology. In [9], the informa-
tion about the encryption key was
retrieved from the change of the
noise level of the CMOS IC using the
signal transmission method with
an expanded range.

System modification at the low-
est level provides a wide range of
opportunities for implementation
of "denial of service" (DoS) errors,
which range from the partial man-
ifestation of the errors to the com-
plete system shutdown by the inser-
tion of so-called kill switch [11].
According to [6], this class includes
Trojans that affect customer ser-
vice in computer system through
the use of limited resources such
as computational capacity, operat-
ing range, power supply. It is noted
that harmful physical effects, a
change in system configuration or
her shutdown may be temporary

Computer. 2010. T. 43. N210. C. 39-46.

or permanent. Hardware Trojans
of this class can consume excessive
or the entire energy of the power
supply (battery), not allowing
the system to go into sleep mode
(111, or by introducing excess buf-
fers in the interconnects of IC [12]
reduce the operating time of the
device between charges. A hard-
ware Trojan can be designed to dis-
tort the signal that enable writ-
ing to the memory by overwriting
the existing value with a random
value. This leads to collateral dis-
ruptions of services or partial, and
even full system shutdown. DoS
errors caused by hardware Trojans,
can lead to premature failure of the
device. Paper [6] describes a circuit
that generates a local excess capac-
ity, which leads to accelerating of
aging of the IC, reduces its service
life without breaking function-
ality. It is concluded in the same
paper that to increase electromi-
gration the change in the chemical
components in the metallic wiring
is possible, and the effect of this
may be similar to increasing the
voltage or frequency of synchroni-
zation that reduced the error-free
running time of IC.

*kok

Unauthorized, malicious modi-
fication of the IC can become a

big problem for the cyber secu-
rity of electronic systems world-
wide, in particular of systems for
the military and security appli-
cations. Currently, the military
departments of many countries
do not hide the concern in connec-
tion with the expanding outsourc-
ing in the field of development
and production of integrated elec-
tronic components, and depen-
dence of the latest developments
from the COTS electronic compo-
nents. Hardware Trojans threaten
with violation of the integrity of
the data and the functions per-
formed by any computing system,
which includes integral electronic
components. The essence of possi-
ble challenges is in the functional
and technical modifications of the
characteristics of the IC, leakage of
confidential information, as well
as DoS attacks. To prevent such
threats it is necessary to develop
integrated methods and strategies
against hardware Trojans, for their
prevention and detection as well as
responses to them that will be dis-
cussed in subsequent parts of this
series of publications.
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