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B TpeTbeil YacTu UUKAQ O630pHbIX CTaTeil PacCMOTPEHbI

Haubosiee JAencTBeHHble Cnocobbl

npeaynpexaeHns annapaTHbiX 3aK1afoK B MHTErpasibHbIX CXeMax — annapaTtHbiX TPOosHOB. OAHako
M OHM He AAlOT rapaHTUIO OTCYTCTBMS amnnapaTtHOro TposiHa B cucteme. Mo3ToMy NpoTUBOAENACTBUE
OOJKHO 6bITb KOMM/IEKCHbIM, BKJ1HO4as CNOCO6bl O6HApYXXeHUS.

In the third part of a series of articles devoted to Hardware Trojans the most effective
methods to prevent them are considered. However, they does not give a guarantee of
absence Hardware Trojan in the system. Therefore, counteraction should be comprehensive,

including detection methods.

aNuvue allapaTHBIX TPOSIHOB IIPe/ICTaB/seT 3Ha-

YHTe/IbHYI0 YI'Po3y 6€30I1acHOCTH, [I03TOMY CaMasi

HelCcTBeHHasi Mepa 60pbbbl ¢ HUMH - IpenoT-
BpallleHHe UX BHeJpeHHUs B Iporecce pa3paborku MC.
[IpenyrnpeskeHue SBIIseTCs IEPBBIM YPOBHEM 3aLIUTHI
OT aIlIlapaTHBIX TPOSIHOB U Ba>KHBIM 3B€HOM B CTpaTeruu
MHOIOyPOBHEBOM 3alUThl. MCX0[s U3 TPaJULIHOHHEIX
IIPaBUJI, IPOLIeLYP U ITPAKTHUECKOTO OIIbITA, [/l COXPa-
HeHH s KOHTPOJISL HaJl IpoleccoM paspaborku MC cie-
IyeT 3a/IeFiCTBOBATH OBepeHHBIe KOMAH/IbI Pa3paboTdu-
KOB, CpeJICTBA [IPOeKTHPOBAHHSI U I0BePeHHbIE IIPOH3BO/-
cTBa. OMHAKO CYIIeCTBYIOT U CIIel[Ha/IbHble UCCIeI0Ba-
HUSI, NIOCBSIIIIeHHBIe HOBBIM METOIAM IIpedyIIpeskAeHUS
BHe/IPeHH I allIIapaTHbIX TPOSHOB Ha Pa3/IMYHBIX 3TaIlax
IIPOEKTHPOBAHMUS U U3r0ToB/IeHH s HC.

MPEAYNPE)XXAEHWE AMMAPATHbIX

3AK/IALJOK HA 3TANE NPOEKTUPOBAHUS

Ha sTame mpoeKTUPOBAHUS allllapaTHas 3akKaaaKa
MOKeT 6bITh BHeJIpeHa B IIPOEKT YJIEHOM TPYIIIIbI pa3-
paboTUMKOB, 3aHeCeHa HEeIIPOBePEeHHBIM IIPOrpPaMM-
HBIM obecrmedeHHeM Ans pa3paborku HMC unu depes
BKJIIOUEHHE B IIPOEKT HEIIPOBEPEHHBIX CTOPOHHUX
CJIOKHO-QYHKIIMOHANIBHBIX MoAaynaen (IP-610KkoB).
Co3faHUe IpOBepeHHBIX cxeM (6e3 ammapaTHBIX
3aK/JIaZoK) C HUCIONb30BAaHHUEM HEIPOBEPEHHBIX

uHcTpyMeHTOB CAIIP HMC paccmoTpeHo B pabore [1].
I[Ipenio’KeHHOE pellleHHe OCHOBAHO Ha HCIIONb30BaHUU
UHCTPYMeHTOB CAIIP 1151 CIOKHBIX CHHTe30B H OUYeHb
IIPOCTOH IIPOBEPEeHHOI IPOrpaMMBbl, CO3JJaHHOM pa3-
paboTUMKOM [ KOHTPOJIS Pe3y/IbTaTa U BhISIBIeHHS
BO3MOKHBIX IIPHBHECEHHBIX B IPOeKT MOAHUKALIUH.
OcHOBHas Ujies 3aK/I0YaeTCs B CO3JaHKUU TaKOH CIIell-
HOUKALIUU IIPOeKTa, IPK KOTOPOU He OCTaeTCs MecTa
17151 ;obaB/ieHU sl 310HAaMePeHHOM CXeMbl He[[poBepeH-
HeIMU MHCTpyMeHTaMu CAIIP. IlonHasa cenuduxa-
LM I0/DKHA IIPeAIIoNaraTh, UTo allllapaTHEIE PeCcypChl
IIPOeKTa JOJIKHBI OBITH IIOJTHOCTBIO 3a/€CTBOBAHEI
BO BCe TaKkThkl. MeTof 6a3upyercs Ha TOM, YTO AOCTa-
TOYHO JIeTKO IPOBEPUTh, UCIIONb3YIOTCS JIU B IIPOEKTe
IIOTHOCTBIO BCe pecypchl (NP-riosHas 3afaya), o aHa-
JIOTHH C TeM, YTO HAaUTH pelleHHe NP-II0/IHOU 3a[a4yH
C/IOKHO, HO IIPOBEPUTH, YA0B/IEeTBOPSeT U €M pelle-
HHe, OTHOCHUTEJIBHO IIPOCTO.

OcHoBHas mpobaemMa TaKOro IOAXOJAa COCTOUT
B TOM, UTO BIIOJIHE BO3MOKHO [2] IIOCTPOMTB allIlapat-
HBIH TPOSIH, MCII0/b3ys TOJIBKO JIOTHKY, KOTOpas y>Ke
3a/leCTBOBaHa B IIpoeKTe. OTHOCHUTEIBHO IIPOCTO Pas-
paboTtaTe mporpaMmy /1Sl IPOBEPKU TOTO, YTO IIPOEKT
HCIIO/Ib3YyeT BCe JOCTYIIHbIE allllapaTHBIE Pecypchl, HO
OIlpefieNuTh, OTCYTCTBYIOT JIU 3JI0HAaMepeHHbIe U3Me-
HEeHM S JOCTAaTOYHO CJIOXKHO.

HMK"TexHonornyecknn ueHtp"/ SMC "Technological Centre".
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[TI0XOKHUH IOAXOM, HO C HCIIONb30BAaHUEM METOZOB
obdyckanuu (3amyThIBaHUS), IOLPOOHO PacCMOTPeH
B pabore [3]. [TpaBuIbHAS PYHKIHMOHANIBHOCTD ("HOP-
MaJIbHBIN PeXKMM") CIIPSITAaHA 33 CEKPeTHYI0 MHUIIHA-
JIU3UPYIOLILYIO II0C/Ie0BATEIBHOCTD, 11060€ OTK/IOHEeHHe
OT KOTOPOH IepeBogUT KIC B HEBO3BPAaTUMBIH "pPeKUM
obdyckanuu" B rpade cocTosHUHN. OTIHYHE MEXAY
3THUM IIOAXOJOM U H3JIOKEHHBIM BBIIIE 3aK/ITI0YaeTCs
B TOM, 4TO MeToJ, 06QyCKaIIUK HUCIIONB3YeT TYITHKOBBIE
COCTOSIHHS,  He CTPeMJIeHHe 3a/IelCTBOBATb BCe IOCTYTI-
HBble JIOrM4ecKHe BeHTHU/IU. DTO YIIPOIlaeT ero pearsa-
LIMIO, HO U II03BOJISieT BHECTH 6oJiee IPOCThHIe H3MeHe-
HUS B IIPOEKT BHe I10CJIeJ0BATeIBHOCTH. TaKOH IIOAXOZ,
He 3aIIHIIAeT OT BO3MOKHBIX H3MeHEeHH I HCXOLHHUKA,
IIpUYeM OHH He BBISB/ISIIOTCS CIIeIIHaTbHBIM aHATH30M
IIPOeKTa MeToJaMHU 06paTHOro IIPOeKTHPOBAHUS I10C/Ie
usrorosneHus HUC,

NPEAYNPEXXAEHUE HA STANE U3rOTOBJIEHUA

Bompockl u3rotoBineHusi MC Ha HeNpoBepeHHOM
IIPOM3BOACTBE pacCMOTpeHEl B pabore [4]. ABTOpEHI
OpefIoOXUIN CHUCTeMy, KoTopasi obecrmeduBaer
pa3paboruuka - morpeburtens CO-6moxoB (IP-6710K0B),
crienUKAIMeN HCIIONIb3yeMbIX B HEM aIlIapaTHBIX
CPeZCTB, a TAK>Ke CIIUCKOM TaK Ha3bIBAa€MBIX 'CBOHCTB,
HMeEIOI[HX OTHOIIeHHe K CeKPeTHOCTH . M IOCTaBIIUK,
u noTpebuTens CO-6710KOB COIIAIIAOTCS TPAHCTHPOBATD
3TH CBOMCTBAa B QOpPMaJbHBIM MaTeMaTH4YeCKHU
KOJ, Ha sS3bIKe "aBTOMATHYeCKOro JoKa3aTelbCTBa'.

ardware Trojans pose a sig-

PREVENTION OF HARDWARE

[TockonbKy pa3paborunk CP-6soka numer HDL-Kof,
OH IPOBOAUT QopMajbHOE [0Ka3aTelbCTBO TOTO,
YTO CrHenMUIHUPOBAHHEBIEe allllapaTHBIe CPeACTBa
BBITIOJIHSIOT BCe TpebyeMsble cBOMCTBA. OHU MOTYT
OBITH IIPOBEPEHBI Uepe3 IIPOrpaMMy aBTOMAaTHUECKOTo
nokasaTeinbcTBa, Korga CO-610k bynmeT mocTaBieH
norpebutento. ITa upges momobHa mpoieccy
[IPOrpaMMHOM BepuPUKaLKK Ha ocHoBe PCC-kona (Koza
HOCHUTeJIs JOKa3aTe/lbCTBa) [5]. CBsI3bIBaHMe pOpPMabHOM
MOJe/IH IIPOeKTa CO CeUMPUKALKeH ITPOeKTa MOXKeT
IIPUBECTH K 60J1ee KOppeKTHOM peanu3anuu MC. OgHaxKo,
KaK 0TMe4aloT aBTOPBI, CO3JaHHe $OpMaTbHOK MOAENTH
ocTaetcs 3a nocraBmukom CP-610Kka, U He0bXOAHUMO
OBITD IIOJIHOCTBIO YBEPEHHBIM B €r0 HaJeXHOCTH, 4YTO
OH He J00aBUT aIllapaTHYIO 3aK/IaAKy B IPOEKT HUIH
B JIOKA3aTe/bHBIM KOA. B MPOTHBHOM C/Iy4Yae TaKylo
3aK/IafIKy 6y/1eT JOCTaTOYHO TPYAHO OOHAPYKUTb.

NPEAYNPEAUTE/IbHBIE MEPbI MOCJIE U3rOTOBJIEHUA NC

B pabote [2] paccMaTpuBaeTcs IOAXOA K peanu3aluu
HUC ¢ npuMeHeHHeM PeKOHQUIYPUPYeMOM JIOTHKHU
(cnenuuLMpyeTcs mocie usrorosneHus MC), KoTopyio
pacmosaraoT MeXJY BBIXOLAMU OJHOH CXEeMBI
U BXOJaMH Jpyroi. TakuM obpa3om, JOCTHUTAETCS
CKPBITHOCTD IIPOEKTA OT 3/I0yMBINIIEHHHKA, KOTOPBIK
HMMeeT OOCTYII K OIMHCAHKIO Ha YPOBHE PEeTrHCTPOBHIX
mepegad. ITOT MOAXOMA MOXKHO PacCMaTPHBATh Kak
NIPeBeHTHUBHYIO Mepy M KaK MeTOJ IIPOTHBOAEUCTBHU A
IIpH 3KCIUTyaTauu MC B IPHUCYTCTBUM allllapaTHOro

introduced in the project. The key

nificant security risk, so the

most effective measure to
combat them is to prevent intro-
ducing them in the IC design.
Prevention is the first level of pro-
tection against hardware Trojans
and an important link in the
multi-layered security strategy.
According to the traditional rules,
procedures and practical experi-
ence, in order to maintain control
over the IC development, trusted
teams of developers, design tools
and trusted productions should
be involved. However, special
research on new methods of pre-
vention of the introduction of
hardware Trojans is undertaken
at various stages of IC design and
manufacture.

TROJANS AT DESIGN STAGE

At the design stage the hardAt
the design stage, a hardware
backdoor can be introduced in a
project by a development team
member, untested software for
the IC development, or through
inclusion in the project of some
unverified third-party intellec-
tual property modules (IP mod-
ules). The creation of the checked
schemes (without hardware
Trojans) using untested IC CAD
tools is discussed in [1]. The pro-
posed solution is based on the
use of CAD tools for the complex
synthesis and very simple proven
programme created by the devel-
oper to control the results and
identify possible modifications

idea is to create such project spec-
ifications which would exclude
adding any malicious scheme by
unverified CAD tools. Full speci-
fication should assume that the
hardware resources of the proj-
ect should be fully involved in
all strokes. The method is based
on the fact that it is easy enough
to check whether a project uses
all the resources (NP-complete
problem), similar to that it is
difficult to find a solution for a
NP-complete problem but it is rel-
atively easy to verify whether the
solution will be suitable.

The main problem with this
approach is that it is quite possi-
ble [2] to build a hardware Trojan
using only logic already involved
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TposiHa. C TOYKHU 3peHHU s IPeBeHTUBHBIX Ka4yeCTB, 3TOT
MeTOfI OCTaBJISIeT 3/7I0YMBIIIJIEHHUKY Heollpefle/IeHHOCTh
B paboTe 6e3 3HAHUS CXeMbl PeKOHPUIYpPHUPyeMOH
JIOTHKH, YTO Cy>kaeT 06/71acTh BO3MOKHBIX aTak.

Jlaske mputarasi 60/IbIIke YCHINS, JOCTATOYHO TPYIHO
IIOJIHOCTBIO IIPeJOTBPATUTh BHeAPeHUe allllapaTHON
3aknagky B MC. OfHAKO HAaUIy4IIHUX pe3yabTaToB
B KOMIIJIEKCHOM NPOTUBOAEHCTBHUHU allllapaTHBIM
TPOSHaM MOXKHO JOCTHYb, He JOIYCTHUB ero Haau4Hus
BUC.

OBHAPY)XXEHUE ANMAPATHbIX 3AK/IAJ0K

Hapapy ¢ ODpeBeHTHBHBIMHM MepaMHM 3al[UTHI
OT HNPOHHUKHOBEHHUS TPOSHOB B IMPOEKT HJIH
B HMC, CymecTBYIOT U MeTOAbl UX OOHapyKeHHS.
[Ipu BBISIBIIEHUM allllapaTHBIN TPOSIH MOXeT OBITH
yAaneH U3 MpoeKkTa (ecau obHapyKeH B OMHCAHUU
Ha YpOBHe PeruCTpPOBBIX Iepepmau), nubo HC
C TPOSSHOM MOKET He HCII0/JIb30BaThCs, HJIH XKe
MOJKeT 3KCIJIYyaTHPOBAThCA U C HPUCYTCTBHEM
anmapaTHOM 3aKJAaZKH. B 3aBHCHUMOCTH
OT MexaHH3Ma 0OHapykKeHHU S, 3aKJIaJKa MOXKeT ObITh
I/I,E[EHTI/I(l)I/ILlI/IpOBaHa, WJTH Ke MOXKET OBITh BBIIIOJIHEeHA
CTaTUCTHYECKAS OLeEHKA BEPOATHOCTH HATHUYUSA
H3MeHeHUH B IIPOeKTe.

TpamuLMOHHOE TeCTHUPOBAHUE U BepUPUKALIKI
HMC HanpaB/ieHB Ha IPOBEPKY COOTBETCTBHUSA
TeXHHUYEeCKHM YCIOBHAM M CrelHubHUKauuu. Hanuuue
IOOIIOJTHUTE/IbHBIX q)yHKLu/IOHaanbIX BO3MOKHOCTEH
HMC, xak mmpaBuJIo, He IIPOBepsAeTCsA. YUUTHIBAS BCe
IIPOCTPAHCTBO COCTOSHHUM, B KOTOPOM MOTYT OBITH
CIpSATAaHBbl 3TH AOIOJHUTEAbHEIe QYHKUIMUM, TaKasd

npoBepKka BBIMOJTHMMA TOJBKO A1 HeGONBIIMX
JIOTUYeCKHX I1POeKTOB.

B HacTosiIee BpeMs He CyIIecTBYeT 06IIero moaxoza,
rapaHTHUpyoIero obHapyskeHHe BceX allapaTHBIX
TPOSIHOB. BO/IBIIMHCTBO HCC/IeJOBAaHUH CHOKYCHPOBAHBI
Ha IIOMCKe aIlIIapaTHBIX TPOSHOB II0C/Ie U3TOTOBIEHUS
MC, moCKOJBKY 3TOT 3TAall pacCMaTpUBaeTCs Kak
camoe cyaboe 3BeHO B IOJHOM I[MKJe pa3paboTku
u npousBoacTBa MC. Manas 4acTh HCCleloBAaHHUM
IOCBSIMeHAa OOHAPY>XeHUIO aIMapaTHBIX TPOSHOB
B ucxofiHoM RTL-koze (RTL - S13bIK yPOBHSI PeTUCTPOBBIX
mepenad) A0 CHHTe3a mpoekTa (mpeobpa3oBaHUSL
IpoeKkTa, HallUCAHHOIO Ha ypOBHE PeruCcTPOBBIX
nepefay B BOMUHBIK KOJ HeT-IMCTA AJIsl IA6I0HOB),
W/ HeINocpeJCTBEHHO BO BpeMs M3roToBneHus MC.
IIpesimonaraercs, 4To K epcoHay, OCyIIeCTBISIOmEeMY
[IOKCKA TPOSIHOB, CyILIeCTBYeT IIOJIHOE I0BEPHE, a IIOHCK
alIapaTHHX TPOSHOB - JIOBepeHHAasl 3KCIepTHasd
ImpoLieypa, KOTopasi JO/KHA BK/IIOUATh AaHAJIN3 ITPOEKTa
Ha ypOBHe PeTHUCTPOBbIX [lepefiad, a TAKyKe HCCIef0BaH1e
ero MMHUTAIIMOHHOrO MoBefeHUs! (MMHUTAILMOHHOe
MOZIeIUPOBAHHUE).

I[Ipy HMHAUBU/[YaJIbHOM IPOEKTHUPOBAaHHUHU
amnmapaTHoOM 3akaafku OymeT crenaHa IOIBITKA
060MTH CyIIeCTBYOIIHE U IOSBASIONIHeCS 110 Mepe
HMCCIefOBAaHUN K Pa3paboToK HOBBIe METOME
obHapykeHUS TPOSTHOB. JTO CBOero poja roHKa
BOOPY>KeHUH, ITofo6Has TOk, KOTOPYI0 MBI Habmofaem
B AaHTHUBHUPYCHOHM HHJYCTPUU IPOrPaMMHOIO
obecriedeHusi. Ha puCyHKe pHBeJeHa KIACCUPUKALIUS
COBpPeMeHHBIX METO0B 06Hapy>KeHHUs alllapaTHBIX
TPOSIHOB [3].

in the project. It is relatively easy
to develop a programme to check
that a project is using all avail-
able hardware resources, but it
is quite difficult to determine
whether there are no malicious
changes.

A similar approach, although
using obfuscation methods, is
discussed in detail in [3]. The cor-
rect functionality (normal mode)
is hidden behind a secret initiat-
ing sequence, any deviation from
which switches IC to the irrecov-
erable "obfuscation mode" in the
status column. The difference
between this approach and the
one described above is that the
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obfuscation technique uses dead
states but not the desire to use all
available logic gates. This sim-
plifies its implementation and
also allows you to make a sim-
ple change in the project out of
sequence. This approach does not
protect against possible changes to
the source code, and they cannot
be detected by a special analysis of
the design through reverse engi-
neering after producing IC.

PREVENTION AT STAGE

OF MANUFACTURE

Some issues concerning the IC
manufacture at untested pro-
duction are considered in [4].

The authors have proposed a sys-
tem that provides the developer
consuming IP modules with the
specification on hardware used
in it as well as a list of so-called
"properties relating to confiden-
tiality". Both the supplier and
consumer of IP modules agree to
translate these properties into
a formal mathematical code in
the "automatic proof" language.
Since the developer of an IP mod-
ule writes an HDL code, it carries
out a formal proof that the spec-
ified hardware performs all the
required properties. They can be
checked through the automatic
proof programme when an IP
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MeToabl 06Hapy>KeHNs annapaTHbIX TPOSHOB
Trojan detection approaches

/ AN

HepaspywutenbHble

: [ecTpyKTUBHbIE
Non-destructive

Destructive

MHBasunBHble HenHBasmBHble
Invasive Non-invasive
MpeBUHTUBHbIE BcriomoratesibHble Bo Bpems pabotbl NC Bo BpemMs TeCTMPOBAHMA
Preventive Assistive Run-time Test-time
Jlornyeckume TecTbl

Logical tests

Mo604HbIe KaHanbl
Side-channels

Knaccugukayus memodos 06HApy>KeHUs annapamubix mposiHos [3]

Trojan detection techniques [3]

AECTPYKTUBHBIE METO/1bl OBHAPY)XEHUSA

Ilox IecTPyKTUBHBIMH IOJ[pa3yMeBaloT MeTOIbI 06Ha-
PYyXKeHH S alllapaTHBEIX TPOSHOB, KOTOPEIE IIPUBOAAT
K monHoMmy paspyumenuio HMC. [TonHoe paspyuieHue
B 3HAUMTe/IbHOM CTelleHH OTpaHUYHBaeT UX IIPUMeHe-
Hue. YTo6s! 6bITh YBepeHHBIM, UTO JaHHas HC He comep-
SKUT allllapaTHOIO TPOsHA, ee KCCAeAyI0oT MeTofAaMU

06paTHOro MpoeKTHpoBaHUs. OTHAKO, 06paTHOe ITPoeK-
THPOBAaHHe COBPeMeHHOM CJIOKHOM MC 10CTaTOYHO TPY-
JOeMKHMH U JOPOTOCTOSIM M ITpoLiecc. Kak IIpaBHIo, OHO
OCYIIeCTB/ISIeTCS MeTOJaMH XHMHKO-MeXaHHYeCKok
MIOJIMPOBKH C IIOC/IeAyIOLIerl PeKOHCTPYKLIMeHr U aHaJIH-
30M Tomonoruu MC ¢ UCronb30BaHNeM CKaHUPYIOLETo
37IeKTPOHHOI0 MMKPOCKOIA. B 60/1bIIKHCTBe C1y4aeB

module will be delivered to the
consumer. This idea is similar
to the programme verification
based on the PCC code (proof-car-
rying code) [5]. Linking the for-
mal project model with the proj-
ect specification can lead to some
more correct implementation of
IC. However, as the authors note,
it is the supplier of an IP module
who is to create a formal model,
and you should be fully confident
in its reliability and that it does
not add any hardware backdoor
in the project or in a proof code.
Otherwise, it will be quite dif-
ficult to detect such a hardware
backdoor.

PREVENTIVE MEASURES

AFTER IC MANUFACTURE

In [2] considered is a concept of
implementing IC using reconfig-
urable logic (it is specified after
IC manufacture) which is located
between the outputs of a pattern
and the inputs of another one.
By doing so, a project can be pro-
tected against an intruder that
has access to the description at
the register transfer level. This
approach can be considered as a
countermeasure and as a method
of prevention during the IP oper-
ation with a hardware Trojan. In
terms of preventive qualities, this
method leaves an intruder in the

uncertainty without the knowl-
edge of the reconfigurable logic
circuit thus narrowing the scope
of possible attacks.

Even making great efforts, it
is difficult to completely prevent
the implementation of a hard-
ware Trojan in IC. However, the
best results in the complex coun-
termeasures to hardware Trojans
can be achieved by excluding it in
IC.

DETECTING HARDWARE TROJANS

Along with preventive measures
against the Trojans in any proj-
ect or in IC, there are methods for
detecting them. In identifying a
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"KOPPeKTHOCTb' YMIIA YCTaHABIKMBALTCS IIyTeM BHU3yalb-
HOTO CPaBHEHHSI C H3BeCTHBIM IIPHUMepPOM HIJIH 3Ta-
norHHoH MC. OmHAaKO, eC/IH alllapaTHBIN TPOSIH OB
BHeCeH HeIOCPe[CTBEHHO Ilepesi U3rOoTOBIeHHEeM
(cnemoBaTenbHO, OH 6yoeT IPUCYTCTBOBATH BO BCEX
H3TOTOBIeHHBIX MC), BU3ya/IbHOE CPaBHEHHE HUYET0
He JIaCT.

ANIapaTHOM MOAHUPHKALIMU MOTYT OBITH IIOABEP-
rHyTa 1umsb 9acte MC. B 3ToM ciydae meTon obpat-
HOTO ITPOeKTHPOBAHHS MOKeT TOJIIBKO C HEKOTOPOH
BEPOATHOCTDIO JAaTh OCHOBAHH S YTBEPXKAATh, 4TO MC
He COIEeP>KUT aIlllapaTHOro TPOSIHA. B CBS3HU C 3TUM
B pabote [6] mpeIoskeHO HCIIONB30BATh AECTPYK-
THUBHOe 06paTHOe IPOeKTHPOBAHHUeE [IJIs BhISIBIEHUS
"xopomux" UC. Ilepen mpoBegeHHeM 06paTHOTO IIPo-
eKTHPOBAaHUS HUCCIeIyI0TCS KOCBeHHBIe XapaKTepH-
CTHKH CJTy4yariHOM BeIOOpKH HC, TaKHe KaK NPodUIH
noTpeb/sieMON MOLIHOCTH, TEMIIEPATYPHI, 3TTEKTPO-
MarHUTHOTIO MU3/Iy4eHHUsI, TOKOB yTeueK. B urore gis
Kakgoi HUC ronydaroT Habop XapaKTepUCTHK - "OTIIe-
YaToK nansles". Eciu HabnogaeTcs onpeaeneHHOe
BBIZIeJIeHHOe pacIipe/ie/ieHHe XapaKTepUCTHK, TO BCe
06pa31bl K3 3TOM BEIOOPKHU II0ABEPraloTCss 06paTHOMY
IIPOEKTHPOBAHMUIO [JIsI IPOBEPKH HATHUYHUS alllla-
PAaTHBIX TPOSTHOB. B ajbHeNIIeM IPUHAIEKHOCTD
"ormeuarka nasneieB” UC K XxapaKTepHOMY pacIipefe-
NeHUIo (Kak s "XOPOIIHX', TaK U "3apaskeHHbIX " ()
MOKeT HCII0Ib30BaThCs /ISl Hepa3pyIlaolen COpTH-
poBxku HIC B mapTuH.

ONMCAaHHBIN IIOAXOM, He pelaeT psjaa npobiaem.
Tak, allllapaTHBIA TPOSH MOXeT ObITh peaH30BaH
nyTem fob6aBieHHs, YAATeHUS N MOSUUKALIUH

BCero BYX JIOTUYeCKUX BeHTHUeH [7], B To BpeMs
Kak coBpeMeHHasi MUC COCTOUT U3 MUJIHAPAA BeH-
Trier. IIOMCK TaKOH "UTONKH B CTOre ceHa' Tpebyer
IIpOBeJeHUs MOTHOr0 06paTHOr0 MPOEeKTHPOBAHHUS
HC Ha ypoBHe BeHTHIJIEH, YTO MOXKeT 6bITh HAMHOTIO
noposke pa3paboTku u usrorosneHus C. C Apyrow cTo-
POHBL, HET FapaHTHH TOI'0, YTO "0TIIeYaTOK I1ajbles” MC
C alImapaTHEIM TPOSIHOM byZeT OT/IMYAThCS OT "Hesa-
pakeHHOI" UIC Ha doHe BO3PACTAIONIUX AUCIIEPCUH
XapakTepucTuk UC, 4To 06yC/I0BNI€HO YyMeHbIIeHHeM
XapaKTepHUCTUYECKOr0 IMHEHHOTO pasMepa.

HEPA3PYIIAIOWMWE METO/1bl OBHAPY)XXEHUA
Hepa3spymaroniue MeTomsl 06HAPY>KeHH S aIlllapaTHBIX
TPOSHOB He IPUBOLAT K HAPYLIEHHUIO LIeJOCTHOCTH
HC u kmaccuduUUpPyoOTCSs HAa HHBAa3UBHEE
M HeuWHBa3WBHbEe. HeMHBasHMBHBIE METOABl He
HM3MEeHSIOT IpoekT MC, B To BpeMs KaK MHBa3UBHbIE
XapaKTepHU3yITCd BHeCeHHeM M3MeHeHUH B IIPOeKT
C Llelpl0 NpUAAHUS QYHKLUHM, CIOCOOCTBYIOIMX
06HapY>KeHHUIO TPOsIHA.

HMHuBasWBHBIE METOJBI OEAATCA HA ABa KJjacca:
[IpeBeHTHBHEIE U BCIIOMOraTe/IbHbIe. BcrioMorarebHbIe
METOABI UCIIONB3YIOTCS A5l TOro, YTOOBL 6BIIO Jlerde
06HapyXHUTb TPOSIH B TecTax IIOCJe H3rOTOBIeHUS
HC. B pabore [3] mpennoxkeHa cxeMma, KoTopas
II03BOJIIeT BBHIABHUTH HA/IMYHe allllapaTHOIO TPOsSHA
B MY/JIbTH-MOJA/JIbHOM IIpO€KTe. ITO HOCTHTaeTCsd
IyTeM MCIIO/Ib30BaHUS [OIOJHUTEIbHBIX BXOMLO0B
U BBIXOJOB, KOTOPble A06aBASIOTCS K KaXAOMY
Monynio. JOMOMHUTeNbHbIEe BXOJbl 0becrnedynBaIoOT
"KI0Y", KOTOPBIH II€PEBOAUT MOAYIb B "TIPO3PAuHBIN

hardware Trojan can be removed
from the project (if found in
the description at the register
transfer level) or ICs with Trojan
may not be used or may be used
also with the hardware Trojan.
Depending on the detection
mechanism, a hardware Trojan
can be identified, or the likeli-
hood of changes in the project
may be statistically estimated.
Traditional testing and verifi-
cation of IC are aimed at check-
ing compliance with techni-
cal requirements and specifica-
tions. Some additional functional
features of IC are usually not
checked. Talking into account all
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the space of states, in which the
extra functions may be hidden,
such testing is feasible only for
smaller logic projects.

Currently, there is no common
approach to guarantee detection
of all hardware Trojans. Most
studies have focused on finding
the hardware Trojans after man-
ufacturing IC since this stage
is seen as the weakest link in
the full cycle of IC development
and production. A small part of
research is dedicated to the detec-
tion of hardware Trojans in the
original RTL (Register Transfer
Language) code to design the
project synthesis (translation

of a project written at the regis-
ter transfer level into the binary
no-sheet code for templates), or
directly in the manufacture of IC.
It is expected that there is com-
plete trust to the personnel in
charge of the search for Trojans,
and the search for hardware
Trojans is a trusted expert pro-
cedure which should include a
project assessment at the register
transfer level as well as the proj-
ect simulation behaviour study.
During the individual design
of hardware Trojans, attempt
to circumvent any existing and
emerging R&D methods for
detecting Trojans will be made.
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pekuM". B 3TOM peXHMe MOZAY/Ib BBHIIIONHSET
CaMOTeCTHPOBaHHE CXeMbl, pa3paboTaHHOe TaKUM
o6bpa3om, 4TOOB HIPOBEePUTH pefKHe COOBITHUSA
U MaJoBeposSTHBIe COCTOSHHS. Il0 OKOHYAaHHUU
CaMOTeCTUPOBAHHS Ha BBIXOJ, MOAY/S IIOCTyIaeT
MOAIKCH, KOTOPas COCTOMT K3 YCTAaHOBJIEHHOTO
BXOJHOIO KJII0Ya M Pe3yIbTaTa CaMOTECTUPOBAHHUS.
9Ta MOAIIMCH 3aTeM IIOCJeLOBATeNbHO IIOCTyIIaeT
Ha BXOJ CJIefyIONIero MOAY/s, KaK BXOJHOHM "KJIIOY'.
TakuM 06pa3oM, MPOCTON 'CIIeIIMANBHBIA" BXOLHOM
KJII0Y, BBeJIeHHBIM Ha OCHOBHOH BXO[,, TeCTHPYeT BCIO
CHCTeMY, U Pe3yJIbTaT 3TOr0 TeCTUPOBAHUSI BEIBOTUTCS
O HO3HAYHOM BeJHYMHON Ha OCHOBHOM BBIXOZeE.
ABTODBI YTBEPXKAAIOT, UTO 3TOT METOJ JeHCTBeHEeH
IPOTHUB 3J0yMBIIIJIEHHUKA, KOTOPBIM pacIliosnaraer
HHPOopMaLMel 0 QYHKIIMOHATBHON H JIOTUYeCKOHU
cTpykrype MC.

Hcronp30BaHMe JIOTUKY, [103BOJISIIOIEL IIPOBEPSITh
paciipeHHOE IIPOCTPAHCTBO COCTOSSHUM, B KOTOPHIX
MOSKeT ITPOSIBUTHCS AIIIIAPATHBIN TPOSIH, Ha IIPAKTHKe
obecmeynBaeT oueHb CaabyI0 3aIUTy OT LieJeBOH
3aKJaAKU. Kak yke TOBOPHJIOCH B JAHHOM pasfere,
BepOSITHOCTb OOHapyXKeHUsS NpodecCHOHATBHO
CIIPOEKTHUPOBAHHOM 3aKJALKHU NOCTATOYHO Mana. K
TOMY 3Ke, 3TOT MeTo[, IIpe/[lo/IaTaeT, YTo allllapaTHas
3aKknajgKka 6ymeT BHeipeHa Ha KOHKPETHOM CTaAUHU
NPOeKTHPOBAHUS. OLHAKO 3JI0YMBIIIIEHHUK MOXeT
BCTABUTb TPOSIH I10CTIe Pa3paboTKU GYHKIIMOHATBHOTO
mpoeKTa MOJYJs, HO Iepef pa3paboTKoM JTOTHKHU
OIlpeZeseHUs "0TIIeYaTKOB ITAJIbIIEB",

B pabote [8] mpennoxkeH MeTOH, OCHOBAHHBIN
Ha Jo6aBlIeHUU B IIPOeKT Hepabodell TPUITEPHOH

CXeMBI, KOTOpasi IPUBOAUT K YBeJTMUeHUIO aKTUBHOCTHU
anImapaTHOro TPOsSHA MpPH ero BKIKYEHUHU. ITO
yIporaet ero obHapy>keHHe depe3 060UHbIe KaHAIBI.
B pabote [9], mns obHapyReHHS 3aKJIagKHU 4depe3
nobouHble KaHalbl IIPefjaraeTcs AOIOJHHUTEeNbHAS
cxeMa, XapaKTepH3ylollas BpeMs 3afepskku FC, KoTopoe
H3MeHSIeTCs B C/Iydae HAJIMYKS TPOSIHA.

HeuHBa3uBHBE MeTOAB OOHapyXeHUS
amnmapaTHBX 3aK/AaZ0OK OCHOBAaHH Ha CpPaBHEHUU
pabounx xapakTepucTUK MC ¢ XxapaKTepUCTHKaAMHU
3aBeJJOMO HCIIPaBHOM 3TanoHHON MC. O6HapykeHMe
HEMHBA3UHHBIM MeTOIOM MOKeT OBITh IIPOBE/IEHO HIIU
BO BpeMs paboTsl MC UK BO BpeMs ee TeCTUPOBAHHUSL.
MexaHK3MBbI 06Hapy>keHHs BO BpeMs paboTsl MC Bo
MHOTOM I1€PeceKaloTCcsl C MeTOAAMHU ITPOTUBOeHCTBHU S
aImapaTHbIM TPosHaM. Ecnu 3aknaaka obHapyskeHa, TO
MO>KHO IOIIBITAThCS TPOAOIKUTH IKCIITyaTauo KC u B
ee IPUCYTCTBUH. O6Hapy>keHHe BO BpeMs [TPOBe/leHH I
TecTa OCHOBBIBAeTCS HA yIy4IIeHUH TPaSULILOHHOIO
TeCTUPOBaHUSI WIM aHa/IK3e II060UHBIX XapaKTePUCTHUK
UC (110604HOro KaHasa).

B pabote [10] mompobHO pacCMOTpeH IOAXO[
K oO6HapyXeHHIO alNapaTHBIX TPOSHOB
C HMCIOTb30BAHHEM alIapaTHOTO U IIPOrpaMMHOIO
obecrieqeHusi. CTpaTerus 1o3BojaseT o6Hapy>KUBaTh
TOJABKO ABa THUIA aTakM. ATaka Tuma DoS (oTka3s
B 00C/Ty>KMBaHUH), 0OHAPY>KMBAeTCs C UCII0/Ib30BAHHEM
He6OTbIION 3aKa3HOM CXeMBl 3aIMUTH Ha IIHHe
MaMATH, KOTOpas 3allporpaMMHPOBaHa pearupoBaTh
Ha [epUoJHUYecKHe MUHIH SKUBy4decTH'. OTCYTCTBHE
OTBeTa B YCTAHOBJIEHHOe BpeMs PacCMaTpHUBaeTCs
KaK ycremHoe obHapyskeHHe MOMNBITKU DoS aTakH.

It is a kind of arms race, like the
one we are witnessing in the
antivirus software industry. Fig.
shows the classification of mod-
ern hardware Trojans detection
methods [3].

DESTRUCTIVE DETECTION
METHODS

The destructive methods involve
the detection of hardware Trojans
that lead to the complete destruc-
tion of IC. Complete destruction
greatly limits their application.
To be sure that the IC does not con-
tain any hardware Trojan, it is
examined by reverse engineering.
However, reverse engineering of

our today’s complex ICs is quite a
time-consuming and expensive
process. Usually, it is carried out
by the chemical and mechanical
polishing methods with the sub-
sequent reconstruction and anal-
ysis of the IC topology using a
scanning electron microscope. In
most cases, the chip "correctness"
is set by visual comparison with
the reference or a benchmark IC.
However, if a hardware Trojan was
introduced just before the manu-
facture (hence, it will be found in
all the manufactured ICs), visual
comparison will not be helpful.
Only some IC may be subjected
to the hardware modifications.

In this case, a reverse engineer-
ing method can only give lim-
ited grounds to assert that IC does
not contain a hardware Trojan. In
this regard, in [6] it is proposed to
use destructive reverse engineer-
ing to determine "good" IC. Before
performing any reverse engineer-
ing, indirect IC sampling charac-
teristics are randomly examined,
e.g. the profiles of power con-
sumption, temperature, electro-
magnetic radiation and leakage
currents. As a result, for each IC,
a set of characteristics, finger-
print can be obtained. If there is
some distribution of the selected
characteristics, then all samples
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KoM6HHHUPOBaHHbIe aTaKH C IPUMeHeHHeM aIlIlapaTHbIX
Y IPOrPaMMHBIX CPe[CTB, KOIJa alllapaTHBIN TPOSIH
OTK/JIKYaeT 3al[MTy MaMATH, a INPOrPpaMMHBIH
TPOSSH MOXeT PaCIIMPUTh CBOU INPUBHUIIETHH,
06HapY>KKMBAIOTCS TeCTUPOBAHHEM TOI0, MOT'YT M/IH HET
HeIlpUBUJIeTHPOBAHHbIE IPOIPAaMMBI IIOTYYUTh AOCTYIL
K 3aKPBITHIM JI/IS1 HUX pa3fesaM NaMsITH. ITOT IOAXOL
TpebyeT TaKk>Ke BHECeHHU I H3MeHEeHHI B OllePallIOHHYI0
CHCTeMY J/1s1 pabOTBI C 3aITUTHOM CXeMOH.

AHANIN3 KOCBEHHDbIX XAPAKTEPUCTUK

AHanu3 KOCBeHHBIX xapaKTepucTuk HC (aHanu3
1o60YHBIX KaHAJIOB), B OTIMUME OT HeIlOCpeICTBeH-
HOM aKTHBAIlMU allllapaTHOIO TPOSIHA C LIe/IbIO €To
obHapy>KeHH I, UCIIONB3yeT TOT GAKT, YTO BHEJPeH-
HBbIMl aKTHBALlMOHHBIM TPUITePHBIM MeXaHH3M
H3MeHseT HeKOTOphle XapaKkTepucTUKH MC He3aBU-
CHMO OT TOTO, aKTUBHPOBaHa 3aKJajKa UIH HeT.
BenuunHa noTpebisieMor MOLUIHOCTH OTJAeIbHBIMHU
yacTsMu MC, KOMHMYeCTBO BhHIJe/NIseMOro TelJsa
B OIlpe/le/IeHHBIX yYaCTKaX HIH BpeMs, Heobxomu-
Moe oIpefieleHHBIM 6/10KaM /ISl BHIIIOJTHEHH ST OIle-
pauui (3amepskka) - TUIIMUHbBIE IPHMePbl BTOPHUY-
HBIX XapakTepUCTHK HC, KoTopble MOKHO HCIIO/b-
30BaTh [JIsl IPOBe/leHH I TAKOro aHa/M3a. ITOT THUI
aHaJlM3a, I10 BCell BUJUMOCTH, obecrieurBaeT Hau-
JIUIIYI0 BepPOSITHOCTh OOHAPY>KeHH S allllapaTHOTO
TPOsiIHA, IIOCKOJIBKY He TpebyeT ero akKTHUBAI[UH.

B pabore [11] mpencTaBieH XapaKTepHBIN IIPUMep pac-
CMaTpHBaeMOro MexaHH3Ma oOHapyskeHUS 3aKIafIOK.
BHauaJte uccienytoTcst ob6pasiisl FIC 6e3 ammapaTHBIX TPO-
SIHOB — 3TajIoHHble FIC, CHMAIOTCS OfIHA MJIM HeCKOJIBKO

XapaKTePHBIX BTOPUUHBIX XapaKTePUCTUK ~ TaK Ha3bl-
BaeMble "OTIIEYaTKH I1aJIbLieB". [lajiee TeCTUPYIOTCS APY-
THe YHUIIBl, ¥ IPOBOAUTCS CPABHEHHE HX "OTIIeYaTKOB
masnpleB” ¢ STAJIOHHBIMH. J{71s1 TOro 4To65I BEIOPATH
CTAaTUCTUUeCKH 3HAaYKMble (HO XOPOIIO CIIPSITaHHBIE)
PasIHYUs, MOI'YT 6BITh HUCIIONb30BAHBI Pa3/IMUHbBIE
CTaTHUCTHYeCKHe MeTOJbl. ABTOPHI, B YaCTHOCTH,
HCIIO/Ib30BA/IM XapaKTepUCTHUKY 3Hepromnorpebie-
HU4 MC B KauecTBe OCHOBHOM KOCBEHHOH XapaKTe-
pUCTHUKHU. O4YeBUHBIN HeJOCTATOK MeTOZ,a 3aK/II0-
YaeTcs B TOM, YTO HeOOXOQHMO IIOTHOCTBIO OBITH
yBepeHHBIM, UTO 3Ta/oHHbIe FIC He "3apaskeHE!".

Hpyrasi KocBeHHas xapakTepucTtrka MC - rmepexo/-
Hasl XapaKTepUCTHKA MoTpebiseMol MOIHOCTH -
aHanu3upoBanack B pabote [12]. ILleap paboTsl - ompe-
JeleHHe HaMMeHbIIero pasMepa almnapaTHOro TPo-
STHa, KOTOPBIF MOSKHO 0OHAPY>KU T C IIOMOIIBIO ITPe-
JaraemMoro MeTosa. IIpoBefileHHbIe TECThI, UMUTHUPY-
ol 1e paboTy KOHKPEeTHOM 3KCIlepUMeHTanbHOM HC,
[OKa3ajH, YTO 3TUM MeTOAOM MOXKHO 0OHapy>KHUTh
MHHHMAaJ/bHYIO allllapaTHYIO 3aK/IaJKy, COCTOSIIYIO
U3 TpeX BeHTHJIeH.

B pabore [13] mpeznioskeH MeTO[, IIO3BOISIOUHH
YCHJIMTD Pa3/M4uMe KOCBeHHBIX XapaKTepUCTUK HC,
B KOTOPOI OTCYTCTBOBAJIM allllapaTHble TPOSHEI,
U Takod Xe WC, HO "3apa’keHHON" 3aKJaJKOMH.
B KadecTBe KOCBeHHOM XapaKTepPHUCTUKH aHaJIH-
3MpOBaJIOCh 3HepromnoTpebieHue. Mcmonp3oBancs
TaK Ha3blBaeMBIH MeTOJ "YCTOMYHBOIO BeKTOpa',
MepUOAHYEeCKH I10aBAeMOr0 Ha OT/Je/IbHbIe BXO b
HC. Yepes HeKOTOpoe BpeMs ¢ MOMeHTa Iogauu UC
BXOJHUT B CTabUIJIPHOE COCTOSIHHE. DTa IIpoliefypa

from the sample are subjected to
reverse engineering to check for
hardware Trojans. In the future,
belonging of the IC fingerprint
to a typical distribution (for both
"good" and "infested" IC) can be
used for non-destructive IC sort-
ingin a lot.

The described approach does
not solve a number of problems.
For example, hardware Trojans
can be implemented by adding,
removing or modifying only two
logic gates [7], while modern
IC consists of one billion gates.
Search for a "needle in a haystack"
requires complete reverse engi-
neering of IC at the gate level,
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and it can be much more expen-
sive than the IC development and
production. On the other hand,
there is no guarantee that the IC
fingerprint with the hardware
Trojan will be different from any
non-infested IC against the back-
ground of increasing dispersion
of IC performances, which is due
to a decrease in the typical linear
dimension.

NON-DESTRUCTIVE

DETECTION METHODS
Non-destructive methods for the
detection of hardware Trojans
do not lead to a violation of the
IC integrity, and are classified as

invasive and non-invasive. The non-
invasive methods do not change
the IC project while the invasive
ones can be characterised by mak-
ing changes to the project in order
to add functions that contribute to
the Trojan detection.

Invasive methods are divided
into two classes, preventive and
auxiliary. Auxiliary methods are
used in order to make it easier to
detect the Trojan in the tests after
IC manufacturing. In [3] a scheme
is proposed that allows you to detect
a hardware Trojan in a multi-modal
project. This is achieved by using
additional inputs and outputs
which are added to each module.
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Ha3BaHa aBTOpaMU 'TlepeK/oYaTeIbHOM MUHUMH3a-
1uen". U3MeHss BXOOHON BEKTOP, MOXKHO 3aeHCTBO-
BaTh pPa3nuuHble y4acTKU MC. F3MeHeHUS pasHUILIBI
noTpeb/sie MO MOIHOCTH C 3Ta/IOHHBIM 00pa3LioM CBU-
IeTeIbCTBYeT O IOCTOPOHHUX AIIIAPAaTHBIX YCTPOMCTBAX
B HccIeyeMoM y4acTke HC, To ecTh HAeHTUPUIIUPYIOTCS
Llel1, KOTOpble aKTHUBHBI, HO He JOJIKHBI OBITh TaKO-
BBIMH.

AHaNM3 U UCIO0/Nb30BaHUEe B KayecTBe KOCBEHHOMU
xapakTepucTuku HUC u ee "0oTmedaTkoB IajblieB”
3a[lep>KKH IPOXOXKAEeHHS CHUIHajla HCCIef0BanoCh
B pabore [14]. ABTOPEL pacCMaTpPHBAIU [IBe KaTeTOPHUU
allIapaTHBIX TPOSIHOB, UMEIONIUX SIBHYIO U HESBHYIO
HarpyskHd. TPOsHBI C SBHOM II0JIe3HOM HarpPy3KOH
HaIpSIMyl0 BAUSIOT Ha CXeMy, K KOTOPOM OHHU
npuUcoefrMHeHbl (HalpUMep, U3MeHSAIOT 3HaueHHe
YIPaBISIOMEero WK HHQOPMALIMOHHOIO CUTHAA).
AmIapaTHsle 3aK/IaKU C HeSIBHOM I10JIe3HOM Harpy3KOM
He BHOCSIT HeIlOCPeICTBeHHBIX H3MeHeHUH B 1iellb, HO
MOTYT, HallpUMep, CUMTHIBAaTh HUHGOPMAIUIO Yepe3
nobouHBble KaHAIbl HJIM HUCIONHUTB DoS-aTaky Ipu
MHUIMANU3alUuHA. ABTOPHl YTBePXKAAT, YTO MOTYT
06HapyKUTh 100% SBHBIX U 36% HesSBHBIX allllapaTHBIX
TPOSHOB, OJLHAKO 3KCIIEPUMEHTHl IPOBOAUIUCH
Ha CUMynsTOpax (MoAelUPYIOLUIHUX MPOrpaMmax),
a TPOSIHBL MpefCcTaBASIIU Cob60H HeCTOXHBIE
MoOUPUKALUK, CIeIlHaNbHO pa3paboTaHHBIe
U BIHUSIONIMe Ha 3HepromoTpebieHue U 3afePXKKy
MPOXOXK/JAEHUS CUTHala. B aHanoruvyHou pabore [15]
B KaueCTBe KOCBEHHBIX XapPaKTePUCTHUK U I1060UHOro
KaHajla pacCMaTpPUBANIHUCh TOK YTeUKH U 3afepxKKa
IIPOXOK/IeHU S CUTHAA.

Jlpyroii mofxoz 1u3joxkeH B pabote [3]. ABTOpBI H3Me-
PSUTH HHTEeT PALIUOHHBIH TOK — BpeMeHHbIe 3aBUCHMOCTHU
37IeKTPHUYeCKOro 3apsja B y3nax MC, 1 HCIIoNb30BaTH
TOaHHBIE, TIOTy4YeHHbIe C Pa3/IMYHBIX yUaCTKOB CXeMBI,
IJISI aHAJTK3a U [IOKCKA TPOSIHCKOM LiemnH. IIpy aHanu3e
YYUTBIBAIHCh TAKKe JAHHBIe, CHATHIE C 3TaTIoHHOM HC,
He COfiep>Kalllel 3aK/IaI0K. ABTOPBI 3asIBHUJIH, YTO CIIO-
co6HBI 06HAPY>KUTh BHECEHHBbIE aIllIapaTHbIe 3aKIa/IKH,
pa3MepoM B "HECKOJBKO BeHTHJIEH', 3aHHUMAKIIHe
10 0,1% ot tiomaau Bceit KIC.

OcHoBHas mpobneMa MeToJa aHA/IM3a KOCBeHHBIX
XapaKTePUCTUK AJIsI obHapyKeHHUS aIlMapaTHBIX
3aKJ/IafIOK 3aK/TI0YAeTCSI B TOM, YTO OH IIOJTHOCTBIO 3aBHCHT
OT HAJIMYMS IOAJHHHON 3TaqoHHON HC, KOTOpyIo
MOKHO HCIIOJIb30BATh J/IS1 CPABHEHHS U OLIeHKH. ECTH
ke almapaTHas 3akaajka 6p1a gobaBneHa rae-n1ubo
10 CTaJU K U3TOTOBJIEHHS H, C/IefI0BATEBbHO, CONEPSKUTCS
B Kaxxzon HC, paccMaTprBaeMBbl MeTOZ HEIIPUMEHUM.
KpoMe Toro, mpoCcTPaHCTBO IIOKCKA C UCIIOTb30BAHUEM
3TOr0 MeToJa MOXKeT OBITh OueHb 60bIHM. HecMOTps
Ha HHTepeCHble pa3paboTKU M HCIIOIb30BAaHHUeE
COBpPEMeHHBIX CTATUCTHYECKUX MeTOJ[0B OIIpe/ie/IeH I
Pa3sIUYMN XapaKTePUCTUK MOAUPUIIMPOBAHHOM
U noginHHON HIC, BeposSITHOCTh 0OHAPY>KeHHU S TAKOTO
OT/IIMYHUS OYeHb MaJia, 0cOBeHHO, eC/IM alllapaTHas
3aKJIaJIKa XOPOIIO CIIPOeKTUPOBAHA U UMeeT LieJieBoe
Ha3Ha4eHHe.

3AK/NIOYEHUE

TaxuMm obpa3om, HCCIeIoBaTeNbCKHe PaboThl, HAIIPaB-
JIeHHBIe Ha BBISBJIeHHe aIllIapaTHHIX TPOSHOB, IIpeu-
MYIIeCTBEHHO IIOCBSIIIeHbl PA3PYLIAIIUM METOLAM,

Additional inputs provide a "key"
which translates a module into the
"transparent mode". In this mode,
the module performs self-testing of
a circuit designed in such a way as
to check the rare and unlikely event
status. After the end of self-test-
ing, at the module output there is
a signature that includes the input
key and self-testing results. This
signature is then successively sup-
plied to the input of the next mod-
ule as input "key". Thus, a simple
special input key entered at the
main entrance will test the entire
system, and the test result shows
a single value at the main output.
The authors argue that this method

is effective against an attacker
who has the information about the
functional and logical structure of
IC.

In practice, the logic allowing
you to check the expanded space
of states, which can manifest a
hardware Trojan, provides very lit-
tle protection from the targeted
instrument bug. As discussed in
this section, the likelihood of find-
ing a professionally designed hard-
ware Trojan is quite low. In addi-
tion, this method assumes that the
hardware Trojan will be brought at
a specific design stage. However,
an attacker can insert Trojans after
the development of a functional

design of the module but before the
development of the logic of the fin-
gerprint definition.

In [8] a method based on the
addition to the design of the dead
trigger circuit, which results in an
increased hardware Trojan activity
during activation, is proposed. This
makes its detection through the
side channels easier. In [9], for the
detection of a hardware backdoor
through the side channels an addi-
tional circuit, which characterises
the IC delay time changing in the
event of a Trojan, is proposed.

Non-invasive methods for the
detection of hardware Trojans
are based on a comparison of IC
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a TaKkKe IO X0laM C UCII0/Ib30BaHKEM MTOOOUHBIX KaHa-
JIOB K BCIIOMOraTe/IbHBIX METO/IOB Ha 3Talle TeCTUPO-
BaHHUS MC. MexaHU3MBbI 06HAPY>KeHHUS 4acTo cocpe-
JOTOYEHBI Ha KOHKPETHOM KJIacCe aIlllapaTHBIX TPOs-
HOB, He CyIeCTByeT eJIUHOI0 MeToJa U1 KOMOUHa-
LIMK MeTOZIOB, KOTOpbIe MOIIH 6l 06ecIieunTh HIKMPO-
KHH 0XBaT [P BBISIBIeHUH HeCaHKIIMOHHUPOBaHHBIX
3aKJIa/I0K.

CaMbl¥ 50 GeKTUBHBIN NYTh NIpeAyHpeXAeHHUS
BHECEHHS alllapaTHBIX 3aKaanoKk B UC - Timjarenb-
HBIM KOHTPOJIb BCEro LIUK/IA pa3paboTKU U U3ro-
ToBleHHUs. Hebosbmass mpoBepeHHass KOMaHIA
pa3paboTuMKOB, MCIOAB3YIOMUX COOCTBEHHEIE
IporpaMMHBIe CpeAcTBa U 6U6IHOTEeKH, MOTYT
co3aTh NpoeKT MC, rapaHTUPOBAHHO CBOOOJHBIN
OT ammapaTHBIX 3aKJagoK. M3roToBjaeHue TaKOro
IIPOeKTa Ha IPOBEPEHHOM KPHUCTa/bHOM IIPOU3BOJ-
cTBe (yIpaBisieMoro He6obLIOM IPYIIIIOL I0BEpEeH-
HBIX JIUILI) 06eCleuuT MoNyyeHHe BePHBIX U HaleX-
HBIX M3JIeIMH. 3aK/I0unTeNbHas c6opka MUKpoCcxeM
B KOPITyCa U IOC/IeAYIOIee MX HCII0Ib30BaHHe TOIbKO
JMHIIAMH, KOTOPBIM ITOJTHOCTBIO OBEPSeT 3aKaA3YHK,
06ecrevYUT MONHYI0 YBePeHHOCTh, YTO OPUTHHAJIb-
HBIM [IPOEKT peasn30BaH 6e3 BpeJOHOCHBIX U3MeHe-
HUH.

[ TaKOU CTpaHBbl, Kak Poccus, KoTopas He SIBJISI-
eTcsl INJepoM B IOJyINPOBOSHHUKOBON ITPOMBIII-
JIEHHOCTH, 3aMKHYTb IIPOLIECC OT IIPOEKTUPOBAHU A
JI0 M3TOTOBJIEHM I BO3MOKHO TOJIBKO /11 MaJIbIX IIPO-
eKTOB CIlelHaJlu3upoBaHHbIX MC, 1m03TOMYy m0Is
HC, M3roToBJIeHHBIX B KOOIlepallMU C MHOCTPaH-
HBIMU IIapTHepaMH, OyneT yBeJIMUUBAThCS. B CBs3HU

€ 5TUM OymeT MOBBILIIATHCSI BEPOSTHOCTh BHECEHHU S
aInmapaTHHIX 3aK1afoK. [st obecreuenus 6e3omac-
HOM paboThI 3/IeKTPOHHOM aIlIapaTyphl CTAHOBUTCS
KpaKHe BaXHOM pa3paboTka crioco60B KOHTPOIS,
KOTOpBIE CMOTYT Ha/Ie’KHO TAPaHTHPOBATh Ay TEHTH Y-
HOCTb Hcmoab3yeMbix MC.

Bo3MOXeH U APYrod IOAXOXH, OCHOBAHHBIH
Ha HCIIOJb30BAHUHU CePTHOULIMPOBAHHBIX KOM-
MepUYeCKHX 3TeKTPOHHBIX KOMIIOHEHTOB, HaXO0/ 5"
muxcs B cBobomHOM mpomaxke (COTS - Commercial
Off The Shelf - kommnoHeHTOB). KoMMepUYeCcKHIl CeK-
TOP UCIIONB3yeT obmupHble 6ubnroreku CO-6710K0B,
4yTo obecreyrBaeT 6bICTpOe pa3sBUTHeE HOBBIX, Oonlee
GYHKIIMOHAIBHBIX IPU60POB (Hanpumep, CMapTdho-
HOB). Ec/tu 661 060pOHHBIe CeKTOpa pa3pabaTeIBanlu
M UCIIOTB30BAJIH TOIBKO cobcTBeHHBIe CP-6710KH, TO
CBSI3aHHBIE C 37TeKTPOHUKON BOeHHBIE Pa3paboTKu
HAaXOMUIHUCH 6Bl maleKo M03agu KOMMepUeCKUX
IPaskJaHCKUX IIPOAYKTOB. [I03TOMY MMeeT CMBICI
CO3IaBaTh TOJBKO HeKOTOpble MC, TakKe KaK KPHUII-
TOYMIIBI, IJle IIOJIHOCThIO BO3MOKEH IIPOBEePEHHBII
LUKJ pa3paboTka/u3roToBneHue, 0cO6eHHO A1
YHIIOB C MaJIBIM KOJMYECTBOM JIOTUYECKUX BEHTH-
ner. OGHAKO U B 3TOM CJIy4yae BO3MOXHBI Kpaska,
IpoBeJieHHe 0OPATHOrO IPOEKTHUPOBAHUS, HU3r0-
ToByeHHe UC c MogUPHUKALIMEH U [TOJMeHa OPUTH-
HaJIbHBIX MIC Yepe3 HeHaJeXKHYIO IIeIlb II0CTABIIUKOB
Y TIOCPeTHUKOB.

Cmameoa nodeomosaena npu QuHancosol noddepsxke
MuHobpHayku Poccuu 8 pamrax 8blnoAHeHUs 20cy0apcmeeHHo20
300anus16.9021.2017/BY.

operating performances with
the characteristics of the know-
ingly operational benchmark IC.
Detection with the non-invasive
method can be carried out during
the IC operation or during IC test-
ing. The detection mechanisms of
during the IC operation largely over-
lap with the methods of counter-
acting hardware Trojans. If a hard-
ware Trojan is found, you can try to
continue the IC operation with it.
Detection during the test is based on
the improvement of traditional test-
ing or an analysis of the side charac-
teristics of the IC (side channel).

In [10] it details the approach
to detect hardware Trojans using
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hardware and software. The strat-
egy can detect only two types of
attacks. DoS (Denial of Service)
attacks are detected using a small
customised protection circuit on
the memory bus, which is pro-
grammed to respond to the epi-
sodic "survivability" pings. Failure
to respond within the specified
time is seen as a successful attempt
to detect DoS attacks. Combined
attacks using hardware and soft-
ware when a hardware Trojan dis-
ables memory protection, and the
software Trojan can extend its
privileges can be found by test-
ing whether or not non-privileged
programmes can get access to the

memory sections close for them.
This approach also requires changes
to the operating system to work
with a protection circuit.

ANALYSIS OF INDIRECT
CHARACTERISTICS

An analysis of the indirect IC char-
acteristics (an analysis of side
channels) in contrast to the imme-
diate activation of the hardware
Trojan, for the purpose of detect-
ing it, exploits the fact that the
injected activation trigger mecha-
nism changes some characteristic
of IC irrespective of whether or not
the Trojan is activated. The amount
of power consumed by different
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parts of the IC, the amount of heat
generated in certain areas, or the
time required by certain modules to
perform operations (delay) are typi-
cal examples of the secondary char-
acteristics of IC that can be used for
the analysis. This kind of analysis
appears to provide the best prob-
ability of hardware Trojan detec-
tion since it does not require any
activation.

In [11] it shows a typical exam-
ple of the considered Trojan detec-
tion mechanism. Initially IC sam-
ples are researched without hard-
ware Trojans, the benchmark IC,
and one or more characteristic of
the secondary characteristics, the

so-called "fingerprints" are taken.
Then, other chips are tested, and
their fingerprint are compared
with the benchmark ones. In order
to select statistically significant
(but well hidden) differences, var-
ious statistical methods can be
used. The authors, in particular,
used the IC power consumption
used as the main indirect charac-
teristic. The obvious drawback of
the method is that you should be
completely sure that the bench-
mark IC is not infected.

Another indirect IC feature, the
transient power consumption fea-
ture was analysed in [12]. The objec-
tive is to determine the smallest

hardware Trojan which can be
detected by the proposed method.
The tests that emulate the work of
a particular experimental IC have
shown that this method can be
used to detect the minimum hard-
ware Trojan consisting of three
gates.

In [13] a method to enhance the
difference between the indirect
characteristics of IC, which has no
hardware Trojans, and the same
IC but infected with a Trojan, was
proposed. Power consumption was
examined as an indirect feature.
The so-called method of a sustain-
able vector periodically applied
to individual IC inputs was used.
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After some time of supplying, IC
reaches the stable state. This pro-
cedure is called by the authors
"switching minimisation". By
changing the input vector, you can
use different IC sections. Changing
the difference of the consumed
power with the benchmark sample
indicates foreign hardware devices
in the tested section of the IC, that
is identified are chains which are
active but they should not be active.

The analysis and use as an indi-
rect characteristic of IC and its fin-
gerprint of the signal delay were
studied in [14]. The authors looked
at two categories of hardware
Trojans with explicit and implicit
loads. Trojans with obvious use-
ful load directly influence the cir-
cuit to which they are attached (e.g.
change the value of the control or
data signals). Hardware Trojans
with implicit useful load do not
make immediate changes to the
circuit but may, for example, read
information through side channels
or perform DoS-attack when initial-
ising. The authors argue that they
can detect 100% explicit and 36% of
implicit hardware Trojans but the
experiments were conducted on sim-
ulators (simulation programmes),
and the Trojans were simple mod-
ifications specially designed and
affecting power consumption and
path delay. In a similar paper [15]
leakage current and path delay were
considered as indirect characteris-
tics and a side channel.

Another approach is described in
3]. The authors measured the inte-
gration current, time dependence
of the electric charge in the IP
nodes and used the data obtained
from different parts of the circuit
to make an analysis and search for
the Trojan chain. The analysis also
took into account the data taken
from the benchmark IC not con-
taining any Trojans. The authors
have stated that they can detect the
added hardware Trojans with the
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size of "a few gates" occupying 0.1%
of the area of the entire IC.

The main problem of the method
for analysing the indirect charac-
teristics for the detection of the
hardware Trojans is that it is totally
dependent on the presence of a true
benchmark IC which can be used
for comparison and evaluation. If
a hardware Trojan was added any-
where before the manufacturing
stage and is therefore contained in
each IC, the method in question is
not applicable. Furthermore, the
search space using this method
can be very large. Despite the chal-
lenging developments and the use
of modern statistical methods for
determining differences in the
characteristics of the modified and
true IC, the likelihood of detecting
this difference is very low, espe-
cially if the hardware Trojan is well
designed and has a purpose.

CONCLUSION

Thus, studies aimed at the detec-
tion of hardware Trojans, are
mainly devoted to destructive
methods and approaches that use
side channels and auxiliary meth-
ods in the testing phase of IC.
Detection mechanisms are often
focused on a particular class of
hardware Trojans, there is no com-
mon method or combination of
methods, which could ensure a
wide coverage in identifying unau-
thorized bookmarks.

The most effective way to pre-
vent any hardware Trojans in the
IC is careful control of the whole
cycle of development and man-
ufacture. Small trusted team of
developers using in-house soft-
ware tools and libraries can create
the IC project that is guaranteed
free from hardware bookmarks.
The implementation of this proj-
ect on the proven crystal produc-
tion (managed by a small group
of trusted persons) will provide
right and reliable products. Final

assembly and packaging of micro-
chips and their subsequent use
only by persons who are completely
trusted by the customer, will pro-
vide complete confidence that the
original project was implemented
without the malicious changes.
For a country like Russia, which
isnot a leader in the semiconductor
industry, it is possible to close the
cycle from design to manufactur-
ing only for small projects of spe-
cialized IC, so the share of ICs made
in cooperation with foreign part-
ners, will increase. In this regard,
the probability of insertion of hard-
ware Trojans will increase. To
ensure safe operation of electronic
equipment it is extremely impor-
tant to develop methods of control
that will be able to securely guaran-
tee the authenticity of the used ICs.
Also other approach based on
use of the certified commercial
electronic components (COTS -
Commercial Off The Shelf) is possi-
ble. The commercial sector uses the
vast libraries of IP cores for quick
development of new and more
functional devices (e.g., smart-
phones). If defensive sector will
develop and use only their own
IP cores, then the military devel-
opments related to electronics
would be far behind commercial
civil products. So it makes sense to
develop only some ICs, such as the
crypto chips with a small number
of logical gates, where the com-
pletely proven cycle of develop-
ment/manufacturing is possible.
However, in this case theft, reverse
engineering, modification during
manufacturing and substitution
of original IC through an unreli-
able chain of suppliers and inter-
mediaries are also possible. |
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