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B naHHOIi paboTe paccMaTpuBalOTCsI BOITPOCHI TOBBILIEHHUSI IPOU3BOAUTEILHOCTH TPy/Ia pa3padboTunKoB cucteM Ha ocHoBe ITJINC,

B COCTaB KOTOPBIX BXOAUT MUKPOIPOLIECCOPHOE SIIPO.
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This paper considers hardware and software development of FPGA-based systems with microprocessor core. The phenomenon under

study is increasing software and hardware development efficiency.
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Ilpu co3znanuu cuctembl Ha ocHoBe [TJIMC ¢ MUKpPOTIPOLIECCOPHBIM
SINPOM OMTHOBPEMEHHO pa3pabaThiBaeTcsl KakK anmapaTHasl 4acTh,
tak u [10, B mepByIo ouepenb CUCTeMHOE (IporpaMMa HayalbHOM
3arpy3ku, siapo OC).

Kak npu pazpaboTke anmnapaTHON 4acTH, TaK U MpU pa3paboTKe
I1O, oTnanka v TeCTUPOBAHUE SIBJASIIOTCS] BaXHBIM U TPYLOEMKUM
aTanoM. [ npoBeaeHMs JaHHOTO 3Tana, Kak MpaBujo, CO3Aal0TCs
cTeH bl 1100 Ha 6a3e roTOBBIX OTIaLO0YHbIX KoMIJIekToB ¢ [TJIUC,
6o Ha 6a3e crelmajlbHO pa3dpaboTaHHBIX IjaaT. OMHOBpEeMeH-
Has pa3paboTka annapatHoit yactu 1 [1O 1mo3BoJisieT opraHu30BaTh
Ha CTeHJe BCTPEYHOE TeCTUPOBAHUE: pa3pabOTUYMKM anapaTHOl
YaCTH UCTIOJIB3YIOT B KAUECTBE TECTOB MPUJIOKEHUST TIOJb3oBaTes [1],
pa3paboTyuku cucteMHOro [10 UCTIONb3YIOT CTEHIBI IUISI TPOBEPKU
pa6orocnocodHocTu I1O Ha neneBoii maatdopme.

TTpu ucnonb3zoBanum creHnoB Ha 6a3e [TJIMC npuxonutcs cral-
KHMBATbCS CO CACAYIOMMUMU TPYIHOCTSIMHU:

» creHnbl Ha 6a3e [TJIMC, Kak npaBujio, UMEIOT BBICOKYIO CTOMMOCTb,
a MX KOJIMYECTBO OTPAaHUYECHO, U 3HAYUT, 3aTPYIHUTEIbHO BLIACIUTD
KaXKIoOMy pa3pabOoTUMKYy OTAEIbHbII CTeH/I B IEPCOHATbHOE MOJIb30-
BaHMe; Miepefaya CTeHJa OT pa3paboTyrKa K pa3paboTyUKy Mpouc-
XOIUT He MTHOBEHHO: KaK MPaBHJIO, TpeOyeTcs MepeHa aaka CTeH I,
BO BpeMsI KOTOPO#1 UCTIOJIb30BaH e CTEHIa HEBO3MOXKHO;

* CTEHJBI MOTYT OBITh TPOMO3IKH U TPEOOBATh CO3MAHUS CIEIU-

AJIbHBIX yCHOBI/Iﬁ JJId SKCIJIyaTaluu, T. €. HE BCErga BO3MOXHO

pa3MecTUTh CTeH] TOOIU30CTU OT pabovyero Mecta pa3paboTunka

1 Hao0OopoT;

* IS TUIATEJIBHOTO TecTHUpoBaHUs cucteMuoro [1O mpuxonutcs
PeTyJISIPHO MPOBEPSATH MPOMEXYTOUHBIE (BHYTPEHHUE) BEPCUU
T10, 4TO MOXET OBITH 3aTPYIHEHO, €CJU CTEH/I B 3TOT MOMEHT 3aHSIT
JNIPYTUM pa3paboOTUMKOM.

YKa3zaHHble TPYIHOCTU MOPOXKIAIOT MPOOJIEMY: YMEHbIIAeTCs
rnoJjie3Hoe paboyee BpeMsl CTEHI0B, KOTOPOE MOXHO UCIOJb30BaTh
IULSL TECTUPOBAHM S pa3pabaTblBA€MOI CUCTEMBI, IPOCTAaUBAIOT pa3pa-
GOTYMKU, YTO TPUBOIUT K CHUKEHUIO MTPOU3BOIUTEITILHOCTH TPYyIa.
Kpowme Toro, Hec0XXHBIE, HO TPYLOEMKUE, BpeMsI3aTpaTHbIE PyYHbIE
orneparuy co CTeHJaMHU TIOBHIIIAIOT 3HAYSHUE YeJIOBEUeCKOTO (hakTopa
KaK UCTOYHMKA OIIMOOK B paborTe.

OnHUM U3 TIyTe#l peleHns] NTaHHOU MPOOJIeMBI SIBISIETCS TIepe-
X0l K YIaJeHHOMY PeXUMY paboThl CO CTEHAAMU, TP KOTOPOM
KakK MOXHO OoJibllie onepanuii, HEOOXOAUMBIX AJIsI TECTUPOBa-
HUS U OTJAIKU annapaTHOi 4YacTU U MPOrpaMMHOr0 obecreueHusl,
MOXHO MPOU3BOAUTH 06€3 HEMOCPEICTBEHHOTO (PU3UYECKOTO A0CTYIa
K CTEHJY.

B 3T0i1 cBsI3M aKTyaJIbHOI SIBJIsIETCS 3a7a4a CO31aHUsI TEXHOJIOTU U
yIaJeHHOM OTJaIKHW anmapaTHON YacTu M MpOrpaMMHOTO obecrie-
yeHus cucteM Ha ocHoBe [IJIMC, koTopas MO3BOJUT UCIOJb30BATh
CTEH/Ibl yIaJIeHHO U OPTaHU30BaTh COBMECTHYIO paOOTY HECKOJIBKMX
pa3paboTYNKOB C OMHUM U G0Jiee CTCHIAMU.




I/II[CH, JieXxaias B OCHOBE HpeunaraeMoﬁ TEXHOJIOTU U, 3aKJTIOYACTCA

B TOM, YTO KaK MOXHO 0OJIbIIIee YUCI0 MH(MOPMALIMOHHBIX MHTEP(hEicoB
CTEHJIa 3aMBIKAETCS Ha CIIeIMaIbHO pa3paboTaHHOE ycmpoilcmeo ynpas-
JNeHus, TIOIKJIFOUEHHOE K KOMITBIOTEPHOI CETH; 1O BO3MOXHOCTHU B3au-
MOJIECTBME CO CTEHIOM /Jis TECTUPOBAHUS U OTJAAKH MPOU3BOIUTCS
MPU TIOMOIIIYM YCTPOMCTBA YIIPaBJICHU S CTEHIOM YIaJIeHHO (padymeeTcs,
KpOMe cilyyaeB, Korjaa HeoOXoIMMO MPOU3BECTU PEMOHT CTeHA UJIU
BHeCTH (hu3nMuecKue u3MeHeHusl B arnnaparypy creHaa). [TonoOHblIit nmos-
XOJI YK€ OITMcaH paHee B padbotax [2, 3] u [4, 5], HO B OTJIMUME OT Ipesia-
raeMoii TeXHOJIOTUH, YIIOp B HUX JeJaeTCs Ha aBTOMAaTUYECKU TPOTOH
TecTOBbIX cOOpOK I1O B hUKCUPOBaHHBIX KOH(DUTYpaLUsIX.

TUIIOBBIE OITEPAIINU N1 UCITIOAB3YEMBIE
UHTEP®ENCHI

TunoBoii LUK oTiaaaku cucteMbl Ha 6a3e [TJIMC ¢ mukpomnpoieccop-
HBIM S1JIPOM BKJIIOUaeT B ceOst oOHoBIeHue KoHdurypauuii [TJIMC creHna,
nporoH tectoBoro I1O mst mpoBepkHM Mo KpaitHeil Mepe 6a30Boit pabo-
TOCMOCOOHOCTH 0OHOBIeHHOU KOHDurypauuu I[MJIMUC u nanpHeiinyo
COBMECTHYI0 paboTy pazpaboTunkoB [10 1 pa3paboTYMKOB anmnapaTyphl.

[ns ooHoBaeHust KoHdurypauuit ITJINMC cteHna TpaaullMOHHO
ucriosb3yercs natepdeiic JTAG.

ITporon tecroBoro IO cBg3aH ¢ nojiydyeHueM MHGoOpMaLUKU
oT TectoBoro I1O. OGBIYHO NJIS1 TO LIeJIN UCIIONb3YIOTCSI MHTEP-
deiicet UART n/unm cets Ethernet.

[Mpu otnaake 1O u anmapaTHOIT YacTU HEPENKO BO3HUKAIOT CUTY-
anuy 3aBUCAHUS, IJIsI BBIXOAA U3 KOTOPHIX B pa3pabaTbiBaeMyio
cucteMy npuxoautcs nogaBatb curHaia CBPOC; B Tex ciiyuasix, Koraa
nogava curdaia CbPOC He npuBOAUT K BBIBOAY CUCTEMbI U3 COCTOSI-
HUSI 3aBUCAHUSI, pa3paboTUMKYy MPUXOAUTCS MPUOeraTh K OTKJoue-
HUIO MUTAHUS CTEHJA C MOCAeAYIOIUM BKIIOUYEHUEM U, BO3MOXHO,
MOBTOPHBIM KOHbUrypuposanuem IMJINC.

B cocraBe pa3pabaTbiBaeMoil cUCTeMbl HEPELKO MPUCYTCTBYIOT
HakonuTeau nHbopMmauu Ha 6a3ze mukpocxem ITI13Y ¢ uHTep-
¢eiicamu SPI u 12C; B aTOM ciiyyae B cocTaBe CTEHJIa OTJAIKU

I/IH(IDOPMA].[I/IOHHO-YHPABAHIOIJ.II/IE CUCTEMBI

MpeayCMaTPUBAIOTCS OTIACIbHbBIE TEXHUUECKUE CPEACTBA [JIsl IPO-
TPaMMUPOBAHUSI STUX MUKPOCXEM (ITPOrPaMMAaTOPBI).

Hepenko otnaxknBaemast cucteMa mojiaepKuBaeT HECKOJIbKO PEKMMOB
PaboThI B 3aBUCUMOCTHU OT COCTOSIHMST BXOIHBIX TUHU T nHTepdeiica auc-
KPETHBIX CUTHaJIOB 1o cHsTUio curHaia CBPOC; nis omianku paboTsl
CHCTEMbI B Pa3HBIX PeXMMaXx B COCTaBe CTEH/Ia MPeycCMaTPUBAETCS BO3-
MOXXHOCTb YCTAHOBKHM COCTOSTHUSI BXOIHBIX IMHU I MHTepdeiica TuckpeT-
HBIX CUTHAJIOB, HAIIPUMEp, MTPH MOMOIIM BHELTHMX 3aMbIKaTEJIC.

CYHIECTBYIOIIUWE PEINTEHUSA AASI OPTAHU3AIINN
YAAAEHHOfI OTAAAKHU CUCTEM HA BA3E ITAUC
CyniecTByIONINe penieHUs IJIsI OpTaHU3AlUK yIaJeHHON OTIaaKK
Ha 6a3e [TJIMC npencraBieHbl yCTPOCTBAMM, MOAKII0OYAEMbIMU
k cetu Ethernet u o6ecneynBatomumu KkoHburypuposanue I[MJINC
yepe3 nHTepdeiic JTAG. K takoBsiM MoXHO oTHecTu EthernetBlaster
11 Communications Cable [6] u Catapult EJ-2 Ethernet-to-JTAG Cable
[7]. Ucnionb30BaHMIO TaHHBIX YCTPOUCTB B Ka4eCTBE MOJHOLEHHBIX
YCTPOICTB yaJIeHHOTO YIIPaBIeHUsI CTEHIOM OTIaAKU MPENsTCTBYIOT:
« orcytcTBue noaaepxku uHtepdeiico UART, SPI, 12C;
* HEBO3MOXHOCTb UCIIOJIb30BaTh YCTPONUCTBO A5 MOAAYM OOLIeCH -
cremHoro curHajia CbPOC;
* OTCYTCTBUE BO3MOXHOCTH YIIPABJICHUsI MUTAHUEM OTIaXXMBaeMOM
CHUCTEMBI.
BwmecTe ¢ TeM cyIecTByeT peleHne, KOTOpOe MOXXHO MCIIOTb30BaTh
B KQUeCTBE COCTABHBIX YacTeil yCTPOUCTBA YIaJIeHHOTO YIIPaBIeHUS:
Bus Pirate [8], MHOTO(GYHKIIMOHAIBHOE YCTPOCTBO, MPEAOCTABIISIO-
1ee MoJIb30BaTeNI0 BO3MOXHOCTD MOJAKJIIOUUTHCS K OTIaKUBaeMOit
nporpaMMHo-anmnapatHoii cucteme yepe3 unrepdeiicel UART, 12C,
SPI, JTAG. Y Bus Pirate umeeTcs psii HE1OCTaTKOB:
« Bus Pirate He umeer ceTeBoro nHTepdeiica, noakiatoueHue K [MNK
MoJIb30BaTesl MPOUCXOAUT yepe3 uHTepdeiic USB;
« unrepdeiicet UART, 12C, SPI, JTAG MyabTUIJIEKCUPOBAHBbI,
a 3HAYMT, HET BOBMOXHOCTH UX OMTHOBPEMEHHOTO MCIIOJb30BAHU I
0e3 rnepekoMMyTaluu;

While creating FPGA-based systems with « Stands could be bulky and may need spe-

microprocessor core both hardware and software
are being developed simultaneously (the system
part in the first place: bootloader, kernel).
Debugging and testing are a very important
and tedious stage in developing both hardware
and software. Usually debugging is done with
devices based on either existing FPGA debug
kits or specifically designed ones. Simulta-
neous development of hardware and soft-
ware allows organizing a cross-testing: hard-
ware developers use user applications as tests

[1], system software developers use prototype

stands for testing as target platform.

While using FPGA-based testing stands the
following difficulties are encountered:

* FPGA-based testing stands are usually very
expensive and their number is limited, so it’s
impossible to have a separate stand for each
developer’s personal use. The transfer of the
stand from one developer to another is not
instant, and it takes some time to reconfigure

it making its use impossible during the period.

cial working conditions; that’s why it’s not

always possible to place the stand near the

developer’s workplace, and vice versa.

« For scrutinous testing of the system soft-
ware it’s important to check intermediate
(internal) software versions which could
be difficult if the stand is already in use
by another developer.

All these difficulties cause the problem: the
useful working time of each stand is reduced
which leads to a decrease in working efficiency.
Besides, manual operations with stands which
could be simple but intensive and time-con-
suming raise the significance of human factor
as the source of errors.

One of the ways to solve this problem
is transition to remote work with stands when
most operations needed for hardware testing
and debugging are being done without physical
access to the stand.

In this regard the task is to elaborate a tech-
nology of remote hardware and software debug

of FPGA-based systems, which makes it pos-
sible to work with testing stands remotely and
to organize joint access of several developers
to one or more stands.

The main idea of the technology is to wire
all interfaces to a specially designed con-
trol device with network support. All interac-
tion with the testing stand is done remotely via
this control device (except cases when repair
or hardware reconfiguration is needed) [3].

Similar approach was described earlier
in works [2, 3] and [4, 5] but unlike the tech-
nology proposed here the main focus was
on automated execution of software testing
in fixed configurations.

TYPICAL OPERATIONS AND
INTERFACES USED

The typical debugging cycle of FPGA-based
system with microprocessor core includes
updating the FPGA configurations of the
stand, execution of the testing software for
checking at least basic functioning of updated
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* MMEIOTCS BO3MOXHOCTH YIPaBJSITh MUTAHUEM TOIKITIOYEHHOTO .
000pyIOBaHUS, OTHAKO 00ECTIeYNBaeMOe YIIPaBIIeMbIM HCTOYHU-
KOM MUTaHuUs HampsikeHue 3,3 B rogutes aiis y3Koro Kpyra otia-
JKMBAEMBbIX CUCTEM, 2 MAKCUMAaJIbHBIIl BbI1aBaeMblil ICTOUHUKOM

TOK COCTaBJIsIeT Bcero auiib 150 MA.

*  XOTSI UMeeTCsI BO3MOXHOCTB MCIOIb30BaTh Bus Blaster B kauecTBe
JTAG-ananrtepa, 0HaKO 3TO TpeOyeT 3aMeHbl BCTPOSHHOTO MpPo-
rpamMHoro obecrnieueHust Bus Pirate, a mponyckHasi cnocoOHOCTb
TaKoro penieHus orpanndena 115200 6ut/c.

PEAAU3AIIUA

CTpYKTYPHO CTEH]I yIaJIeHHOW OTJaIKW

B paMKaXx MpeaiaraeMoil TeXHOJOTUHU CTPO-

UTCA CIAeNYIUM 00pa3oM (cM. puc. 1):

* OCHOBOIl cTeHIa SIBJSIETCS YyCTPONCTBO
yIaJeHHOTO YIpaBJieHu s, KOTOPOEe KOH-
TPOJIMPYET OAHY UJIM GoJiee OTIaXKUBa-
eMbIX cucteM Ha ocHoBe ITJIWC (aHT.
device under test);

*  YCTPOICTBO yIaJICHHOTO YIIpaBJIeHU s OCHA-
meHo aAByMs mHTepdeiicamu Ethernet,
OJIUH U3 KOTOPBIX UCIOJb3YETCs ISl TIO/I-
KJIIOUEHU ST K JIOKAJIbHOW BBIYMCIUTENb-
Hoii cetu (JIBC), K KOTOpPOIi MOIKIJITIOUYEHBI
pabouue MecTa pa3paboOTYNKOB (MOJb30Ba-
TeJiell cteHna); Bropoii uHTepdeiic Ethernet
WCTIONb3yeTCsl 51 TOAKJIIOUEHU ST K U30-
JIMPOBAHHOU TECTOBOIt JIOKaJIbHON ceTH,
HCTIONb3YyeMOii, TPU HEOOXONUMOCTH, 151
0OMEHOB C OTJIaXXMBaeMbIMU CUCTEMAMU;

FPGA configuration and further joint work
of software and hardware developers.

Traditionally, for updating FPGA configu-
rations JTAG is used.

The execution of software testing is con-
nected with receiving information from it.
Usually, UART interface is used for the pur-
pose and/or Ethernet.

During debugging of software or hardware
hang-ups may occur which could be resolved
by RESET signal sent to the system under
debug. In cases when sending RESET signal
doesn’t work the developer has to turn off the
system and then to turn on with possible con-
sequent FPGA reconfiguration.

The system being developed may comprise
data storage media based on PROM with SPI
and I12C interfaces; in this case the debug stand
may contain separate technical tools for pro-
gramming such chips.

Fairly often the system being debugged
supports several working modes depending
on states of input lines of discrete signals inter-
face for RESET; in order to debug the system
in specific mode the working stand is capable
of setting these lines into desired state with the

help of external jumpers.

AOKAAABI KOH®EPEHIIUU

B 3aBUCUMOCTHU OT MOTPEOHOCTEN OTAENbHON OTIaKUBaeMoOit
CUCTEMBI YCTPOMCTBO yAaJeHHOTO YIPaBJICHUS COCOUHSICTCS
C OTJIaXKMBAeMOM CUCTEMOI TpeOyeMbIM HabOpOM MH(MOPMAIIMOH-
Hbeix uHTepdeiico: UART, SPI, 12C.

* n7s ynpasieHus nogadeit curiaisa CbPOC B cocraBe ycTpoiicTBa

yIaJIEHHOTO YIpaBJICHUs IPEAYCMOTPEH OJIOK peJie, paboTaionxX
Ha 3aMbIKaHWe/pa3MbIKaHKE; ITOT Xe 0JIOK MO3BOJISIET OCYIECT-
BJISIT YIIpaBJIeHUE Togavyel MUTaHKs B OTIaK MUBAEMYIO CHCTEMY.

YcTtporcTteo
yOaneHHoro
ynpasneHus

TecToBas ceTb
Debug network

device

Remote control

Paboyee mecTo
paspaboTtymka 1
Developer 1
—— ) workstation

OTnaxvBaemas
cuctema 1 OTnaxuBaemas
System Under cucrema 2
Debug 1 System Under e
Debug 2

Puc. 1. Cxema cmenda yoanrenHoil omaaoku
Fig. 1. Remote debug stand

EXISTING SOLUTIONS FOR
REMOTE DEBUGGING OF THE
FPGA-BASED SYSTEMS
The existing solutions for remote debugging
of the FPGA-based systems are represented
by devices with Ethernet and JTAG for FPGA
reconfiguration. Those include EthernetBlaster
II Communications Cable [6] and Catapult
EJ-2 Ethernet-to-JTAG cable [7]. Features pre-
venting from using them as full-fledged devices
for stand remote control are as follows:
* lack of UART, SPI, 12C interfaces support;
* inability to send RESET signal to the sys-
tem;
« lack of power control of debugged system.
However, there is a solution that could
be used as a composite part of the remote con-
trol device: Bus Pirate [8], a multi-functional
device which allows connecting to debugged
hardware/software system via such interfaces
as UART, 12C, SPI, JTAG. But Bus Pirate has
a number of flaws:
« lack of network interface; connection to PC
is done via USB;
« UART, I2C, SPI, JTAG interfaces are mul-
tiplexed which makes it impossible to use
them simultaneously without re-wiring.

B N - e
S L

s Paboyee mecTo
N paspaboTymka 2
. Developer 2
* workstation

—

OTnaxueaemas
cucteman Pabouee mecto
System Under paspaboTumka m
Debugn Developer m

workstation

» there is a possibility to control the power
of connected devices, however the volt-
age of 3,3V is applicable to a narrow
range of systems being debugged, and
maximum current strength is mere
150mA.

* though Bus Pirate can be used
as a JTAG adapter, this will require
changing the embedded software,
and pass-through capacity is limited
to 115200bits/sec.

IMPLEMENTATION

The structure of the remote debugging stand

can be represented by the following scheme

(Fig. 1):

+ the basis of the stand is the remote control
device which is connected to one or more
debugged FPGA-based systems (devices
under test);

* remote control device is equipped with two
Ethernet interfaces; the first is used for
local area network (LAN) for connecting
to developer and user workplaces; the sec-
ond is used for isolated local test network
for interchanging data with systems under
debug;




Jlns peanu3anuu yCTPOUCTBA yOAaJIEHHOTO YITPABJICHUS UCTIONb-

30BaHbI TOTOBBIe HocTymHbie (off-the-shelf) momynu. Hampuwmep,

B KauecTBe ynpasisiomeit DBM ucnonb3yercst onHomnaatrHas DBM
Raspberry Pi 3.

T10 ycTpoiicTBO MOCTPpOEHO Ha 6a3e CBOOOAHO pacnpoCTpaHsie-

MBIX IPOrpaMMHBIX KOMITOHEHTOB. B kauecTBe OC ucnospsyercss OC
Ha 6a3e Debian Linux.

I/IH(DOPMA].II/IOHHO-YHPABAHIOIJ.II/IE CUCTEMBI

(I)yHK]_[I/IOHaJII)HOCTI/I U3MEPUTEIIBHOTO O60pyI[0BaHI/IH n aBToMaTtusa-

LU 3aImycKa TECTOB.
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depending on particular needs of each
debugged system the remote control device
is connected to it with a needed set of inter-
faces: UART, SPI, 12C.

for controlling the RESET signal the
remote control device contains the relay
box for locking/unlocking the circuit; the
same box is used for controlling the power
supply of the system under debug.

Existing off-the-shelf modules are used for

implementing the remote control device. For
example, single-board Raspberry Pi 3 is used

as a controlling PC.

The software is based on open-source com-

- stand state surveillance

- FPGA configuration update

software for controlling the authorized
access to the stand and organizing the joint
work, as well as technological software for
controlling the stand hardware;
methodological recommendations and typ-
ical work approaches to testing stands.

CONCLUSION
Further improvement of remote debug tech-
nology lies in expanding its range of appli-

cation, implementing measuring equipment

in stands’ control device and test running
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RESULTS

The remote debug technology has been devel-
oped including the set of hardware, software
and methodology:

stand control device that is responsible for:

- stand power-supply control

- RS232, UART, SPI, 12C, JTAG, inter-
faces, Ethernet

- working mode control of the system
under debug by discrete signals interface

- RESET signal transmission
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