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B HacTos111ee BpeMs reHepaTophl CyYalHbIX YUCEJ IIUPOKO UCTIOb-
3yI0TCS B MUKPODJIEKTPOHHBIX YCTPOUCTBAX [UUISI pa3JIMYHbIX 3aj1a4,
cpelyu KOTOPbIX CO3aHUe KpUNTorpaduyecKux Kaodei 1is 3auu-
MEHHOI Tepenayn TaHHBIX. B CBSI3U ¢ TeM, UYTO OHU BBITIOTHSIOT
TaKylo BaXHYI0 QYHKIIMIO B yCTPOCTBaX, HEOOXOAMMO, YTOOBI 3J1e-
MEHTBI peaTnu3yeMoii TeHepaTOPOM TOCIeI0BATEIbHOCTU YUCENT OBbLIN
HE3aBUCUMBI IPYT OT APYyTa, a TAaKXKe MMeJIU paBHOMEPHOE pacrpese-
JIeHUe.

JlaHHble ycaoBUsI HauboJee TOYHO BBITIOJHSIOTCS IJIsl anmapart-
HBIX TeHEPaTOPOB cyvyailHbIX yucen. Ha ceroqHsIIIHM 1eHb OTHUMU
M3 CaMBbIX 3alUMILEHHBIX UHTErpajJbHbIX MUKPOCXEM, B COCTaBe
KOTOPBIX UCITOJIb3yeTCsl alnapaTHbIil FreHepaTop caydyailHbIX YKCeI,
SIBJISIIOTCS TJIaTeXHbIEe U UACHTU(DUKAMOHHBIE MUKPOITPOLECCOP-
HbIe CMapT-KapThl CO BCTPOEHHOU SHEProHE3aBUCUMO MaMSTbhIO
[1,2,3].

PaboTa anmmapaTHBIX TeHEPATOPOB CIAYYalHBIX YMCET OCHOBBI-
BaeTCsl Ha U3MEPEHUU MapaMeTpoB GU3MIECKOTO Mpoliecca, KOTOo-
pble XaOTUUECKU U3MEHSIOTCSI BO BpeMeHU. [Ipoiiecc MoxeT omu-
ChIBaThCS IO KJIACCUYECKOM, TM60 KBAaHTOBOM (hu3mukoit. Bepost-
HOCTHAsl IPUPOAa KBAaHTOBOU (pu3nMKu HanboJsee MOAXOIUT B Kaue-
CTBE OCHOBBI JJIS1 CO3AaHM s MOoA00HOro npudopa. OgHAKO TaHHBIE
CHUCTEMBbI B HACTOSIILIEE BPeMsI TIOAXOST JIMLIb ISl TeX o0acTeit, rae
MCTUHHOCTb CIyYallHbIX YMCEJI BaXXHa HACTOJIBKO, YTO KOMIIEHCUPYET
BCe MaTepHuabHble U MHTEJIEKTyaJlbHble 3aTPaThl HA IPOU3BOICTBO
NIaHHBIX YCTPOUCTB [4].

B Tex ciyuasx, korna TpedyeTcs IUPOKOe MPaKTUUYECKOe Mpu-
MEHEeHUEe, 00palaloTes K KJIaccuyeckoil pusnke ¢ MaKpocKomuue-

CKUMU CUCTEMaMMU. Cp@HI/I HUX IJid TEHEpaluun CJIy‘[aﬁHLIX YUCET

HabsopaTcd Takue 3¢ dEKTH: OTCAEKMBAHUE TEIJIOBBIX IYMOB
B pe3ucrtope, (ha3zoBoe ApoxXaHUe B KOJBILIEBbIX TeHEpATOPaxX U T. 1.
IMTomo6GHBIE ycTpoiicTBa OoJiee IPOCTHI B peajin3allui U He TPeOyIOT
0c000it TEXHOJIOTUH, OMTHAKO HEKOTOPBIe (PaKTOPBI, HATIPUMED, TEM-
repaTypa, MOTYT MOBJIHSTH HA KAYeCTBO CTEHEPUPOBAHHOI TMOCIIENO0-
BaTeJIbHOCTH.

PaspabGoTaHHBI GJOK reHepaTopa ClydyalHBIX YMCEJ MpeaHa-
3HauyeH A5l GOpMUPOBAHUS CIYyUYailHOI MOCIEAOBATEIbHOCTH JIOTHU-
YEeCKMX COCTOSIHUI Ha BbIxonae 6Jioka. TpeGoBaHUS MO HampsixKe-
HUIO TUTAHUSI COOTBETCTBYIOT TPeOOBAHUIM, MPEAbsIBISIEMbIM
uudpoBsiMU 6s10KaMu. TOK MOTpeOIeHU S MPOINMOPILIMOHAJIEH TaKTO-
Boii yactore (3,5 MKA nipu 10 MTI'). IIpenenbHas TakTOBasi 4acToTa
100 MT'11. Ha puc. 1 mpeacraBieHO CUMBOJIbHOE 0003HAaYEeHKE pa3pa-
60TaHHOTO 6JI0KA reHepaTopa CayJaiHbIX YUCeT.

C BbIXOa TeHepaTopa out_rndgen cCHUMaeTCsl OCIEIOBATETbHOCTh
ciyvaitaeix unces. C momomibio Bxojaa sel_rndgen ocymiecTBiasieTcs
BBIOOD CXeMBI FeHepaTopa CIydailiHbIX YUCeT, BXOI en_rndgen mpen-
cTaBjsieT co00ii BXOA pa3pelieHusl paboThl reHepaTopa caydyaliHbIX
yuces, Ha BxoJ clk_rndgen moctymnaeT TakToBbIit curHa. Ha puc. 2
NpeacTaBieHa BpeMeHHasl [uarpaMma paboThl TeHepaTopa ciaydaii-
HBIX YMCeJl, Ha KOTOPOil MPOIEeMOHCTPUPOBaHa paboTa reHepaTopa
MPU BKJIIOYEHHOM U OTKJIOYEHHOM pa3pellaiolieM CUrHaje ¢ Bxona
en_rndgen ¢ BpeMeHEeM BKJIIOUEHUS CXEMBI .

Tox nmotpe6aeHMst JaHHOTO 0JI0Ka reHepaTopa clydaliHbIX YHCe
cocTaBiyseT He O6osee 300 MKA, a BpeMsl BKJIIOUEHUS COCTaBJISIET
He 60siee 1 MKc. B pamkax paGoThl Obljia Mpou3BeaeHa ONITUMU3ALIU ST
cXeMbl 0J10Ka reHepaTopa CaydyalHbIX YMCes TI0 TOKY MOTpebdIeHU s
¥ 3aHUMaeMOo TIJIOIA 1.
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B naGopatopuum otmena pa3pabOTKU MHTETPAaJbHBIX CXEM
AO «<HUVMD» ObL10 IPOBEICHO UCCIIeI0BaHME TeHEPAaTOPOB CiIyvaii-
HOIi MOCeI0BaTeIbHOCTU B COCTABE dKCIEPUMEHTAIbHBIX 00pa31loB
1 B COCTaBe KOHEUHBIX U3aenunii. JlaHHOe UCcCcliea0BaHMe 3aKII0YaI0Ch
B OMpeeeHU! CTeNeHU paboTOCIOCOOHOCTU TeHepaTOPOB Cayyvaii-
HOI MoCIe0BaTEIbHOCTY U CPaBHEHUM pabOTOCITOCOOHOCTH UCXO/I-
HOT'O ¥ ONITUMU3UPOBAHHOIO reHepaTopa ciyyailHoii nocienoBaresb-
HOCTH.

JI7st IpOBeIeHU ST MI3MEPEHM I MCTI0JIb30BAJIOCh cleayloliee 000-
pynoBaHue: uctouyHuk nutaHusg — Gwlnstek GPD-73303S, reHepa-
Top/aHanu3aTtop curHaioB — Lecroy ArbStudio 1104, mnaTa nist mpo-
totuniupoBaHus Ha ocHoBe [TJIMC Xilinx Virtex-4.

[Ipu moMomu reHepaTopa/aHanu3atopa curHaioB — Lecroy
ArbStudio 1104 6b111 cOGpaHbI MOCIEI0BATEIbHOCTH JaHHBIX C BBIXOIA
reHeparopa cIydaifHoO mocaea0BaTeIbHOCTH IIMHOM 62500 GaiiT.

Cy1iecTBeHHO# Mpo06ieMoil anmapaTHbIX TeHEPaTOPOB Cayydaii-
HBIX YUCEJ SIBISIETCS] HATUUKMe OTKJIOHEHUI U KOppensiuuil B creHe-
pUPOBaHHOI MocienoBaTeIbHOCTU. CaMU MPOLECCHl MOTYT OBITh CIIy-
YailHBIMU, HO TPOOJIEMbl MOTYT BOSHUKHYTb B IIpoliecce U3MEPEeHUii.
B cBs131 ¢ 9TUM BO3HMKAET HEOOXOAMMOCTb B KOPPEKLIMU MOy YEHHOM
MOCeI0BATEIbHOCTHU CIYYaHBIX YMCEJT ISl TOBBIIIEHM ST 9HTPOITUH,
MPY KOTOPOIt BEPOSITHOCTHU TIOSIBJICHU ST IOTUYECKOTO HYJISI M € IMHUIIBI
MPUOIU3UTENTHHO paBHBI. CyIEeCTBYeT OOIBIIOE KOJIMYECTBO METOIOB
KOPPEKITNHU TSI yIAYUIIeHU s KauecTBa MOC/IeIoBaTeIbHOCTU. B paboTe
TPUMEHsITach KOPPEKIIKS C TOMOIIIbIo Mpeobpa3oBanust pon HeiimaHa.
ITpuHuMT 1TaHHOTO TTpeoOpa30BaHUSI COCTOUT B Pa30MEHUN UCXOTHON
MOCJIeA0BATeIbBHOCTH Ha Mapbl OUT € TIOCIEAYIOUIUM BEIOOPOM TOJIBKO
Tex nap, e COCeNHUE 3HAUCHU S PA3IUYHbI, TApbl C ONMHAKOBBIMU 3HA-
YEeHUSIMU OTOpachiBatoTCs. 151 BHIOpaHHBIX TTap B BBIXOIHYIO MOCIEN0-
BaTeJbHOCTb Ha3HAUalOTCsl KOHEUHbIe 3HaueHus. Ha puc. 3 mpuBeneH
MpuMep TaKoro npeodpasoBaHus. B ianHoMm npumMepe nape «10» Ha3Ha-
yaeTcs 3HaueHue «l», a 1s mapsl «01» HazHavyaeTcst 3HaYeHue «0», mapbl
«00» 1 «l1» ynansroTcst U3 ocyiea0BaTeIbHOCTHU.

ITo uroram npeob6pasoBanus ¢doH HeiimaHa nocienoBaresb-
HOCTb 3HAYUTEIBHO COKpAIaeTcsl, a e CTATUCTUYECKUE CBOMCTBA

sel_rndgen<1:0> —p»
en_rndgen —p|
clk_rndgen —p>

reHeparop
Cny4anHbIX Yncen
random number

generator

—p out_rndgen

Puc. 1. CumeonvHoe 0603HaueHue 610Ka 2eHepamopa CAy4aiHbLX Hucen
Fig. 1. Symbolic designation of random number generator

en_rndgen
clk_rndgen
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Puc. 2. Bpemennas duaepamma pabomol eeHepamopa cAy4aiHbix 4ucen

out_rndgen

Fig. 2. Timing diagram of random number generator operation
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Puc. 3. [Ipumep npeobpaszosanus ¢on Heiimana
Fig. 3. Example of von Neumann correction

MPUOJIUKAIOTCS K CBOMCTBAM, MPUCYIIUM CIydailHBIM MOCIEI0BA-
TEJIbHOCTSIM.

JI71st 9KCIpecc-OleHKM KayecTBa JaHHBIX MMOCIeI0BaTEIbHOCTh
Obly1a McclieloBaHa M0 HECKOJbKUM napameTpaM. OnMHUM U3 HanboJsee
MOKa3aTeTbHBIX KPUTEPUEB CIYYailHBIX TOCIEI0BATEIbHOCTEM SIBIISI-
eTcsl BEPOSITHOCTD MOSIBJICHU ST TOTUYecKUX «0» U «I» B MocaenoBaTeb-
HOCTH, KOTOpas B ujaeajabHOM ciiydae paBHa 50 %. Ciieayomum Kpu-
TepueM sIBIISITIACh CTEIEHb COKPAIIeHUsI IJTUHBI TTOCIEI0BATEIBHOCTH

Today random number generators are widely
used in microelectronic devices for various
tasks, including the creation of cryptographic
keys for secure data transmission. Due to their
important function in devices, it is necessary
for the elements of number sequence imple-
mented by the generator to be independent
of each other and have a uniform distribution.

These conditions are most accurately ful-
filled for hardware random number generators.
As off today one of the most secure integrated
circuits using a hardware random number gen-
erator are payment and ID microprocessor-
based smart cards with integrated non-volatile
memory [1,2,3].

The operation of hardware random num-
ber generators is based on the measurement
of physical process parameters that are ran-
domly changing in time. The process can
be described by classical or quantum physics.
The probabilistic nature of quantum phys-

ics is more suitable as the basis for creating

a similar device. However, these systems are
currently suitable only for those areas where
the reliability of random numbers is impor-
tant to such an extent that it compensates for
all material and intellectual efforts for these
devices production. [4]

In cases where you want a wide practical
application, the most suitable method is clas-
sical physics of macroscopic systems. Among
these, such effects as tracking thermal noise
in the resistor, the phase jitter in ring oscillators
and others allow one to generate random num-
ber sequences. Such devices are simpler to be
implemented and do not require special tech-
nology, but some factors, e.g. temperature, can
affect the quality of the generated sequence.

The designed random number generator
is a block that generates a random sequence
of logic states at the unit output. Requirements
for supply voltage correspond to the require-
ment voltage of the digital blocks. The cur-
rent consumption is proportional to clock

frequency (3.5nA at IOMHz). Limit clock fre-
quency is I00MHz. Fig. 1 shows the symbolic
designation of the developed block of the ran-
dom number generator.

The generator output is out_rndgen.
The input sel_rndgen is the pin for selecting
random number generator circuit, input en_
rndgen is the enable pin of the generator of ran-
dom numbers, the input clk_rndgen is the pin
for the clock signal. Fig. 2 shows the time dia-
gram of the random number generator opera-
tion that illustrates the operation of the gen-
erator when signal from input en_rndgen is on
or off. The switch-on time of the circuit is t0.

The current consumption of this block
of the random number generator is less than
300mA, and the switching time is less than Ius.
This work deals with optimization of the cir-
cuit of the random number generator by cur-
rent consumption and occupied area.

A study of generators of the random
sequence in experimental samples and the
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Fig. 6. The probability of “l1” in the sequence when the clock generator
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Mpu NpoBeaeHUU npeodpazoBaHus GoH HeiimaHa, KoTopast XapakTe-
PU3YEeT paBHOMEPHOCTH paclipele/eHU s 3HaUeHU I B ITOCJIe10BaTe ] b-
HocTH. Takke B KauecTBe KpUTepus Obljia BbIOpaHa CTeNeHb CXKaTus
apXMBaTOPOM IOCJEI0BATEILHOCTHU MocIe peodpazoBaHus poH Heii-
MaHa. 3Ha4eHMe CTeTNIeHU CXKaThsl 0TOOpaXkaeT OTCYTCTBUE JIMOO HaJIU-
yue 3aKOHOMEpPHOCTEl, 0OHapyKEeHHBIX apXuBaTOpoM. B ciyuaiiHoit
MOCJeA0BATEIbHOCTH 3aKOHOMEPHOCTEN OBITh HE JOJIKHO, TO3TOMY
pa3Mep cxKaTbiX (paityoB T0JIKEH OBITh HE MEHbIIIE UCXOAHBIX. Tak Kak

I/I3AEAI/IH MHUKPOSAEKTPOHUKH OBIIEIO N
CITETUAAN3HNPOBAHHOI'O HASHAYEHUA
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on; b) when the clock generator is turned off
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Fig. 7. The probability of “1” in the sequence when the clock generator
is turned on: a) for the input sequence; b) for the optimized sequence

B KaX/I0# CI0XHOU LM(POBOIl MUKPOCXEME MPUCYTCTBYIOT reHepa-
TOPBI TAKTOBOT'O CUTHAJIa MJIM TAKTOBBI CUTHAJ MOaeTCs U3BHE, 15
aHajin3a BO3MOXHOCTH BJIMSIHUSI TaKTOBOIO CHI'Haja Ha KauecTBO
TEeHEepUPYEeMON ClyyaiiHON MOCAeI0BaTEJIbHOCTU B TECTOBBII KpU-
cTaJu1 ObLJI BKJTIOYEH FeHepaTop TAKTOBO YaCTOTHI.

Bbiiv mpoTecTUpoOBaHbl CilydyaitHble MOCJIE0BATEIbHOCTH, TIOJTY-
YEeHHBbIE C pa3padOTAHHBIX TEHEPATOPOB: UCXOIHOTO U OMTUMU3UPO-

BaHHOTO. AHaJIu3 PE3YJIbTATOB MPOU3BOAUNIICA IO NEBATHU BLIﬁOpKaM
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3HaueHuit. [lociae nmpoBeneHus npeodbpasoBanusi ¢pon Heiimana
HMCXOMHBIE TIOCJIEIOBATEIbHOCTY YMEHBIIMIIUCH B 4—5 pas.

JIBonuHbIe (Dailabl CIyYaHBIX YUCEII 10 CXATUSI UMEITH CIeAYI0-
LK€ pa3Mephl: KCXOMHAs MMOCIea0BaTEIbHOCTL — 62500 OaiiT; mocie-
NOBaTEJIbHOCTh, MOJyYyeHHas mocjie npeodbpazoBaHus ¢hoH Heii-
MmaHa — 12500 6aiiT. CxKaTue TaHHBIX TPOU3BOIMIIOCH C MTOMOIIbIO
nmporpaMMmbl 7z Mpu CIeIYOUIMX HACTpoiiKax: (hopmaT apxuBa — zip,
YPOBEHbB CXKaTusl — yJabTpa, MeTos cxatust — Deflate, pa3mep cioBapst
32 KB, pazmep cioBa — 128.

IIpu OTKJIIOYEHHOM IFeHepaTope TAKTOBOM YacTOThI CPeNHUI pa3-
Mep MCXOMHOW MOCIEIOBATEIBHOCTH IMOCJE CXKAaTUs COCTABISIET
59458 Gaiita, uTo cocTaBiseT 95 % ot ucxomHOTO pa3mepa. s mocie-
JIOBaTeJIbHOCTH, TIOJIYUYEeHHOI TTocjie mpeodpa3oBanus poH HelimaHa,
9TO YKCII0 cocTaBiseT 12245 Gaiita (98 %).

[Ipu BKIIOUEHHOM reHepaTope TAKTOBOI YaCTOTHI CPEAHUI pas3-
Mep MCXOAHOU MOCIeN0BATEIbHOCTH MOCE CXKAaTUusl COCTABISIET
61754 Gaiita (98,8 %), aAyist MOC/IEAOBATEBHOCTH, TIOJYYEHHOI MoCe
npeobpasoBanus ¢hoH Heiimana, 910 yncio cocraBiseT 12648 Gaiita
(101,2%).

CpenHuii pa3Mep ONTUMHU3UPOBAHHOI MOCIEI0BATEIBHOCTHU MOCIE
cXKaTHs IPH OTKJTFOYCHHOM TeHepaTope TaKTOBOM YaCTOTHI COCTABIISICT
60866 Gaiita (99,5 %), 11 IOCAEA0BATEILHOCTH, TIOJYUYEHHOM MOCIe Tpe-
obOpasoBaHus poH HeiimaHa, 210 unciio cocrapnset 12633 6aiita (101,1%).

CpenHuit pa3zMep ONITUMHU3UPOBAHHOM TIOCTENOBATEIBHOCTH TIOCTIE
CKaTu sl IPU BKIIOYEHHOM TeHepaTope TAKTOBOI YACTOThI COCTABIISIET
62216 Gaiita (98,8 %), 17151 MOCIENOBATEIBHOCTH, MIOJYYEHHOIT TOCIE
npeobpasoBanus ¢oH Heiimana, 10 unciio cocrasisier 12631 Gaiita
(101%).

Ha puc. 4 npencraBiaeHbl pa3mepbl (haiiaoB cXKaTbIX MOCIeI0Ba-
TEJILHOCTEH, MOTYUYEHHBbIX C UCXOJHOTO U ONTUMU3UPOBAHHOTO 6J10-
KOB reHeparTopa cllyuyailHbIX YMce, TPU OTKJIIOYEHHOM U BKJIIOYEHHOM
reHepaTrope TaKTOBO 4acTOTHI. JLJIs1 HAJISITHOCTH TaKXKe 0TOOpaXeH
pasMep MCXOIHOI MOCIeI0BATEIBHOCTH.

Ha puc. 5 npencrasieHsl pa3mMepsl $HailioB cXKaThIX MOCTEI0BA-
TEJIbHOCTE! TToCsIe KOPPEKIINU, TIOTYUYEHHBIX C UCXOMHOTO U ONITUMHU-
3MPOBAHHOTO OJIOKOB reHepaTopa CaydyaifHbIX YUCe, TPU OTKITIOUYeH-
HOM U BKJIIOYEHHOM T€HepaTope TaKTOBOI 4acTOTHI. /17151 HATISIIHOCTH
TakXe 0TOOpakeH pa3Mep UCXOAHOI MOCIe0BaTeIbHOCTH.

Ha puc. 6 npeacTaBiieHO COOTHOIICHME JIOTMYECKUX HYJIeH U enu-
HUL TP OTKJIIOYEHHOM reHepaTope TAKTOBOI YaCTOTHI AJ1s1 MCXOLHOM
1 ONTUMU3UPOBAHHON MOCIe10BaTEIbHOCTEIA.

Ha puc. 7 npencraBjieHO COOTHOIICHWE JJOTUYECKUX HYJICH U eau-
HUII TPY BKJIIOYEHHOM IreHepaTope TAaKTOBOM YAaCTOTHI IJIsT UCXOMHOM
¥ ONITUMU3MPOBAHHOM MOCIENOBATETLHOCTEN.

[To pe3ynbTaTam ucciaenqoBaHUsI ObIO YCTAHOBIICHO, UTO BIUSTHUE
TeHepaTopa TaKTOBOI YaCTOTHI HE yXYyIIIaeT CTATUCTUYECKUE CBOM-
CTBa CTeHEPUPOBAHHON CITyYailHOI MOCIeNOBATEIbHOCTH.

1151 Gosiee TOUHOTO OTpeNeIeHUsT KaueCcTBa MOJTYyUYeHHBIX Cyvaii-
HBIX YHACEJI TPOBOASITCS Pa3InyHble CTATUCTUYECKUE TeCThl. M3 caMbIx
0000ILIEHHBIX COOOPaXKeH M MOKHO BBIICIUTD [Ba Klacca KPUTEPUEB:
OMIUPUYECKUE KPUTEPUU, IPU UCTIOJIb30BAHUU KOTOPBIX BBIYUCIISI-
I0TCSI HEKOTOPbIE CTATUCTUKM OT I'PYIII CIyYail HbIX UM CEJT; U TEOPETH -
YeCcKUe KPUTEPUH, 17151 KOTOPBIX aHAJIM3 MOCIeI0BATEIbHOCTU YUCE
TMTPOM3BOMUTCS TEOPETHUKO-YHUCIOBBIMU METOIAMU, HAll pEKYPPEHT-
HBIMU MpaBUIaMu, 00pa3yoIMMHU cliydyaliHble yucia [5].

B HacTosimee BpeMsI CyliecTBYeT OOJIbIOE KOJTUIECTBO MPO-
TPAaMMHBIX CPEICTB JJsI MPOBEPKU KauyecTBa CAYYaWHBIX YHUCE.
st onipenesieHUst CyvdaiiHbIX yrced HalluoHaTbHBIM UHCTUTYTOM
ctangaptoB u TexHojoruit (NIST) 6b1u pazpaboTtansl 15 TecTOB.
DTH TeCThl OCHOBAHBI Ha PA3JIMYHBIX CTATUCTUUYECKUX CBOMCTBAX,
MPUCYIIMX TOJBKO CIy4YallHBIM MOcCaeaoBaTeabHOCTAM. Ene otTHuM
M3BECTHBIM HAOOPOM TECTOB AJIsl aHalIu3a CIydyailHbIX Mocaeq0Ba-
TeJbHOCTEM sABasieTcs nakeT diehard, KOTOpblit cuuTaeTCsl ONHUM
13 Haubosiee CTPOruX CyUIeCTBYIOLIMX HAOOPOB TecTOB. B naHHOI
paboTe A5l MPOBEPKHU CBOICTB MOCIEI0BATEIbHOCTH MPUMEHSITNUCH
tecThl u3 maketa dicharder. ITakeT comepXxut 114 TecToB, BKIMOYas

composition of final products were conducted
in the laboratory of IC development depart-
ment of MERI JSC. The goal of this research
is to estimate the functionality of generators
of the random sequence, and to compare the
functionality of the original and optimized
random sequence.

The following equipment was used for mea-
surements: power supply — Gwlnstek GPD-
733038, generator/analyzer of signal — Lecroy
ArbStudio 1104, circuit board based on FPGA
Xilinx Virtex-4. The sequence of data from the
generator random sequence output with a length
of 62500 bytes was collected using the genera-
tor/analyzer of signal — Lecroy ArbStudio 1104.

A significant problem of hardware ran-
dom number generators is a large number
of deviations, and correlations in the gener-
ated sequence. The processes themselves may
be random, but problems can arise in the mea-
surement process. Therefore it is necessary
to correct the received sequence of random
numbers for increasing the entropy with the

probability of logic zero and logic one being

approximately equal. There is a large number
of correction methods of improving the qual-
ity of the sequence. The Von Neumann correc-
tion has been used in this work. The principle
of this transformation is to split the original
sequence into pairs of bits, and then select only
those pairs where adjacent values are different,
the pairs with the same value being removed.
Specific values are assigned to selected pairs
in the output sequence. Fig. 3 shows an exam-
ple of such a transformation. In this example,
the value 1 is assigned to the pair “10” and the
value “0” is assigned to the pair “01”, the pairs
“00” and “11” are deleted from the sequence.

As a result of the von Neumann correction
the sequence is significantly reduced, and its
statistical properties approach the properties
of random sequences.

The sequence was investigated according
to several parameters for the rapid assessment
of the data quality. One of the most revealing
criteria of random sequences is the probability

“1”

of logical “0” and in the sequence, which

ideally is equal to 50 %. The next criterion was

the degree of shrink of the sequence length
during the von Neumann correction, which
characterizes the uniformity of values distri-
bution in the sequence. After the von Neu-
mann correction the criterion of the degree
of compression sequence by the archiver was
used. The value of compression shows the
absence or the presence of regularities discov-
ered by the archiver. There should not be regu-
larities in a random sequence, so the size of the
compressed files should be not smaller than
the source. There are clock generators in every
complex digital circuit. Therefore it was
decided to include the clock generator in the
test crystal for the analysis of its influence
on the quality of generated random sequence.

Random sequences obtained with origi-
nal and optimized generators have been tested.
Analysis of the results was carried out on nine
samples of values. After the von Neumann cor-
rection the initial sequence decreased by a fac-
tor of 4-5.

Binary files of random numbers before
compression had the following sizes: the source




TecThl diehard, NIST u npouue TecThl. ABTOP YTBEpPK/1aeT HEBO3MOX-

HOCTb ITPOXOXIEHU I BCEX TECTOB. BTN MpoTeCTUPOBAHBI KaK UCXOI-
HBII, TAK ¥ ONTUMU3UPOBAHHBII TeHEPATOPHI Ha TeXHOJIOTUX 180 HM
1 90 HM.

BxonHBIMU TaHHBIMU IJI51 TECTUPOBAHUSI MOTYT OBITH KaK BBIXOJ
MPOrpaMMHOTO reHepaTopa, Tak U BXOIHOM ¢aiis ¢ BLIOOPKO ciyyaii-
HbIx yuces. [Taker dieharder oueHb TpeboBaTeIeH K 00beMY BXOAHBIX
JNAHHBIX, TO3TOMY JJIs IPOBEACHU S aHaIU3a ObLIM COOpaHbl OOIbIINE
00beMbl BBIOOPOK. OTNBITHBIM MYyTEM YCTaHOBJIEHO, YTO HEOOXOAU-
MBIl MUHUMYM BXOIHBIX TaHHBIX IJIsI OOJTBITMHCTBA TECTOB COCTAB-
JisieT oKoJsio 512 mera6aiit. [Iyisg KaXxIoTro TeCTOBOTO oOpasia Oblau
coOpaHbl TaKWEe 0OBEMBI CTyIaHBIX JaHHBIX. [IJIsT IBYX 00pa3iioB
JNIOTIOJTHUTEIbHO OBIJIO COOpAHO IO OJHOMY TTakeTy o0bemMoM | rura-
6aiit. Pesynbrar mpoxoxkaeHus tectoB dieharder s 1 I'b nanHbIX
aHaJlornueH oobemy makeTa 512 merabaiit. MicxonHas mocyienoBaTeb-
HOCTb NpOIIJIa Majoe KOJIMUecTBO TecToB (2—3 u3 114). [ToBbllIeHUE
3HTponuu MetonoM (poH HelimaHa mpuBesio K COKpalleH N0 BHIOOPKU
B 12—14 pa3 (10 35—42 M06aiiT) 1 K MOBBIIIEHN O KOJIMYECTBA TTPOXOIU-
MBIX TecTOB 110 25—30 u3 114.

Jlns npoBeaeHMs AajbHEHIIEero aHajau3a OblJIO peleHo 3amud-
poBaTh daitynbl ciyvyaitHbIX yucesa nmocpeacTsoM ajiroputma DES
B pexXuMe 3JIEKTpOHHOI KomoBoit KHUru (ECB) ¢ kitouamu «0».
B pesynbrare nojayvyaemble Mocae10BaTeJIbHOCTH YCTIEUIHO MPOILIN
106—110 TecToB u3 114. Takum 0O6pa3oM, B KauecTBe Hanbosee s dek-
TUBHOTO METO/Ia YAYUIIEHUS] CTATUCTUYECKUX CBOUCTB CIIyuyailHOM
MoCJe10BaTeIbHOCTH OBIJIO BEIOpaHO mudpoBaHue haiiios.

ABTOpPBI CUMTAIOT, UYTO B IaHHOU pab0Te HOBBIMU SIBIISIIOTCS CIIEY-
[olIMe MOJIOKEeHU ST U pe3yabraThl. Koppekiusa ¢doH HeitmaHa MoxkeT
OBITH UCIMOIB30BaHa TOJBKO AJISI OUEHKHU FOJHOCTHU TeHepaTopa ciy-
YailHbIX YKCe B COCTaBe M3MEJUs, KpUTepUeM OLEHKU SIBISIETCS
CcOoKpallleHue BBIOOpKY He Gosiee ueM B 16—18 pas. JIist 1oCcTHREH M st
BBICOKOI'O KayecTBa CJAy4yailHoil mocienoBaTeIbHOCTH MOBBILIEHE
SHTPOIUM TIPEIJIaraeTcsi MTPOBOAUTH IPU TTOMOIIHM TOTO WU MHOTO

I/I3AEAI/IH MHUKPOSAEKTPOHUKH OBIIEIO N
CITETUAAN3HNPOBAHHOI'O HASHAYEHUA

6sioka mndpoBaHUsl, UMEIOIIErocsl B cCOCTaBe KpucTasia. B pe3yib-
TaTe pabOThI OBLIU CIIPOEKTUPOBAHBI U U3TOTOBJICHBI 00pa3IIbl U3/Ie-
JIVi C UCTIONb30BAHUEM TEXITPOIIECCOB C MUHUMAaJIbHBIMU TOTIOJIOTH-
yeckumu Hopmamu 90 Hm u 180 HM [6, 7].
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sequence is 62,500 bytes; the sequence after the
von Neumann correction — 12,500 bytes. Data
compression was performed using 7z with the
following settings: archive format — zip com-
pression, level — ultra, compression method
is Deflate, size of dictionary — 32K B, word
size is 128.

When the clock generator is off, the average
size of the initial sequence after compression
is 59458 bytes, which is 95 % of the original size.
For a sequence obtained after the von Neumann
correction, this number is 12245 bytes (98 %).

When the clock generator is on, the average
size of the initial sequence after compression
is 61754 bytes (98.8 %). For a sequence obtained
after the von Neumann correction, this num-
ber is 12648 bytes (101.2 %).

The average size of the optimized sequence
after compression when the clock generator
is off is 60866 bytes (99.5%). For the sequence
obtained after the von Neumann correction,
this number is 12633 bytes (101.1 %).

The average size of the optimized sequence
after compression when the clock generator

is on is 62216 bytes (98.8 %). For a sequence
obtained after the von Neumann correction,
this number is 12631 bytes (101 %).

Fig. 4 shows the sizes of files of compressed
sequences obtained with original and opti-
mized blocks of the random number genera-
tor, when the clock generator is disabled and
enabled. For clarity the figure also illustrates
the size of the original sequence.

Fig. 5 shows the file sizes of the com-
pressed sequences obtained with the orig-
inal and optimized blocks of the random
number generator after the correction, when
the clock generator is disabled and enabled.
The size of the original sequence is also
shown.

Fig. 6 shows the probability of logical one
when the clock generator is off for the original
and optimized sequences.

Fig. 7 shows the probability of logical one
when the clock generator is on for the original
and optimized sequences.

Due to the research it was found that the
influence of the clock generator does not affect

the statistical properties of the generated ran-
dom sequence.

Different statistical tests are used for more
accurate determination of the quality of the
resulting random numbers. In general it is pos-
sible to highlight two classes of criteria: empir-
ical criteria and theoretical criteria; the first
being used for calculating some statistics from
groups of random numbers, and the second —
for analyzing the sequence of numbers by num-
ber-theoretic methods over recurrence rules
that form random numbers [5].

There is a large number of software tools
for testing the quality of random numbers.
National Institute of Standards and Technol-
ogy (NIST) has developed 15 tests for deter-
mining the random number. These tests are
based on various statistical properties that are
inherent only to random sequences. Another
famous set of tests for the analysis of ran-
dom sequences is a diehard test, which is one
of the most stringent existing test suites. In this
paper, tests from the dieharder package were

used to check the properties of the sequence.




AOKAAABI KOH®EPEHIIUU

The package contains 114 tests, including die-
hard, NIST, and other tests. The author con-
tends that passing all the tests is impossible.
The original and optimized generators were
tested on the technologies of 180nm and 90nm.

The input test data may be both output
of the generator and the input file with a sam-
pling of random numbers. The dieharder pack-
age is very demanding as regards the amount
of input data, so for the analysis large amounts
of samples were collected. It is empirically
established that the required minimum input
for most tests is about 512 megabytes. Such
a volume of random data was collected for each
test sample. A volume of IGB was collected for
two additional samples. The result of dieharder
tests for IGB of data is similar to the package
with volume of 512MB. The original sequence
passed a small number of tests (2—3 of 114).
An increase in entropy by the von Neumann
correction led to the reduction of the sample
by a factor of 12—14 (35—42MB) and increased
the number of passed tests to 25—30 of 114.

For further analysis it was decided to encrypt
the files with random numbers by the DES algo-
rithm in the Electronic Codebook (ECB) mode
with the keys “0”. As a result, sequences suc-
cessfully passed 106 to 110 tests of 114. Thus, file
encryption was selected as the most effective

method of improving statistical properties
of a random sequence.

The authors consider the following provi-
sions and results as novel. The Von Neumann
correction can only be used to assess the valid-
ity of the random number generator in the com-
position of the product; the evaluation criterion
is the sample reduction by a factor not more
than 16—18 times. To achieve a high quality ran-
dom sequence it has been proposed to increase
the entropy using an encryption block available
in the composition of the crystal. As a result,
product samples have been designed and man-
ufactured using processes with minimal topo-
logical norms of 90nm and 180nm [6, 7].
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970 YeTBEPTANA KHra CEPUM YHEOHBIX NOCOGHIA M3 4 KHUT, MOCBALLEHHBIX 0BLLMM CBEAEHNSIM 0 Ga30BbIX MATPUYHbIX KUCTA/IAX, BOMPOCAM
METOZO0/IONAM MPOEKTVPOBAHMS, CPEACTBAM NpoexTpoBaHus CATP «Koyer» v G1GMOTEKaM SHEEK Mosy3akasHbIX MUKPOCXeM cepuii 5503

1 5507.

Khura copepxuT onvcanme Grbnnotekv GyHKLMOHabHBIX SHEEK, NPeAHasHaYeHHbIX Ans npoekTpoBaHus cpeacteamu CAMNP «Kosyer»
CaMOCVHXPOHHBIX MHTErPasIbHbIX MAKPOCXEM Ha OCHOBE 6a30BbIX MaTpU4HbIX KpUCTasoB cepuit 5503 1 5507. CaMoCHHXPOHHBIE CXEMb
XapaKTepu3ytoTCs PSOM NapameTpoB, BbIrOAHO OT/MYAIOLLYX WX OT CUHXPOHHBIX CXEM, B TOM YIC/E YCTONYMBOCTbIO (YHKLMOHNPOBAHMS
K pa3bpocy 1 OTKIIOHEHMSIM MAPaMETPOB NIEMEHTHOI 6a3bl 13-3a CTAPEHIS ANEMEHTOB, BIUSIHUIO BHELLHIX BO3AEICTBYIOLMX (PakTOPOB,
HaMPSHXEHNS! MCTOYHIKA MATAHNS.

lpenHa3HayeHa ans paspaboTuMKoB PanMO3NIEKTPOHHON anmapaTypl, a Takke A1 NpenofaBarenel, CTYLEHTOB CTApLUKX KYPCOB
11 aCMVPAHTOB, M3y4aloLLMX COBPEMEHHbIE METO/bI MPOEKTMPOBAHHS CrieLman1anpoBaHHbix BIC.
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