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B noknane omucaHa cuctemMa AUCTAHIIMOHHOIO MOHUTOPMHTA U YINpPaBJIEHUs IJISI CEPBEPOB «DIbOPYC», OCHOBaHHAs

Ha TPUMEHEHU ! anmnapaTHOro MOAYJsl, coyeTalolero B cedbe Kak GyHKIMY MO AUCTAHLIUOHHOMY MOHUTOPUHTY U yIIpaB-

JICHUIO CPEICTBAMU BBIUYMCIUTEIbHON TEXHUKHU, TaK U BO3MOXKHOCTHU MO 0OeCTeueHU IO HaljIexKalllero KauecTBa 3alluThl

OT HCCAHKIIMOHUPOBAHHOTIO MOJAKJIIOUEHU A K CEPBEPY.

Kawuesvie crosa: yoanrennoe ynpasaenue; MOHUMOPUHe;, KOHMpoas docmyna; aymernmuguxauus;, AITM/I3.

The paper describes a system of remote monitoring and control for Elbrus servers. The system is based on a hardware module

that combines both functions of remote monitoring and management of computers, and the ability to provide high levels

of protection against unauthorized connection to the servers.

Keywords: remote control, monitoring, access restriction, authentication, trusted boot modules.

[IpobGaeMa TUCTAHIMOHHOTO YIIPABJIEHUSI 1 MOHUTOPUHTA CEPBe-
POB pacnpeneJeHHbIX KOMITbIOTEPHBIX CUCTEM TPAAUIIMOHHO pella-
€TCs 32 CUET MCIOJb30BaHMS peasiu3alluii U3BECTHOMU crieuuduKa-
uuu IPMI (Intelligent Platform Management Interface — nHTen1eK-
TyaJIbHBII HTEepdelic ynpaBaeHus niaardopmoii). JaHHas crienu-
¢dukaius O6ss1a pazpadoTaHa B 1998 r. Kopriopaiiueii Intel 1 ucronb-
3yeTcsi MHOTUMU BEIYIIMMHU MTPOU3BOIMTEISIMU BEIYUCIUTETbHOM
TeXHUKH [1].

Crneuucdukauusa IPMI ocHoBaHa Ha MCIOJb30BAaHUU armma-
paTHOU cOCTaBSIONICH, KOTOPOUl OOBIYHO SIBJISIETCSI KOHTPOJIIEP
yIrpaBjeHus MmatrepuHckoii miuatoit BMC (Baseboard Management
Controller) — pa3meniaemMblii Ha MATEPUHCKOM TJ1aTe aBTOHOMHBI i
KOHTpOJLIEep, paboTalo il HE3aBUCUMO OT LIEHTPaJIbHOTO Mpoliec-
copa, 6a30Boii cucteMbl BBoga-BeiBoaa (BIOS — Basic Input/Output
System) u onepatmonHoit cucteMbl (OC) komnbloTepa. KoHTposiep
BMC umMeeT coOCTBEHHBII NTpoleccCop, MaMsATh U CETEBOM MHTEP-
deiic u obecrieunBaeT ynpapjieHUe cepBepHOil naaTdGopmoii naxe
B TeX cJiydasiX, KOrja cepBep BBIKJIIOUEH (IIPU HAJIUYUK MTOAKITI0Ue-
HUSI K UICTOYHUKY MTUTAHWST).

Nurepdeiic IPMI, c oqHOIi cTOpOHBI, 1aeT MaclITaOHbIE BOZMOX-
HOCTH TI0 YIIPABJICHUIO CEPBEPOM, a C IPYTOil CTOPOHBI, OH UCIIONb-
3yeT cabyio omHO(GAKTOPHYIO ayTeHTU(hUKAIMIO TI0 TTaposio. [1oa-
TOMY MOXHO YTBEPXAaTh, UTO JaHHBII HHTepdelic mpeacTaBasieT
MOTEHIIMAaJbHYIO OMAaCHOCTh aTak Ha cepBep (B T. 4. BEIKIIOUEHHbII)
yepe3 HTepHET, yBeIUMUKMBasi BEPOSITHOCTh HECAHKIIMOHUPOBAH-
HOTO IocTyna K ero pecypcam. [lonyuyenue noctyna MOXeT AaTh
3JIOyMBILLJIEHHUKY MPAKTUYECKU HEOrpaHUUYEHHbIE BO3MOXHOCTHU
110 HECAHKIIMOHMPOBAHHOMY BO3ICHCTBUIO HA aTaKyeMblii cepBep
B cilyyae rnojydyeHust KoHtposs Haa IPMI (eMm., Hanpumep, [2—4]).

B pa6oTe [5] Ob11a mpensioxkeHa riyookast MonuduKalus amnmna-
PaTHO-NIPOTPAaMMHOI0 MOAYJISI JoBepeHHOoM 3arpy3ku (ATTM/I3)
cemeiictBa «KPUTITOH-3AMOK> [6] B 1iesisix BHenpeHust B ATIM 13
MOTIOJTHUTENbHBIX alllapaTHBIX KOMIIOHEHTOB U TPOTPAMMHBIX

MoOIyJieil, o6ecrieYnBaIONINX BEITIOTHeHUEe QYHKIIUI yIaTeHHOTO

ynpasieHust cepBepamu. JanHast Mogudukanus no3Boania Obl ooe-

CMeuynTh 6€30IMacHOE BBIMOJHEHME (DYHKLMI 10 YAaJICHHOMY yIpaB-

JIEHUI0, CBOMCTBEHHBIX KOHTpo1epy BMC.

Kaxk 6b1710 11oKa3aHo B [5], BO3MOXHO M MEePCIEKTUBHO CO3/1aHue
ATIMI3, coueTtatoniero B cedbe GyHKIMU, MPUCYIINE allllapaTHO-
TMPOrpaMMHBIM MOJLYJISIM IOBEPEHHOM 3arpy3Ku (3allMTa OT HECAaHK-
IIMOHUPOBAHHOTO AOCTYyTa, CTpOras ayTeHTU(hUKALIUS ITOJb30Ba-
TeJiel, KOHTPOJIb IIeJIOCTHOCTH TTPOTPAaMMHBIX MOyJeit u hopmu-
pOBaHMe IOBEPEHHOI OMepallMOHHOM cpebl), U GYHKLIUK 110 yaa-
JICHHOMY YIIpaBJICHUIO CEpBEPaMU IO 3alMIIICHHOMY KaHaJly CBSI31
MEXJ1Y YIpaBIsIeMbIM CEPBEPOM U aBTOMATU3MPOBAHHBIM paboYuM
mectoM (APM) anMuHuUCTpaTopa.

[Ipu 3TOM UMeET NMpaBoO Ha CYIIECTBOBAHWE U aJbTePHATUBHbI it
BapuaHT JOCTUXEHUS MOA00OHOro (yHKIIMOHAIa — MYyTEM COBMECT-
HOTO MCIOJIb30BAHMSI IBYX YCTPOMCTB:

* amnrmnapaTHO-MPOrpaMMHOIO MOIYJISI IOBEPEHHOM 3arpy3Ku;

* MOJIYJisl IMCTAaHIIMOHHOTO MOHUTOPUHTA U yIIPaBJIEHUS CepBe-
pamu (IAMY).

B kauectBe AITM/I3 MOXeT ObITh MCTOJIB30BAHO KJIACCUYECKOE
cepuiiHOe yCTpOoHCTBO. A moBepeHHBbIt Moaysb JIMY He TOoJIbKO
BBITIOJTHSIET QYHKIIUU, IpUcyie KoHTposiepy BMC, Ho u obe-
CHeYMBAET 3alUTY JaHHBIX, MIepeJaBaeMbIX B KaHaJle yIIpaBJIeHU
¥ MOHUTOPUHTA.

CxeMa CUCTEMBI C UCIOJb30BaHUeM Moayast MY nmokasaHa
Ha puc. I.

OCHOBHBIMM KOMITOHEHTaMH1 TaHHOM CUCTEMBbI SIBJISIIOTCSI:

* cepBep ¢ ycTaHOBJIeHHBIM Ha Hero AIIM/I3 u monyiem MY,
a TakXe NMporpaMMHBIM oOecrieyeHUeM IepBOHavyalbHOM
HACTPOWKM U MHUIIMAIU3auuu Mmonyist IMY;

* APM ueHTpaanm30BaHHOTO yIpPaBJIECHUS CEPBEPOM C COOTBET-
CTBYIOIINUM ITPOTPaMMHBIM 00eCTIcUeHHUEM.

Hcnonb3oBanue ATTM/I3 siBiisieTCSI ONMIIMOHATbHBIM: JaHHBI i
MOMYJIb TpeOyeTcs TOJBKO B cyyae HaJlu4uus TpedboBaHuUli mo ode-
CIICUYCH U0 TOBEPEHHOI 3arpy3KU 3alllMIIaeMoro cepBepa. Torma kak




JAMY obGecniedyrBaeT BHITIOJHEHUWE CIIENYIO-
WX TPy GYyHKIIAA:
1. ®yHKUUM IUCTAHLIMOHHOTO yIpaBJe-

HUSI 1 MOHUTOPUHTA CEpBEPa, B T. U.:
* YTeHUe MOKa3aHUi JaTUMKOB CepBepa;
* JIMCTaHLIMOHHOE BKJIOYEHUE, BBIKJI0Ue-

HUE U mepe3arpyska ceppepa;

* OOHOBJIEHUE MpPOrpaMMbl HavyaJbHOTO
cTapTa cepBepa;

* BeleHUE XypHalia COOBITHIL;

* TpoOpocC MoCIenoBaTEIbHOTO UHTEP-
eiica serial-over-LAN.

2. @yHk1Mu obecriedyeHust 6e30MacHOCTH
MHUCTaHIIMOHHOTO MOHUTOPUHTA U YIIpaBJIe-
HUS:

* ayTeHTU(UKAILUS TOTb30BATENEH;
* mudpoBaHUe U UMUTO3AUIUTA JTAHHBIX,
rneperaBaemMblX B KaHajle MOHUTOPUHTIA

U yIpaBJIeHUsT MEeXIY YHpaBisieMbIM

cepsepoMm U1 APM agMuHucTparopa.

Bropag rpynmna ¢byHKUMI BbIOTHSIETCS

MMUKPOCUCTEMBI

MO HacTporkn
M HMLManm3aumnm
Basic setup and
initialization software

Mogayne AMY
RCM module

ANMAI3 | TBM

Cepsep | Server

MO MoHUTOPUHra
1 yrpaBieHns
Centralized
management software

APM AomunHucTpartopa
Administrator’s
workstation

Puc. 1. Cxema cucmembl ducmanuuonnoeo MOHUMOpUHA U YnpaABAeHUs cepeepom

Fig. 1. The structure of the server remote management system with the RCM module

JAMY B TecHoMm B3aumoneiictBuu ¢ AIIM/13, eciu TaKOBOi yCTaHOB-
JIeH, UJIM aBTOHOMHO nipu otcyTcTBur AITM/13. B ciiyuae coBmecT-
Horo npuMeHeHust AIIM/I3 u JIMY naHHble ycTpoiicTBa paboTaloT
cormacHo KoHuenuuu ucnonb3zoBanus AIIM/I3 «KPUIITOH-
3AMOK>» B kauecTBe OCHOBHOT'O MOZYJISI oOecTieueHusT nH(OopMaIin-
OHHOI1 6€30MacCHOCTH CPeACTBa BhIUMCAUTENbHOM TexHUKU (CBT),
B KoTOpoit ATIM /I3 ocyliecTBIsIET LICHTPAJIU30BaHHOE YIIpaBICHUE
OCTaJIbHBIMU MONYJISIMU 321U THI, ycTaHOBIeHHbIMU B CBT. lanHas
KOHIIEMI[MSI OKMcaHa, B YaCTHOCTH, B [7].

Hacrpoiika moayns MY, a Takxe 3arpy3ka B Hero KJtouei
ayTeHTH(GUKAIMK BBITIOTHSIIOTCSI IPOTPaMMOii mepBoHaYaIbHOM
HacTpOWKMW M MHULMANU3AlUU, paboTamouieil B onepalluoOHHONK

B pamkax psinma pa6ot, npoBoaumbix OO0 Pupma «<AHKA»
coBMecTHO ¢ [TAO «<MHBYM um. U.C. bpyka», pazpaboTaHbl
KOMITOHEHTHI OTTMCAHHOW CUCTEMBI TUCTAHIIMOHHOTO yIIpaBJie-
HUS U MOHUTOPUWHTA AJIsI CepBEPOB «DIbOpPyC», BKIIOUAs CIEay-
o1ue:

* Moayib AMY;
* MporpaMMHoOe obecrieyeHue nepBoHavYaaibHOM HACTPOMKM U MHU-

LMalu3aluu;

* mporpaMMHoe obecrieueHre APM 1ieHTpaau3oBaHHOrO ynpasJie-

HUSI CepBEPaMU.

BHemrnuit Bua pazpadborannoro moayis JIMY mpeacrtaBieH
Ha puc. 2. JlaHHBII MOAYJIb BbITIOJHEH B hopM-(akTope 204-pin

cpelie yrpasJisieMoro cepBepa.

The problem of remote control and monitor-
ing of servers in distributed computer systems
is traditionally solved by using various imple-
mentations of the well-known IPMI (Intelli-
gent Platform Management Interface) spec-
ification. This specification was developed
in 1998 by Intel Corporation and now it is used
by many leading manufacturers of computer
equipment [1].

The IPMI specification is based on using
a specific hardware component — baseboard
management controller (BMC). It is usually
a standalone controller located on the moth-
erboard that operates independently of the
CPU, the basic input/output system (BIOS)
and the operating system of the computer.
BMC usually has its own processor, mem-
ory and network interface and provides con-
trol of the server platform even when the
server is turned off (just connected to a power
source).

On the one hand, IPMI gives large-scale
possibilities for server management, and

SO-DIMM u umMeer cienyomime KJaoueBble 0COOEHHOCTH:

on the other hand, it uses weak one-fac-
tor authentication by password. Therefore,
it can be argued that this interface is a cause
of a potential danger of attacks on the server
(including powered off) via the Internet. This
can increase the probability of unauthor-
ized access to the server resources. Gaining
access can give an attacker almost unlimited
opportunities for unauthorized impact on the
attacked server in case of taking control over
IPMI (see, for example, [2—4]).

It was proposed to use the deep modifica-
tion of the known model of Crypton-Zamok
hardware trusted boot module (TBM) [5]
based on implementing into TBM additional
hardware components and software mod-
ules that provide servers remote manage-
ment functions (see [6]). This modification
would allow providing secure performance
of remote control functions peculiar to the
BMC controller.

As it was shown in [6], it is possible and
promising to create a device that combines

the functions inherent to a TBM (protec-
tion against unauthorized access, strict user
authentication, integrity check of software
modules and creation of a trusted operating
environment), and servers remote manage-
ment functions performed via a secure com-
munication channel between the managed
server and the administrator’s workstation.
At the same time, the same functionality
can be achieved alternatively — by simultane-
ous use of the following two devices:
+ atrusted boot module;
+ and a specific module for server remote
control and monitoring (RCM module).
In such a case any known TBM can
be used as a first hardware module. Herewith
an RCM module not just performs the func-
tions inherent to the BMC, but also provides
protection of data transmitted in the control
and monitoring channel — between the server
and the administrator’s workstation.

The scheme of the distributed system using
the RCM module is shown on Fig. 1.
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Puc. 2. Moodyas JIMY
Fig. 2. The RCM module

MOJYJIb UMEET COOCTBEHHYIO CETEBYIO KapTy, paboTaloulylo aaxe
MPU BBIKJIIOYEHHOM cepBepe (ITPU HATMUYMU 1eXKYPHOTO MUTAHMS);
JAMY ocHalleH 1ByMs MUKPOKOHTpoJJaepaMu (OAUH U3 HUX
B OCHOBHOM PaboTaeT ¢ CeThIo, APYTOil — ¢ CEpBEPOM), UTO MO3BO-
JisieT obecneyuTh 6e30MmacHoCTh Npu B3aumoneiictsuu c AITM 13
1 paboTe uepe3 CeTh;

s BzauMogeictBusi ¢ ATIM/I3 B maHHBIX yCTpO#CTBaxX opra-
HU30BaH BBIIEICHHBII KaHa, TaKXe CIIOCOOHBIN paboTaTh Mpu
BBIKJIIOUEHHOM CepBepe;

MOJLYJIb TAK3K€ OCHAIlIeH YacaMy peaibHOro BpeMeHU ¢ baTapeii-
HBIM MUTaHUEM JIJIsI METOK BPEMEHHU B XXypHaJie onepaliuii.
PaspaboranHoe nporpammHoe obecrneyeHue (I1O) dyHKIMO-

yraopaBJI€HUA CEPBEpPAMU MO3BOJIACT OCYILIECTBIATL MOHUTOPUHT

u ynpasieHue 1o 1000 cepBepoB «Dabdpyc» ¢ onHoro APM.

TlpencraBiaeHHbI Moaysb IIMY no3BosisieT 06ecneyuTh 10cTa-

TOYHBII (YHKIIMOHAJ MO yaaJeHHOMY YIIpaBIEHHUIO cepBepamMu
«DnpOpyc» U UX MOHUTOPHUHTY. [Ipr 9TOM MOIYJIb SIBISIETCS TOBE-
PEHHBIM U 00ECIIeYMBAET BHICOKOE KAUYECTBO 3alIUThl OT HECAHK LM~

OHUPOBAHHOTO MCITOJIb30OBAaHUA KaHaJla TUCTaAHIIMOHHOTO YyIIpaBJie-

HUA 1 MOHUTOPHUHTA.
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The main components of this system are:

+ the server equipped with TBM and RCM
modules with the software that performs
the basic setup and initialization of the
RCM module;

+ the administrator’s workstation equipped
with the software for performing the cen-
tralized management operations.

TBM use is optional, because this module
is needed only in case of requirements to pro-
vide the secure boot of the server.

The RCM module provides the support for
the following groups of functions:

1. Remote control and monitoring func-
tions, including:

+ getting the current status of the server’s
Sensors;

* remote power on, shutdown and restart
of the server;

* updating the initial boot software of the
server;

+ event logging;

+ serial-over-LAN interface forwarding.

2. Functions that provide the security for
remote control and monitoring:

+ user authentication;

«AHKAI».

» encryption and integrity control of data
transmitted in the control and monitor-
ing channel between the server and the
administrator’s workstation.

The second group of functions is per-
formed by the RCM module in close coop-
eration with the TBM, if the latter is installed
on the server. Otherwise, these functions
are performed by the RCM module autono-
mously.

In the case of a joint use of TBM and
RCM these devices work according to the
concept of using Crypton-Zamok TBM as
the main module of the complex provid-
ing the information security for the server.
Such concept assumes that TBM performs
the centralized management of other protec-
tion modules that are installed on the secured
computer. This concept is described, in par-
ticular, in [7].

The basic setup and initialization soft-
ware perform the configuration settings of the
RCM module as well as the loading authen-
tication keys into it. This software is run-
ning in the operating system of the managed
server.

Components of the described remote con-
trol and monitoring system for Elbrus servers
have been developed in several R&D works
performed by “ANCUD” Company together
with “Brook INEUM?” PJSC. The developed
components include the following:

* the RCM module;

+ the basic setup and initialization software;

 the software for performing the centralized
management operations on the adminis-
trator’s workstation.

The developed RCM module is shown
in Fig. 2. This module is made in accordance
with the 204-pin SO-DIMM form factor.
It has the following main features:

* the module has its own network adapter
that works even when the server is pow-
ered off (in the presence of standby power
supply);

* the module is equipped with two micro-
controllers (one of them mainly works
with the network connection, and the
other one — with the managed server) that
allows ensuring the security when inter-
acting in distributed systems in the shown
configuration;




» the dedicated channel is organized in the
TBM and RCM modules to communicate
between them; this channel is also able
to work when the server is powered off;

» the module is also equipped with a battery-
powered real-time clock for timestamps
in the operation log.

The developed software runs in Elbrus
operating system. The current version of the
software for the administrator’s workstation
allows monitoring and controling up to 1000
Elbrus servers from one workstation.

The presented RCM module allows pro-
viding sufficient functionality for remote
management and monitoring of Elbrus
servers. The module also provides the high
quality protection against unauthorized

KOMMbIOTEPHAS APXUTEKTYPA.

access and use of the remote control and

monitoring channel.
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Takxe B KHUre OnucHIBaeTCs, kakum 06pasoM nporpaMMHOE 06ecredeHne 1 obnayHble
TEXHONOTUM CTa/I IOCTYMHbI 111 COTOBbIX TENEHOHOB, MAHLLETHBIX KOMMbIOTEPOB, HOYTOYKOB
1 [IPYruX MOBUAbHBIX YCTPOIACTB.

Knura npeaHasHayeHa kak ans npodecCuoHanbHbIX MHXEHEPOB 1 apXUTEKTOPOB, Tak
1 119 TeX, KTO CBA3aH C NPEenoaBaHneM 1 U3y4eHneM KypcoB COBPEMEHHOM apXUTEKTYpI
11 NPOEKTUPOBAHMS KOMMbIOTEPOB.

KAK 3AKA3ATb HALLW KHUTN?

125319, Mockea, a/a 91; A +7 (495) 234-0110; & +7 (495) 956-3346; knigi@technosphera.ru, sales@technosphera.ru





