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AHHoTauus: CTaThs IIOCBSIeHa pa3paboTke "yMHON" MoAy/n1bHOM 1abopatopuu Smartlab a1 yHHBepCUTeTOB
TeXHHYeCKOl HallpaB/leHHOCTH. B paboTe mpefcTaB/ieHbI Pe3y/IbTaThl pa3paboTKU Tpex MoAy1er 1abopaTopHu:
MOZYJIb KOHTPOJIS IOKa3aHUH KIIMMATa, YIIPaBaeHHU s 5KaII03U U MOLY/Ib LOCTYIIa B KabuHeT. HanaskeHa mepe-
Ja4da JaHHBIX C yCTPOMCTB Ha Be6-CakT C UCIIOb30BAaHHEM MUKPOKOMIIbIOTEpA. [1o/1ydeHHbIe MaTepHa/Ibl MOTYT
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Abstract. The paper is devoted to the SmartLAB "smart" modular laboratory development for technical universities.
The paper presents the results of development of three laboratory modules: a module for monitoring climate read-
ings, blinds control and an access module to the office. Data transfer from devices to the website using a microcom-
puter has been established. The materials obtained can be used for preparing the methodological manuals and fur-
ther training of students in practical skills in the framework of IoT courses and other related disciplines.
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BBEAEHUE

B mocienHue necsTUIETHS TeXHOJIOTUH MHTepHeTa
Bemen (Internet of Things, 10T) HabupatoT Bce 601b-
IIYIO ITOIY/ISIPHOCTD B POCCHH U B MUPE B L[eIOM. DTO
JIOTIOJIHHTE/IBHO IO TBEeP>KIaeT pe3yIbTaT OTKPhITOTO
3ampoca Internet of Things - 6osee 4 MsIH paboT 1o JaH-
HOM TeMaTHKe Ha I171aTGOpMe I10 IIOMCKY HayUHOM JIUTe-
patypsl [1]. JaHHbIe TeXHOIOTUH I103BOJISIOT CO3/1aBaTh
ymobuble 1 3¢ PeKTUBHBIE CHCTEeMBl AaBTOMAaTH3aLIUHU
B Pa3/IMYHBIX 00JIACTSIX, CBSI3bIBASI MEXKIY COOOM MHOIO-
YKC/IeHHBIe YyCTPOHCTBA, II03BOJISIS IlepeiaBaTh JAHHBIE
BHYTPHU CUCTeMBI yepe3 MHTepHeT. O6/1acTh NprMeHe-
HUS 3aBHCHUT TOJIBKO OT IIOCTABJIEHHOM 3aA4H: B IIPO-
MBIIIEHHOCTH CHCTeMa M3 JATYHKOB U YIIPAB/ISIOMHUX
MeXaHH3MOB MOKET OBITh HCII0JIb30BAHA 1JISI MOHHUTO-
PHHTA U yIIpaB/IeHHUS IPOU3BOACTBEHHBIMH I1POIIeC-
CaMHu, a B JOMAIIHEeH Cpejie YIIPaBIsiTh SHEPronoTpe-
6reHMeM, cUCTeMaMU 6e30IIaCHOCTH U OIIOBeleHHeM
0 COCTOSIHHH ITOMeIeHU .

Ha ceronHSIIHUM AeHb CYLeCTBYIOT Pa3IlYHbIe
poeKkTsl B 0b61acTu 10T, B y KasKA0ro CBOS ClieliudrKa
npuMeHeHHs. [InaTdopma /711 aBTOMATH 3L YMHBIX
IoMoB [2] u 3ganu (3], npegnpusityi 4, 5], obpasoBa-
TeJIbHble Habopsl /15 KO [6] 1 yuebHble 3aBeileHUS
JOIIOTHUTEebHOro 0bpa3oBaHus [7]. Bonee clIoKHBIE
CHCTeMBI yIIaKOBAHBL B TOTOBOE PellleHHe K HaIlpaB-
JIeHBl Ha Y3KOCIleIIHMa/IM3MPOBAHHBIe 3a/1a4H, a Ha
JOIIOJIHUTENIBHBIX 3AHSATHUSIX IIKOJBHUKOB 00y4aioT
6a30BBIM HaBBIKAM PabOTHI C MUKPOKOHTPOJIEPAMH.
ITpoMesKyTOUHOe 3BeHO OCTAeTCsl He3aIloTHeHHBIM.

B cBsI3H € 6BICTPO pa3BHBAIOIIEHCS OTPACIBIO 0T BO3-
HHKaeT HeoOXOJUMOCTb B ITIOATOTOBKe KBATHUPUIIUPO-
BAaHHBIX CIIEIIUAJIUCTOB, CIIOCOOHBIX CIIPOEKTHPOBATS,
cobpaThs U HAaCTPOUTH Takoe obopymoBaHue. ONHUM
13 Hanbosee aKTyaJIBHBIX MECT [IJIs1 TAKOH ITOATOTOBKH
SIBJISIIOTCSL yHUBEPCUTEThl TeXHUYeCKOI HallpaBIeHHO-
CTH. HeT cOMHeHMH B Ba’KHOCTH BHe/peHU 4 [0T B yHU-
BEPCHUTETHI Ha CAMBIX Pa3HbIX 3TallaX — KaK JJIs paspa-
OOTYUKOB, TaK U /IS [10/Ib30BaTesIek [8).

Ha ceromHsIMIHUM IeHb 1a60paTOpUH B TeXHUUE-
CKHX YHUBEPCHUTeTaX — 3TO KOMIIJIEKCHI, COCTOSIIHe
M3 CJIOKHBIX TEXHUYECKHX CUCTeM, YCTPOKCTB U alIllla-
PaToB, Ha COITIACOBAHME, 3aKYIIKY, YCTAHOBKY K 006CITy-
SKUBaHKe KOTOPBIX YXOLHUT MHOIO PecypcoB, a Ha CIIH-
CaHHe yCTapeBIIero WK BIIIEINIEr0 U3 CTPOst 060py-
nIoBaHUS - emle 6ompire. OGHOBIEHHE MTapKa TeXHUYe-
CKOV1 71aD0paTOpUU ~ 3TO LOJITOCPOYHAS U JOPOrOCTOS-
mas 3ajava, Tak YTO He Ka>KbIH YHUBEPCUTET MOXKET
CIIPAaBUTLCS CO CBOEBPEMEHHOU MoJiepHHU3a1er. CTOUT

INTRODUCTION

In recent decades, Internet of Things (IoT) technolo-
gies have been gaining popularity in Russia and in the
world in general. This is additionally confirmed by the
result of the open query "Internet of Things" - more
than 4 million papers on this topic on the platform for
searching scientific literature [1]. These technologies
allow creating convenient and efficient automation
systems in various fields, linking numerous devices,
allowing data transfer within the system via the
Internet. The field of application depends only on the
task at hand: in industry, a system of sensors and con-
trol mechanisms can be used to monitor and control
production processes, and in the home environment
to manage energy consumption, security systems and
room status notification.

Nowadays, there are various projects in the field
of 10T, and each has its own specific application.
Platform for automation of smart homes [2] and
buildings [3], enterprises [4, 5], educational kits for
schools [6] and educational institutions of additional
education [7]. More complex systems are packaged in
an off-the-shelf solution and are aimed at highly spe-
cialised tasks, while in additional classes schoolchil-
dren are taught basic microcontroller skills. The inter-
mediate link is left unfilled.

With the rapidly growing IoT industry, there is a
need to train qualified professionals who can design,
assemble and configure such equipment. One of the
most relevant places for such training are techni-
cal universities. There is no doubt about the impor-
tance of IoT implementation in universities at various
stages - both for developers and users [8].

Today, laboratories in technical universities are
complexes consisting of complex technical systems,
devices and apparatuses that take a lot of resources
to coordinate, purchase, install and maintain, and
even more to write off obsolete or failed equipment.
Updating the technical laboratory fleet is a long-term
and expensive task, so not every university can cope
with timely modernisation. It is worth noting that
despite these difficulties, the requirements of employ-
ers to the knowledge and skills that university gradu-
ates should possess are growing every year.

This paper proposes a flexible solution based on
IoT technologies that can be easily modified and/or
converted to other devices. "Smart" modular labo-
ratory SmartLab is a set of open modules that allow
conducting laboratory works in order to study IoT
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OTMETHUTh, YTO HECMOTPS Ha YKa3aHHBIE CJIOKHOCTH,
TpeboBaHUS paboTogaTesel K 3HAHUSAM U YMEHHSIM,
KOTOPBIMH [OJIKHBI 06/1afjaTh BBIIYCKHUKHU BY30B,
C KasK/IbIM TOJJOM TOJIBKO PacTyT.

B manHOM paboTe mpeparaercs rubkoe perieHHe
Ha 6a3e TexHOIOrUM 10T, KOTOPOE MOKHO JIerKO MO H-
GUITPOBATH U/UIN KOHBEPTHPOBATb B APyTHe YCTPOM-
cTBa. "YMHas" MopmynbHasi ntabopaTopus SmartLab - 310
Hab0p OTKPBITHIX MOAYJIeH, KOTOPBIE IT03BOJISIIOT IIPO-
BOJIUTB 1abopaToOpHbIe PabOTEI C I1e/IbI0 U3yUeHHUsI CTY-
TeHTaMHU TeXHONOrui [0T U IPUMeHSTh HMeIONTHecs
TeopeTHYeCKHe 3HAHHUS Ha IIPAaKTHKe. B KadecTBe IIpu-
Mepa 6bL1H BEIOPaHBI M HACTPOEHBI MOZAY/IH, KOTOPhIe
BJIMSIIOT Ha PaboToCriocO6HOCTH (KOHTPOIB ITOKA3aHUH
KJIMMAaTa, OCBEIeHHOCTB), a TAKKe MO3BOJISIIOT obe-
CIIeYUTh KOHTPOJIb IOCTYTIa K 060PyI0BAaHHIO (MOZY/Ib
KOHTPOJISI IOCTYIIA B KabHHeT). B JanpHermeM MIaHu-
PYyeTcst pacIIUPHUTD CIIeKTP QYHKIIMOHATBHBIX MOZY-
7neii. Pe3ynbTaTsl paboTsl ITpeCTaBIeHbI B AUIIIOMHO
pabote 1 6ymyT KCIIONB30BAHEL [J151 CO3MAHUS METOLH-
YeCKoro rocobust B paMKax U3ydeHHs Kypca [oT u gpy-
TMX CMEKHBIX AUCIUIUIMH. CTOUT OTMETHUTB, YTO B IIPO-
Liecce peasM3alivu ObITH BBISIBJIEHBI HABBIKH, HE0OX0-
OYIMBIe CTyIeHTaM JJ1s1 paboTsl C yKa3aHHBIM 060pymo-
BaHMEM, a TaK>Ke ITPOBe/IeHO PAHKUPOBaHHE CJIOKHO-
CTH COOPKU M HACTPOMIKHU MOJYJIeH.

MPAKTUYECKASI YACTb

B ocHOBe paboTBI JIESKUT CO3LaHKe MOAYIBHOM 1abopa-
Topuu SmartLab, KoTopas moria 651 YAYYIIKUTD IIPAK-
THYeCKHe HaBBIKU CTYLEHTOB II0CPeCTBOM COOPKH,
HACTPOMKH U YCTAHOBKHU PA3THYHBIX MOZYJIel B Kabu-
HeT. Tak, HanprMep, B IIpoliecce COOPKU K HACTPOMKHU
CTYLAEHTHL CMOTYT IIPUMEHHUTh Ha IIPAKTHKe 3HaAHUS
U YMeHUs, II0JIyYeHHBbIe B Kypce I10 IIPOrpaMMHUPO-
BaHMIO Ha s3bIKe PHP U 3/1eKTpoTexHUKe. Jlajiee TOTO-
BBIMH MOZIY/ISIMH MOTYT 6BITh 060pyIOBaHBI JIabopaTop-
Hble KabUHeTHI /IS OTC/IeSKMBAHU S [TOKA3aHUHI KU~
MaTa, GUIBTPALIMHU OOCTYIIA U CO3OaHHSA KOMOpPT-
HOM cpenbl. IIpu 3TOM, UTO Ba’KHO, K OCHAIlaeMOMY
KabHMHeTy He IpelbsBIseTCS KeCTKHUX TpeboBaHHUI,
[I09TOMY KabMHeTOM, I[ie MOXKeT Pa3BepHYyThCS TaKasl
MOZY/IbHASI TADOPATOPH I, MOSKET CTATh JIF0b0e IoMelrte-
HHe By3a. KoHIemIK 1ab0paTopry C OIIMCAHUEM KasK-
JIOTO MOZYJIS IIpeICTaB/IeHa B BUJIe CXeMBbI Ha pHC.1.

MUKPOKOMITbIOTEP

I[1epBBIM U IVIABHBIF KOMIIOHEHT MOJY/IbHOM 1abopaTo-
PHH —~ MUKPOKOMITbIOTep. Ero MpUHLIMII PabOTHI 3aK/1I0-
YaeTcs B IIOJIYYeHHH, XpaHeHUU U BBIBOJE JaHHBIX.
MuKkpoxroMmIipoTep ¢ rmomoinpo HTTP-3ampoca mpu-
HHMMaeT [1apaMeTpbl U 6/1arofapsi CKPUIITAM Ha SI3bIKe
PHP obpabaTbiBaeT UX. [lajiee 3aIIKChIBAeT JaHHBbIE
B Tabnu1y 1160 0TKa3bIBaeT, eC/IU ITapaMeTphl ObLIH
BBeJEHbl HEBEPHO. MUKPOKOMIIBIOTEP BBIIIOIHSIET
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technologies by students and apply the available
theoretical knowledge in practice. As an example,
modules that affect the performance (control of cli-
mate readings, illumination) and allow providing
access control to the equipment (access control mod-
ule to the room) were selected and configured. It is
planned to expand the range of functional modules
in the future. The results of the work are presented in
the thesis and will be used to create a methodological
manual as part of the study of 10T and other related
disciplines. It is worth noting that in the process of
implementation the skills required for students to
work with the specified equipment were identified,
and the complexity of module assembly and configu-
ration was ranked.

PRACTICE

The work is based on the modular SmartLab develop-
ment, which could improve students’ practical skills
by assembling, customising and installing various
modules in the classroom. For example, in the pro-
cess of assembly and customisation, students will
be able to apply in practice the knowledge and skills
acquired in the course on PHP programming and elec-
trical engineering. The modules can then be used to
equip laboratory rooms to monitor climate readings,
filter access and create a comfortable environment. At
the same time, what is important, there are no rigid
requirements to the equipped room, so any room of the
university can become a room where such a modular
laboratory can be deployed. The concept of the labora-
tory with a description of each module is presented in
the form of a diagram in Fig.1.

MICROCOMPUTER

The first and main component of the modular labo-
ratory is the microcomputer. Its principle of opera-
tion is to receive, store and output data. The micro-
computer receives parameters via HTTP-request and
thanks to PHP scripts processes them. Then it writes
the data to the table or rejects it if the parameters
were entered incorrectly. The microcomputer acts as
a server and outputs a web page, thus visualising the
required data in the form of graphs or messages. The
canvasjs library [9] was used to display the graphs.
After successful configuration, enter the microcom-
puter address in the browser. The result of the web
page will be shown in the Results section. The web
page will contain text messages with information
about the climate in the room and the last successful
login, as well as graphs showing changes in the cli-
mate state (temperature, humidity and illumination
respectively) over the last 24 hours. A Raspberry Pi 4
Model B microcomputer [10] was chosen to implement
this module.
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Puc.1. KoHuenuus modynbHoli Aabopamopuu SmartLab Ha npumepe mpex mMmodyAeli U ynpasasiouezo 6Aoka (MUKpokoMnblomepa)
Fig.1. Concept of the modular SmartLab on the example of three modules and a control unit (microcomputer)

GyHKIIMIO cepBepa U BBIBOAUT BeO-CTpaHUILY, BU3ya-
THU3UPYs TAKUM 06pa3oM HeobXo1iMble JaHHBIE B BUIE
rpaduKOB KK coobieHU . [l 0To6paskeHHs Tpadu-
KOB OpL1a HCII0NIb30BaHA bubnuoTexa canvasjs [9).

ITocsie ycrienTHOk HACTPOMKU BBOAHM afipec MUKPO-
KOMIIpIOTepa B Opaysepe. PesynbTaT paboTel Beb-
CTpaHHUIBI OyZeT IpUBeleH B pa3zesie "Pe3ysbTaTh .
Beb-cTpaHuLa bymeT comepkaTh TeKCTOBBIE CO06-
IeHUs ¢ MHGOpMallMel 0 KIKMMaTe B IIOMeIleHUH
Y IOoCJefiHEeM YCIIeIIHOM BXOfle, a TakKe rpaduKH,
oTobpaskarolue U3MeHeHUs COCTOSIHHUS KIHMaTa
(TeMmIepaTtypa, BIa>KHOCTb U OCBEIeHHOCTb COOTBET-
CTBEHHO) 3a mocjaefHue 24 4, Jlns peanu3anyu gaH-
HOTO0 MOZ /151 6bI7T BHIOpaH MHKPOKOMIIBIOTEp Raspberry
Pi4 Model B [10].

MOJAY/Ib NOKA3AHUI KIMMATA

Mopaynb KOHTPO/IS IIOKAa3aHUM KIHMaTa cobupaeT
JaHHBIEe CO BCeX IOAK/IKYEHHBIX K HEMY JAaTYHKOB
u nocpenctsoM HTTP-3ammpoca mmepegaeT Ux Ha agpec

CLIMATE CONTROL MODULE

The climate control module collects data from all sensors
connected to it and transmits them via HTTP request to
the microcomputer address, running a PHP script that
records them in the database. This module writes the
values of temperature, humidity and illumination to the
database at intervals of 5 minutes. The following compo-
nents were used to implement this module: Iskra Nano
Pro microcontroller, DHT22 temperature and humid-
ity sensor, ESP-01 wireless communication module and
VT90N2 photoresistor. This module is presented in Fig.2.

SHUTTER CONTROL MODULE
The shutter control module creates comfortable light-
ing for the room in which it is installed. The device is
operated by a photoresistor and by changing the tilt of
the louvre blades, which is driven by an inbuilt servo
drive. This module has several control modes.

In the first mode, the shutters will automatically
close in bright light thanks to the photoresistor. When

VoLr.17 No.1 2024 NANO INDUSTRY



OBPA3OBAHME

5V GND

3V3 A0

3anyck nporpammbl
Running the program

!

MNH1UMALMSA KOMNOHEHTOB
Initiation of components

!

OxxnagaHme 5 MUH
Waiting 5 min

!

C60p AAaHHbIX C AaTYMKOB

Collecting data from sensors 4_‘

Het | No

[JlaHHble cobpaHbl
The data has been collected

l Aa|Yes

®dopmunposaHmne HTTP-3anpoca
Formation of HTTP request

!

OTnpaBka 3anpoca
Sending an enquiry

Puc.2. ®omozpapus pabomarouiezo modyas Ha makemuoli naame (A), cxema c6opku (B) u 6a0k-cxema mModyas KOHMpPOAS nNoKa3a-
Hul kaumama (C). KomnoHeHmel (B): 1 — damuuk memnepamypsl u 8aaxxHocmu AM2302 (DHT-22); 2 - modyAb 6ecnposodHoli ces-
3u ESP-01; 3 - pomope3ucmop VTION2, nocnedosamenbHo noOKAUYeHHbIl K pe3ucmopy Ha 10 kOm; 4 - naama Iskra Nano Pro
Fig.2. Photograph of a working module on breadboard (A), assembly diagram (B) and block diagram of the climate control module (C).
Components (B): 1 - temperature and humidity sensor AM2302 (DHT-22); 2 - wireless communication module ESP-01; 3 - photoresis-
tor VTO0ON2 connected in series to a 10 kOhm resistor; 4 — board Iskra Nano Pro

MHKPOKOMIIBIOTEPA, 3anycKasi PHP-CKpUIIT, KOTOPBIX
3aIMCBIBAeT UX B 6a3y aHHBIX. [JaHHBIK MOJY/b 3aIlH-
ChIBAET 3HAUYEeHM I TeMIIePaTyphl, BIaKHOCTH U OCBe-
IIeHHOCTH B 6a3y JaHHBIX C MHTEPBAJIOM B 5 MHH.
[l peaniM3allM JaHHOTO MOJTY/1s1 OBUIM HCII0/Ib30BAHbI
C/efyIolIe KOMIIOHEHTBI: MUKPOKOHTpostep Iskra
Nano Pro, faTYMK TeMIIepaTypsl U BiaaskHoCcTH DHT22,
Moznyb OecripoBofHOM cBS3u ESP-01 u poTopesncTop
VT90N2. [JaHHBIK MOAY/Ib IPeZCTaB/IeH Ha PUC.2.

MOAVY/b YIPABJIEHUA XAJIO31
Mopynb yrpaB/eHHs SKaJII03K Co3aeT KOMGOpPTHOe
OCBeIl[eHH e JI/I5 [IOMeIleH s, B KOTOPOM OH YCTaHOBJIEH.

HAHO MHAVCTPUA Tom 17 Ne1 2024

the button is pressed, the mode is changed with an
audible message.

In the second mode, the shutter status is controlled
by an IR signal sent from the remote control when a
certain button is pressed. If the same button is pressed
again, nothing will happen, but if another button is
pressed, the status of the shutter will be changed and
a record will be sent to the database. Thanks to the IR
remote control it is possible to open or close the blinds
remotely. After each state change, data on the shutter
position and the mode in which the position change
occurred are sent to the server. On the block diagram
"1" is symbolised as return to the beginning of the
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Is the close button pressed?

[a|vYes

-

Het | No TexyLlee NonoxeHne Ja|Yes
>Kanto3n — 3aKpbITO?

Is the current louvre
position closed?
1

3aKpbITh XKano3u
Close the blinds

|

1

Puc.3. baok-cxema pabomsl MOOYASI ynpasAeHUsl XXKaAk3U npu pexcume ynpasaedus ¢ UK-nyabma
Fig.3. Block diagram of the shutter control module operation in IR remote control mode

PaboTa ycTpOKCTBA IIPOMCXOLUT 3a C4eT GOTOpe3rcTopa
Y M3MeHeHHUS HaKJIOHA JIaMeJleH 5KaJII03H, KOTOpble
IIPUBOASITCS B IBHUSKEHHUE C IIOMOLIBIO BCTPOEHHOT'O Cep-
BOIIPUBOZA. JJaHHBIN MOJY/Ib KMeeT HECKOIBKO peskKH-
MOB yIIpaB/IeHHS.

B I1epBOM pesKMMe IIPH SIPKOM OCBellleHHH SKaTI03H1
aBTOMAaTH4eCKH OymyT 3aKphIBaThCs 6rarogapst oTope-
3ucTopy. IIpu HaskaTUH Ha KHOIIKY ITPOUCXOLHUT CMeHa
Pe’KHMa C COOTBETCTBYIONIHUM 3BYKOBBIM COOOIIEHHEM.

Bo BTOpOM peskKHMe yITpaB/ieH e COCTOSTHHEM SKaJTF031
OCYIIeCTBIISIeTCS C TOMOIIbi0 MK-cUTHaa, oTIIpaBiise-
MOTO C ITy/IBTA IIPH HaSKaTHH Ha OIIpefle/leHHY0 KHOIIKY.
IIpy IIOBTOPHOM Ha’kaTHH Ha TY >Ke KHOIIKY HHUYero He
OyneT MPOMCXOAUTD, OLHAKO IIPH Ha>KaTHH Ha JIPYTYI0
KHOIIKY COCTOSIHHE 3KaJTI03H OymeT M3MeHeHO C I1ocIe-
OyIOIIe OTIIPABKOM 3aNKCH B 6a3y TaHHEIX. Braromaps
WK-mIy/BTy eCTh BO3MOKHOCTD YAa/IeHHOI'O OTKPBITHS
HUTH 3aKPBITHS JKaJTI031. T10C/Ie KaskI0k CMeHBI COCTOSI-
HHUS Ha CepBep OTIIPABIISIOTCS JaHHBIE O MONOKeHUH
SKaJIIO3U U pesKHMe, ITPH KOTOPOM ITPOM30IIIa CMeHa
nonoskeHHUst. Ha 6110k-cxeme "1" ycrioBHO 0603HaveH BO3-
BpaT B Hauaslo IiKK/Ia (puc.3). CxeMa 1 poTorpadusi roto-
BOT'O MOZLY/IsI [IPeZICTaB/IeHBI Ha PHC.4.

MOAVY/Ib AOCTYNA B KABUHET
Mognynb focTyma B KabUHeT siBsieTcs Haubonee HHTe-
PECHBIM C TOYKH 3PEHHUS UCIIONTb3YeMBIX TeXHOJIOT UM

cycle (Fig.3). Diagram and photo of the finished mod-
ule are shown in Fig.4.

CABINET ACCESS MODULE

The cabinet access module is the most interesting in
terms of the technologies used and has more function-
ality than the other modules presented in this article.
The module works with RFID cards and tags. With the
RFID reader, it will be possible to open or close the door
depending on the unique identification number.

Two variants of module operation are implemented:

« The door is opened from the database stored on the
memory card connected to the module. At each
start-up, the number of users on the memory card
will be checked against the database. In the event
that the number does not match, a corresponding
message will be displayed on the LCD screen.

+ Opening the door and identification will be done
by HTTP request to the server with the following
request. After running one or another function, the
program will return to waiting for the card to be
attached. The main problem with this kind of work
may be the delay, which is undesirable when there
is a large flow of students. This problem is solved by
replacing the HTTP request with a wired connection
to the server via an RS-485 communication inter-
face. However, this makes the solution wired.
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Puc.4. Cxema nodkawoyeHus komnoHeHmos (A) u ¢gomozpadus ycmaHosneHH020 ModyAs 8 xanto3u (B). KomMnoHeHmMbl:
1 - mukpokoHmponaep Iskra Mega; 2 — modyab becnpogodHol ces3u ESP-01; 3 - MIK-npuemHuk HX1838; 4 — kHonka makmosas
TS-A2PS-130; 5 - nbe3oanexmpuueckudl usaydamenb 38yka HPAL7A; 6 — pomope3sucmop VTION2, nocaedosamenbHO NOOKAOUYEH-
Hbill K pe3ucmopy Ha 10 kOm; 7 - ceemoduodHas WKaaa ¢ peaucmopamu Ha 220 Om; 8 - cepgonpusod MG995

Fig.4. Wiring diagram of the components (A) and a photograph of the installed module in the shutter (B). Components: 1 - Iskra Mega
microcontroller; 2 - ESP-01 wireless communication module; 3 - HX1838 IR receiver; 4 - TS-A2PS-130 clock button; 5 - HPA17A
piezoelectric sound emitter; 6 - photoresistor VT90N2 connected in series to 10 kOhm resistor; 7 — LED scale with 220 ohm resistors;

8 - servo drive MG995

Y UMeIOIIU I 60/1bIKN QYHKIIMOHAN, YeM Y APYTHX,
IIpe/ICTaB/IEHHBIX B CTaTbe, MoAyJIeH. Moayib pabo-
TaeT ¢ RFID-kKapTamMu U MeTKaMH. C IOMOIILIO
RFID-cUUTHIBATE/ISI MOKHO OyeT OTKPBIBATh U
3aKPBIBATh ABEPh B 3aBUCHMOCTH OT YHHKAIBHOTO
HIeHTHPHKALIKMOHHOIO HOMepa.

Peanu30BaHHI 1BA BAPHAHTA PaboTel MOAyIsi:

e OTKpBITHE ABePH IMPOUCXOAUT M3 6a3bl JaH-
HBIX, XPaHSIIeNCsl Ha KapTe MaMsTH, MOJ-
KJA0YeHHOU K MOAY/I0. IIpH Ka’kAoM 3aIly-
CKe OyZeT CBepsIThCS KOTMYECTBO II07b30BaTe-
JIer Ha KapTe MaMsTH ¢ 62301 JaHHBIX. B ciy-
Jae, eCJIM KOJTUYeCTBO He OygeT cOBmagaTs,
Ha JKK-3kpaH 6ymeT BBIBOLUTCS COOTBETCTBYIO-
mee coobuieHMe.

e OTKpBITHE ABePH U UAeHTHOUKAL U bymeT
OpOUCXOAMTh Hpu momomu HTTP-3ampoca
Ha cepBep C IMOCJIeAYIOUHM 3amrpocoM. Ilocie
3alycKa TOW MJIK WHOM QYHKUIHH IporpaMMma
BepHETCHd K OKHIAHHUIO IMPHUK/IALBIBAHMUSI
KapThl. IIpu Takoi paboTe riaBHOM mpobie-
MOM MOXeT OBITH 3a/lep>KKa, KOTOpas SBIIS-
eTcsl HekelaTeJIbHOH NMPHU 60ABIIOM IOTOKE
CTymeHTOB. JlaHHas mpobiema pemaeTcs
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As soon as the card is attached to the reader, the
function of forming a request is started, followed by
sending and receiving a response from the server.
If the response from the server is negative, the red
LED will light up and a text message will appear
on the scoreboard informing that the access is
denied (Fig.5, 1). In case of a positive response, the
green LED will light up, the LCD display will show
"PLEASE GO", and the piezoelectric sound emitter
will emit a special signal (Fig.5, 2).

RESULTS AND DISCUSSION

In the course of the work done, the following mod-
ules were assembled and configured: module for cli-
mate readings control, blinds control and access to
the office. Data on the status of the modules are out-
put by means of RPi microcomputer to the site in the
following form (Fig.6).

Also, as a result of the work, the skills that stu-
dents need to build and customise these modules were
identified and ranked by level of difficulty (Table 1).
Where 1 is basic knowledge of programming and pro-
totyping; 2 - understanding of the basics of HTTP pro-
tocol in addition to knowledge 1; 3 - understanding of



Puc.5. ®omozpaguu pabomatrow,ezo Modyasi KOHMpPoAs docmy-
na: 8xod paspeueH (pomo 1, 3eneHas Admnouka), 6xod 3anpe-
weH (pomo 2, KpacHas AAmMnouKa)

Fig.5. Photos of the working access control module: entry is
allowed (photo 1, green light), entry is forbidden (photo 2, red
light).

nyrtem 3ameHsl HTTP-3ampoca IpOBOOHBIM
coelMHeHHEM C CepBepoM uepe3 UHTepdelic
cBs3u RS-485. OgHaKoO 3TO [menaeT pelleHHe
IIPOBOAHBIM.

Kak To/nbKO KapTa 6yneT MpUI0oKeHa K CUUTHL-
BaTeJl0, 3amycKaercsd QyHKLIHS GOPMUPOBAHUSL
3aIpoca C mocjaeAyolel OTIPaBKOM U IPUeMOM
OTBeTa OT cepBepa. EC/IM 0oTBeT C cepBepa HPUIET
OTpHULIATeNbHBIN, TO 3aTOPUTCS KPACHBIM CBETO-
IHOJI, 1 Ha Tabjo MOSIBUTCS TEKCTOBOE COODIeHIe
C MHOOPMHUPOBAHHEM O TOM, UTO LOCTYII 3allpelleH
(pI/IC.S, 1). B cly4ae IIOJIOKHTEJBHOI0 OTBeTa 3aro-
PUTCA 3e/leHBIN CBeToA MO, Ha LCD-gucmiee oTo-
6pasutcsa "TIOKAJIYUCTA, TIPOXOOUTE", a mbe-
303JIeKTPUYECKU N H3/lydaTelb 3ByKa U3JacT CIle-
LIUaJbHBIM CUTHAJI (pHc.S, 2).

PE3Y/IbTATbI U UX OBCYXAEHUE
B xome mpomenaHHOHN paboTsl OBIIK COOpaHB
M HACTPOEHBHI C/IeAyIiue MOAY/IKM: MOLY/Ib KOH-
TPOJIsl IOKa3aHUM KJAKMMaTa, yIpaBleHHUs SKall03H1
U IocTyIla B KabuHeT. [laHHbIE O COCTOSSHHUH MOJY-
J1ell BBIBOJSITCS IIOCPENCTBOM MHKPOKOMIIbIOTepa
RPi Ha caliT B c/lefyoomieM Bue (pUc.6).

Taks>ke B pe3ynbTaTe paboThl OBIIIN BHISIBIEHBI
M PaH>XHMPOBAHBI I10 YPOBHIO CJIOKHOCTHU HaBBIKH,
KOTOpble HeOOXOAUMBL CTyAeHTaM AJs c6bopku
Y HAaCTPOMKHU JAHHBIX MoAyJiet (Tabi. 1). Ime 1-3T0
6a30Bble 3HAHUS IPOrPAMMHUPOBAHUS U IIPOTO-
TUIIUPOBAHHUSA,; 2 ~ IOHKMMaHHe OCHOB IIPOTOKOJIA
HTTP momo/lHUTEeNbHO K 3HAHUSIM 1; 3 - IOHU-
MaHHe OCHOB paboThl y3KOCIEeIMaJU3UpPOBaH-
HBIX KOMIIOHEHTOB MOLYJIs (mpum., UK-cUTrHATB
HUIHW PagHOo4YacTOTHAsl HAEHTHUOUKALIUSA)
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Fig.6. Web page with information on the status of modules
and integrated sensors

the basics of narrowly specialised components of the
module (e.g. IR signals or radio frequency identifica-
tion) in addition to 2; 4 - ability to work with Linux-
systems, databases and create web pages on HTML/
CSS. It is planned to use the obtained results for the
formation of methodological manuals.

Thus, the concept of a modular laboratory was
developed and designed (Fig.7). The following mod-
ules were assembled and configured using IoT tech-
nologies, namely, climate readings control mod-
ule, cabinet access and blinds control module. These
modules are easy to assemble and configure, effec-
tive in using and learning IoT technologies. Each of
the modules fulfils a specific function.

The climate control module allows automatic
reading and entering of temperature, humidity and
light readings into the database. The shutter control
module allows optimal utilisation of natural light
and control of natural light levels in laboratories.
This not only reduces energy consumption, but also
contributes to a comfortable working atmosphere,
which is important for the productivity of students
and teachers. The classroom access control module
provides security by preventing unauthorised access
and protecting valuable equipment. This contributes
to the preservation of property and personal safety
in educational institutions.

It should be noted that one of the key tasks of this
work was to integrate the modules into the educa-
tional process of higher educational institutions
of technical orientation. The blinds control mod-
ule was tested on second-year students of the direc-
tion 15.03.04 "Automation of technological processes
and productions"” of the Department of IUTS of ISAU
Dubna State University in its simpler modification.
The students managed to assemble and configure
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Tabnuua 1. Heobxodumble 3HaHUSs 051 peanu3auuu modyAell U paHXKUPOBAHLUE CAOKHOCMU
Table1. Required knowledge for module implementation and complexity ranking

YpoBeHb c/ioxHocTu (oT1 a0 5)
Difficulty level (1 to 5)

Ha3BaHue moayns Heo6xoauMble 3HaHUS 415 peaiu3alum MoAayAs

Knowledge required to implement the module

Name of module

MWKpOKOMMbOTEP
Microcomputer

YMeHue paboTaTh € Linux-cuctemamu 4
Ability to work with Linux systems

3HaHMe TeXHONOr N 6a3 JaHHbIX
Knowledge of database technologies
OCHoBbI MporpamMmuposaHus Ha PHP
PHP programming basics

OCHOBbI CO3aaHNA Be6-CTpaHuL, HA HTML/CSS
Basics of creating web pages with HTML/CSS

Mopaynb KOHTpOs
nokasaHum KammMara
Access control module

ba3oBble 3HaHMA MPOTOTUNMMPOBAHUSA 2
Basic knowledge of prototyping

Ba3oBble 3HaHMA MpOrpamMMMpoBaHns Ha Arduino C
Basic knowledge of Arduino C programming

[TOHMMaHue 0CHOB nNpoTokona HTTP
Understanding the basics of the HTTP protocol

Mopaynb ynpasieHus
dKanto3u
Shutter control module

ba3oBble 3HAHWS MPOTOTUMNMPOBAHMUS 3
Basic knowledge of prototyping

Ba3oBble 3HAHMSA MPOrpamMMMpoBaHms Ha Arduino C
Basic knowledge of Arduino C programming
[MOHMMaHVe OCHOB MpoTokona HTTP
Understanding the basics of the HTTP protocol

MoHMaHne 0CHOB paboTbl ¢ MIK-curHanamm
Understanding of the basics of IR signal handling

Mogaynb goctyna
B KabUHeT
Cabinet access module

ba3oBble 3HaHMA NPOTOTUNMMPOBAHUA 3
Basic knowledge of prototyping

ba3oBble 3HaHMS MporpaMmmpoBaHms Ha Arduino C
Basic knowledge of Arduino C programming

[MTOHMMaHVe 0CHOB rMpoTokona HTTP
Understanding the basics of the HTTP protocol

MoHVMMaHMe OCHOB paboTbl C paAMO4ACTOTHOM
naeHTUdUKaumen

Understanding of the basics of working with radio frequency
identification

MOIIOJIHUTE/IBHO K 2; 4 — yMeHHe pa60TaT1> c Linux-
cucrteMaMu, 6a3aMu JaHHBIX U CO34aBaTh Beb-

the module in such a way that the control is per-
formed using a remote control and IR receiver with

cTpaHulbl Ha HTML/CSS. TTonydeHHbIe pe3yabTaThl
IJIAaHUPYeTCsl UCIIOAb30BaTh 419 GOPMUPOBAHUS
MeTOLHUYeCKUX [I0COOUH.

Takum obpasom, 6ss1a pazpaboTaHa K CIpoek-
THPOBaHA KOHIIEMNILIUS MOAY/IbHOM nabopaTopuu
(puc.7). CobpaHbl U HAaCTPOEHBI CIeIyIoI e MO YIH
C HMCII0JIb30BAaHHEM TexHoJIoruu 10T, a UMeHHO:
MOAY/Ib KOHTPOJIS IIOKa3aHUM KJIKMMaTa, AOCTyIa
B KabUHeT U yIpaB/leHHU s Ka/1l03U. JlaHHbIe MOAY/IH
SBJSIIOTCS INPOCTBHIMHU B c6OpKe UM HACTpOIKe,
5pPeKTUBHBIMHU B HCIIOJIb30BAHUMU U H3yUeHUU
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subsequent recording of information on the site [11].
The site provides an opportunity to receive values sent
from "smart" devices and store data with the possibil-
ity of further visualisation. In the future it is planned
to introduce other developed modules into the educa-
tional process of the department.

CONCLUSIONS

The SmartLab modular laboratory is a promising
solution for technical universities, which combines
advanced technologies, optimisation of resources and
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MwuKpokommnbloTep
Microcomputer

Mopaynb KOHTpoONs Mogaynb
nokasaHui kammara yMpaB/eHNs Xaso3n
Climate control module Shutter control

module

Mogaynb KOHTpons
pocTtyna
Access control module

Puc.7. ModyabHas nabopamopus SmartLab e 3D (uantocmpauus)

Fig.7. Modular SmartLab in 3D (illustration)

creation of comfortable conditions for learning and
research. Its implementation will contribute to the
development of technical knowledges of future spe-
cialists and teach them to successfully cope with the
challenges of the modern world.

In the future, it is planned to modify the solution [12]
for remote measurements via WiFi, as well as to develop
a module for improving storage conditions of various
substances and experimental samples for chemical and
biological laboratories. All the obtained solutions will
be converted into methodological manuals with further
testing in IoT courses and related disciplines, expand-
ing the toolkit of the modular laboratory and creating
flexible solutions for different types of tasks.
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IoT-TexHOMOTUH. Ka>kABIH M3 MOZ Y€l BBIIIOTHSIET
CBOIO 33/IaHHYI0 QYHKIIHIO.

Mopynp KOHTPOJISI IOKa3aHUH KJIKMaTa I103BO-
JisleT aBTOMATUYeCKH CYUTHIBATh JaHHbIe M BHOCUTH
B 6a3y JaHHBIX [I0Ka3aHUS TeMIIepaTypsl, BIasKHO-
CTH U OCBEIlleHHOCTH. MOAY/Ib YIIPaB/IeHHU S KATI03HU
[103BOJISeT ONITUMAJIbHO HCII0/NIb30BATh €CTeCTBEeH-
HOe OCBelleHHe U KOHTPOJIHPOBATh YPOBEHb ecTe-
CTBEHHOTIO CBeTa B 1abopaTopusix. DTO He TOJIBKO
CHH’KaeT SHepromoTpebieHHe, HO U CIIOCO6CTByeT
CO3IaHUI0 KOMGOPTHOM pabodeil aTMocheprl, UTO
Ba’KHO [JIsI IPOAYKTHUBHOCTH CTYJeHTOB U IIperoja-
BaTesei. Moayab KOHTPOJIS OCTyIIa B KabuHeT obe-
creynBaeT 6€30MaCHOCTD, IIpeJOTBpallasi HeCAaHK-
LIMOHHMPOBAHHBIN JOCTYII U 3alHIIasi leHHoe 060-
pyZoBaHMe. DTO CIIOCOOCTBYeT COXPAaHEHHIO C06-
CTBEHHOCTH U JIUYHON 6€30IIaCHOCTH B yU4eOHBIX
3aBeJleHUSX.

CTOUT OTMETHUTH, UTO OJHOM M3 KII0UEBBIX 3a1a4
JOAHHOM pPaboThl OblJIa MHTErpaLlus MOAYJIEH B yueb-
HBIM IIPOLECC BBICIIUX yqe6HHx 3aBeJeHUUN TeX-
HUYeCKOM HAITPaBJIeHHOCTH. MOAY/Ib yIIpaBlIeHUS
SKaJTI03M ITpoIIesT anpobaluio Ha CTyJeHTaX BTOPOro
Kypca HampaBiaeHHs 15.03.04 "ABTOMaTH3aLIHs TeX-
HOJIOTUYeCKHUX IPOLIeCCOB U MPOU3BOACTB" Kade-
aper UYTC HMCAY TocymapCTBeHHOTO YHUBEPCHU-
TeTa "[lybHa" B ee 6omee IpoCcTON MOAUUKAIIHH.
CTymeHTaM ynanoch cobpaTh U HACTPOUTH MOAYIb
TaKUM 06pa3oM, YTOOHI yIIpaBIeHHe OCYIeCTBIIs-
JIOCh C IIOMOIIBIO Iy/1bTa B MK-mpreMHHKa C mmocjie-
AyIolllel 3allMChi0 HHQOpMaLUK Ha cauT [11]. CamuT
MIPeJOCTABIISIET BO3MOKHOCTh IIPUHUMATh 3HAUEHU S,
OTIIpaBJIeHHBIE C "YMHBIX' YCTPOMCTB M XPaHUTD aH-
HBIe C BO3MOKHOCTBIO Ta/IbHEeHIIIer BU3yalU3alluH.
B manpHeMIIeM IUIAHUPYETCSI BHeIPUTH B 06pa3oBa-
TeJIBHBIH ITpoliecc Kapeqpsl U APyrye paspaboTaHHbIe
MOZYJIH.

BbIBO/Lbl

MopynsHas nabopatopus SmartLab npexncrasiser
coboll mmepcreKTHBHOE pellleHHe /ISl yHUBepCUTe-
TOB TeXHHUYeCKOHN HaIlPaBJIEHHOCTH, KOTOPOe coue-
TaeT B cebe mepe/ioBble TEXHOJIOT UK, ONITUMH3ALIHIO0
pecypcoB U co3laHHe KOMPOPTHBIX YCIOBUH AJ1s1 06y-
YeHU s U UCCIeloBaHUH. Ee BHenpeHUe byeT criocod-
CTBOBATh Pa3BUTHIO TeXHUYECKOM IO KOBAHHOCTH
OyAyLIKMX CIelMaJlHCTOB U HAy4YUT yCIIeNIHO CIIPaB-
JISITBCSL C BBI30BAMHU COBPEMEHHOI0 MHpa.

B nanpHemmeM IIaHUPYeTCsI MOAUPUILILPOBATH
pelieHue [12] 0714 IpoBeeHUs yAaleHHBIX H3Mepe-
HuM 110 Wi-Fi, a Takske pa3paboTars MOLY/Ib AJISI YIyd-
IIeHUS yCJOBUM XPaHeHMS pa3/IMYHBIX BellecTB
Y 9KCIIepHMEeHTa/IbHBIX 00pa31i0B A1l XUMHUYeCKHUX
1 bronoruveckux aabopatopun. Bce monydeHHble
pemieHHs: 6yyT KOHBePTUPOBAHBI B MeTOLUYECKHe
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rocobus ¢ manpHemmen anpobaue B paMKax Kyp-
coB [0T ¥ CMeXXHBIX JUCLIUIIIMH, PaCIIU PSS HHCTPY-
MeHTapHI MOAYIbHOM 1ab0paTopru U co3/iaBasi THb-
KHe pellleHH s /151 pa3HBIX THUIIOB 3a/1au.

NHOOPMALIUA O PELLEH3UPOBAHUK

Penmakiuys 671aroqapuT aHOHMMHOTO pelleH3eHTa (peLieH-
3eHTOB) 3a UX BKJIaJ B PelleH3UPOBaHUe 3TOM paboThl,
a TaK>Ke 3a pa3MellleHHe CTaTed Ha CaHTe XypHaja
Y I1epefavy Ux B 3/IeKTpoHHOM BH/ie B HOE eLIBRARY.RU.

Jlekaapauus o KoHgAuKme uHmepecos. Asmopsl 3a28Ast0im 06
0MCYMCmauU KOHPAUKIMOB UHMepecos UAL AUMHLIX OMHOUEHUL,
KOmopble Mo2Au bbt nosAUAMb Ha pabomy, npedcmasAeHHyto 8 daHHOL
cmamee.
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