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MNpepctaBneHa COBOKYMHOCTb paspaboTaHHbIX Mopayner, o6pasyloWmux S4po  NporpaMMHOro
obecrieyeHuns 3KcnepMMeHTasIbHOro o6pasua nporpaMMHo-annapaTtHoro komnnekca (MAK) KoHTpons
c60eyCcTOMYNBOCTU NpoekTa MUKpocxeMbl. KOHTpob c60eyCTOMYMBOCTU OCHOBAH Ha MCMOJIb30BaHUMU
paclUMpeHHOro MeToAa BHECEeHUSl HeucrnpaBHOCTEW, MoApasyMeBaloWero MoAe/MpoBaHue
MHOrOoypoBHEBOrO BO3[AEWACTBUS HeucnpasHocTen. [porpammHblie moayau TMMAK ob6ecneumsaioT
06paboTKy MpoeKTa MWUKPOCXeMbl, FeHepauuio cnucka c6oes, reHepauuio TeCTOBbIX BO3JENCTBUMA
M 06paboTKy pe3ynbTaToB MoAennpoBaHus. TeXHUYeCcKue pelleHus, BorioweHHble B MAK, no3sonsioT
BbINOJIHATb TM6KUI BbIGOP UCTOYHUKOB BO3HUKHOBEHUS c60eB B MUKPOCXeMe U NoJjiyvaTb AeTasibHyio
MHopmaLMIo 0 NoKaIU3aLUM KpUTUYeCKux c60eB, NPUBOASALLMX K OTKasy MOAENMUPYEMON CUCTEMBI.
Mcnonb3osaHue MNJIMC-NpoTOTMNMPOBAHNSA BMECTO NPOrpaMMHbIX CUMYJ/ISTOPOB NPU MOoAe/InpoBaHNU
no3BoJISIeT f,06MTbCS YCKOPEHUS NpoLiecca KOHTPOsis C60eyCTONYNBOCTU.

A set of developed modules that form the software core of the experimental prototype of
a hardware-software system (HSS) for control of fault tolerance of IC design is presented.
Control of fault tolerance is based on the use of the extended method of fault injection,
which implies the modeling of the multi-level impact of faults. Software modules of HSS
provides processing of the IC design, generation of the list of faults, generation of test inputs
and processing of the simulation results. Technical solutions embodied in the HSS, allow a
flexible choice of sources of faults in the chip and obtaining detailed information about the
localization of the critical faults that caused a failure of the simulated system. The use of
FPGA prototyping instead of software simulation allows to accelerate the control of fault
tolerance.

a3paboTka yCTPOMCTB THIIA 'CHCTeMa Ha KpH-
cranine” (CHK) BR/IIodaeT B cebsl pelieHHe LIeJIoro
KOMILIEKCA B3aUMOCBSI3aHHBIX 3a/1a4 OT IIPO-
eKTHPOBAHUS CTPYKTYpPHl U BbIOOpa ammapaTHOM
6a3bl 10 peaM3al My KCIIePUMeHTAIbHBIX 06pas-
1oB. [Ipu 3TOM, IpPOBeeHUe TeCTUPOBAaHUS pabo-
TOCIIOCOBHOCTH Ha 3Tame pa3paboTKU UMeeT Iep-
BOCTeIleHHOe, a JJIsl yCTPOMCTB Ha OCHOBE 3aKa3-
HBIX U [I0JIy3aKa3HBIX MUKPOCXEM ~ KPUTHUYECKOe

3HaYeHHe, TaK KaK KaueCTBO TeCTUPOBAHHU S CyIIe-
CTBEHHO BJIHSeT Ha CTOUMOCTb pa3paboToxk.
K ycTpoHcTBaM CIlellMaAbHOIO Ha3Ha4eHHs (B 4acT-
HOCTH, KOMIIOHEHTaM KOCMHYeCKOH TeXHHUKH)
NpebsIBIASIOTCS AOIOJHUTeNbHBIe TPebOBaAHUS
o obecreyeHHI0 paboTOCIIOCOOHOCTH B YCIOBU X
BO3/IeHCTBH S aIrPECCUBHEIX BHEIIHHUX Cpefi. B cBsA3Hu
C 3TUM, aKTYaJIbHO TeCTUPOBaHHUE C60eyCTONYINBO-
CTH ycTporcTB THNa CHK Ha 3Talle UX pa3paboTKH.
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[IupoKO U3BECTHO, YTO OJLHHUM K3 OCHOBHBIX
HCTOYHUKOB Cc60eB 3IeKTPOHUKHU KaK KOCMHU-
YeCcKOTOo, TaK ¥ HAa3eMHOTO IPUMeHeHHU S SIBIS-
eTcsl KocMmu4yeckas paguanus [1]. TectTupoBaHue
paboToCrIocOOHOCTH MHUKPOCXEM B YCIOBHUSIX BO3-
OEeNCTBUS paJHalUM OO6BIYHO IMPOU3BOAUTCS
MeTOJIOM BHECEHHS HEHCIIPABHOCTEH U MOXKeT
BBIIIOJHSATHCS TKUO0 Ha IO3OHUX CTAAHUAX pa3pa-
OOTKM IyTeM HCIBITAHUS 3KCIePUMEHTAIbHBIX
06pa3LioB B YyCKOPHUTENSX YacTHUL, 1KubO0 HA paH-
HHUX CTaJHSIX IIyTeM MoJelupoBaHus cboeB mpo-
eKTOB MHUKPOCXeM C IPHMeHeHHeM IIPorpaMMHO-
amnmapaTHBIX KOMIIJIEKCOB (TTAK). BTopoi crocob
[103BOJIsIeT M36eXKaTh JOPOTOCTOSIEro U3roTOB-
JIeHU Sl SKCIIepUMEeHTAJIbHBIX 06pa3IioB B IIUKJIAX
TeCTUPOBAHHUSI-NIePelIPOEKTUPOBAHHUSI U I03-
TOMY HCIIONIb3yeTCsI MHOTUMH pa3paboTuuKaMHU.
M3BeCTHO MHOXeCTBO peaju3allli allapaTHO-
IIPOTPAaMMHBIX PelleHUH (B YaCTHOCTH, [2-5]) ois
KOHTpons paborocnocobHocTu CHK B YCIOBHSIX
BO3[eHCTBUS KOCMHUYECKOHN pajuanuu. MMeoTcs
pemrenus Ha ocHoBe IIJIMC-IpOTOTUIIMPOBAHUS,
KOTOpble 0becreYnBAIOT ONTHMAaJJbHOE COOTHO-
IeHUe LeHbl U 6sicTpomericTBus [1AK [6]. OgHaKO
HM3BeCTHBIE ITOAXO0LBl He 00eCcIIedyuBaOT BO3MOXK-
HOCTb JeTaJIbHOT0 HCCIeJOBAHUS BO3NeNCTBUS
HCTOYHHUKOB c60eB Ha MUKPOCXEMBI.

B maHHOH cTaTbe pPacCMOTpPeHa COBOKYII-
HOCTb IIPOTPAMMHBIX MOAYJIel pa3paboTaHHOIO
ITAK /1 KOHTPOJsi c60eyCTONYHMBOCTH IIPOEKTa
MHKPOCXeMBbI, HCIIOJIb3yIOIero pacliupeHHBIH
MeTOJ BHeCeHHsS HeHCIIpaBHOCTeH [7]. Metof

HCII0Nb3yeT CTeK U3 Tpex Mojerner (BHEIIHUX BO3-
NEeNCTBHUH, MOSIBJIeHHUS YIrpo3 U JIOKaJHU3aLluHU
HeHCIPaBHOCTeH), U MO03BOJseT HCCIeA0BaTh
MHOIOYPOBHEeBOe BO3/IeHCTBHEe HeHCIIPAaBHOCTEH
Ha MHKPOCXeMy.

CTpyKTypHas cxeMa mnpeziokeHHoro ITAK nipen-
CTaBJIeHa Ha puc.l. KoMIjaekc cooep>KUT B CBOeM
cocTaBe pabouyio CTaHILKIO, Ha 6a3e KOTOPOM pea-
JM3yeTCs NporpaMMHas COCTABIAIOIAA, A TAKXKe
YeThIpe CHelHaTu3MPOBaHHBIe IIJIATH PacIIKupe-
Hus Xilinx Virtex-6 FPGA ML605 Evaluation Kit.

ITAK mo3BossieT OLleHUTb C60eyCTOMYHUBOCTD
ycTpolcTB Tuna CHK /15 NIPOM3BOJIBHOM Liese-
BOM ammnapatHou 6a3sl (LIAB), peanu3ys molia-
ropoe mojenupoBaHue [8]. JaHHAd MeTOLHKa
ImogpasyMeBaeT NpoBeJeHre QYyHKIMOHATBHOIO
TEeCTHPOBAHM A MCXOMHOTO [IPOEKTA MHKPOCXEMEI,
OIIKMCAaHHOIO Ha IIOAMHOXeCTBe s3bIKa Verilog
[9] Ha ypoBHe M POBLIX QYHKLHMOHAJBHBIX JJIe-
MeHTOB IJAD nyTem ITJIMC-IpOTOTUIIMPOBAHM S,
C HOC/IeNYIOIIMM BHeApeHHeM CPe/CTB BHeCeHU S
c60eB B HCXOHBIH IIPOEKT U IIpoBefeHHeM QyHK-
LIHOHAJIbHOIO TeCTUPOBAHUA MOAUGHUIIUPOBAH-
HOIO IIPOeKTa C ompejeeHHMeM UX 3KBUBAJIeHT-
HOCTHU. B ciyyae 3KBUBaJIeHTHOCTH MCXOJHOIO
U MOAUPUIIMPOBAHHOIO IIPOEKTOB MeTOAMKaA
NpeAnKChiBaeT MOJeJIHPOBaHHEe QYHKIIMOHHUPO-
BaHUS [OC/TIe[JHETO B YCIOBUSX Haluuug cboes,
pe3yJIbTaThl KOTOPOTO [T03BOJISIIOT ONPeIeIUTh c6o-
eyCTOMYHBOCTb UCXOJHOIO [IPOeKTA MUKPOCXEMBI.

PaccMOTpHUM IIPOrPaMMHYIO COCTABIISAIONLYIO
paspaboranHoro ITAK.

evelopment of devices of

"system on chip” (SoC) type

includes a whole set of
interrelated tasks from design of
structure and selection of hard-
ware base to implementation of
experimental samples. At the
same time, the testing efficiency
at the design stage is paramount,
and for devices that are based on
custom and semicustom chips it
is critical, as the quality of test-
ing significantly affects the cost
of development. Devices for spe-
cial purposes (in particular, com-
ponents of space equipment)
must meet additional require-
ments to ensure the operability

in the conditions of aggressive
external environments. In this
regard, the testing of failure tol-
erance of devices like SoC at the
stage of their development is
urgent.

It is widely known that one of
the main failure sources of elec-
tronics in both the satellite and
terrestrial applications is cosmic
radiation [1]. The testing of oper-
ability of chips in conditions of
radiation exposure is usually pro-
vided by method of fault injec-
tion, and can be executed either
on later stages of development
by testing experimental mod-
els in particle accelerators or

in the early stages, by simula-
tion of failures of designs of the
chips with use of hardware-soft-
ware systems (HSS). The second
method avoids the costly fabrica-
tion of experimental samples in
the cycles of testing, redesign,
and therefore is used by many
developers. Many implementa-
tions of hardware and software
solutions to control the operabil-
ity of the SoC under conditions of
exposure to cosmic radiation are
well known (in particular, [2-5]).
There are solutions based on FPGA
prototyping, which provide the
optimal ratio of price and perfor-
mance of HSS [6]. However, the
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Puc.1. ®yHKyuoHanbHas cxema MAK: KI'C - komnoHeHm 2eHepauuu cnucka cboes; KI'T — KOMNOHEHM 2eHepayuu mecmoablix 603-
delicmeuli; KOIT - komnoHeHm 0bpabomku npoekma mukpocxembl; KOM - komnoHeHm obecnedeHust modeauposaHusi; KOP - kom-
noHeHm obpabomku pe3ynbmamos modeauposaHus; CAIP - cucmema aemomamu3uposaHH020 npoekmuposaHus; O3Y - onepa-
mueHoe 3anomuHatouiee ycmpoticmeo; /1YY - nokanbHeil y3ea ynpasneHus; YBC - y3en gHeceHus cboes; YI1B - y3ea nodauu mecmo-
8bix 8030eticmeull; YCO - y3ea cbopa omkaukos; [MINC — npozpammupyemas nozuyeckas uHmezpanpHas cxema; MKOM - mukpo-

50p0o obecneyeHus MoOeAupo8aHus

Fig.1. Functional diagram of HSS: LFG - generator of list of faults; TIG - generator of test inputs; DPC - component for processing of IC
design; SSC - component for simulation support; RPC - component for processing of simulation results; CAD - computer-aided design
system; RAM - random access memory; LCU - local control unit; FIU - fault injection unit; TIU - test inputs unit; FC - feedback collector;
FPGA - field-programmable gate array; SMM - simulation management microcore

known approaches do not provide
the possibility of detailed studies
of the impact of sources of fail-
ures on the chip.

This paper describes a set of
software modules of developed
HSS for control of the failure-
stability of IC design using an
advanced method of fault injec-
tion [7]. The method uses a stack
of three models (of external influ-
ences, of emergence of threats and
of fault localization), and allows
to study the multi-level impact of
faults on the chip.

Structural diagram of the
proposed HSS is presented in
Fig.1l. The complex contains a
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workstation with software com-
ponent, as well as four specialized
expansion boards - Xilinx Virtex-6
FPCA ML605 Evaluation Kit.

HSS allows to estimate the fail-
ure-stability of devices like the
SoC for an arbitrary target hard-
ware, implementing step-by-
step simulation [8]. This tech-
nique involves carrying out func-
tional testing of the initial IC
design, described on a subset of
the Verilog language [9] at the
level of the digital functional ele-
ments of the target hardware,
through FPCA prototyping, with
the subsequent introduction of
the means of fault injection in the

original design and functional
testing of the modified design
with the determination of their
equivalence. In the case of equiv-
alence of the original and mod-
ified designs, the methodology
requires modeling the function-
ing of the latter in the presence
of failures, the results of which
determine the failure-stability of
the initial IC design.

Let’s consider a software com-
ponent of the developed HSS.

GENERAL DESCRIPTION
OF SOFTWARE SYSTEM
The structure of the software
system is shown in Fig.2. The
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OBLUEE ONMUCAHUE

MPOrPAMMHOIO KOMIMJEKCA

CTPyKTypa HpOrpaMMHOI0 KOMIIJIeKCA IIpeACcTaB-

7eHa Ha puc.2. IIporpaMMHBIA KOMIIJIEKC peasiu-

30BaH Ha OCHOBE IISITU OCHOBHBLIX KOMIIOHEHTOB,

MO03BOJISIIOLIUX OCYIIeCTBIATh 06paboTKy ImpoeKkTa

MHKPOCXeMBI, TeHepaIuIo cliucka cboeB U TecTo-

BBIX BO3EHMCTBHUH, a TAK>Ke 06paboTKy pe3yabTaToB

MOZeJINPOBAHHU S IIPOEKTA MHUKPOCXeMbl C HMHUTA~

uuer cboeB. ITAK comepskut CAIIP CHK LIAB u Xilinx

ISE, obecrmeuyurBaloIe CUHTE3 CIIMCKOB COeqHuHe-

HHUU 3/IeMeHTOB YyCTPOMCTBA B COOTBETCTBYIOIIHUX

6a3mcax.

ITporpaMMHBII KOMIIJIEKC OCYIIeCTB/ISIET pellleHue

ClIeyoMUX 3aa4:

* BBINO/IHeHHUE QYHKIMOHAJIFHOIO aHa/IM3a [IPOeKTa
MHMKPOCXeMBbl, co3gaHHoro cpeactsamu CAIIP CHK
(IpencTaBIeHHOIO B BHU/Je CIIMCKA COeIHHEHUHN
nns LAB);

¢ obHapyskeHHe B IIPOeKTe€ MHUKPOCXeMbI 6I0KOB,
B KOTOPBIX HauboJiee BepPOSITHO BOBHUKHOBEHHE
cboeB;

* oImpefeneHHe IIOCTeACTBUI c60eB B QYHKIIHMOHH-
POBaHHU MHUKPOCXEMBI;

+ dopMupOBaHUE BHEIIHUX BO3JEHCTBUM /IS KOH-
TPosst c60eyCTOMYNBOCTH MUKPOCXEMBI;

* dopMHUPOBaHHE NAHHBIX AJI IPOrpaMMHUPOBA-
HUS aIllllapaTHBIX CPeACTB, obecrmeynBaOMINX
HMHUTALUIO c60eB B COOTBETCTBUM C METOLUKOM
MoOJeIHUpPOBAHUS;

e MoJenHpOBaHHe QYHKIMOHHPOBAHHUS IIPOEKTA
MHUKPOCXeMBI C UMHUTaIKel cboeB;

KomnoHeHT
06paboTkm fg’_';’é”%HeMHMT KomnoHeHT
npoekTa TECT%BLIL:IX reHepauum
MUKPOCXEMDbI BO3EHCTBUIA cnucka cboes
Component for Generator of Generator of
processing testinputs list of faults
of IC design p
KoMnoHeHT obecneyeHns MOAENNPOBaAHNS
CAIP CHK npoekTa c uMmuTaumen cboes
SOCCaD € Component for simulation support with
simulation of failures
CAMP Xilinx ISE
Xilink ISE CAD KoMnoHeHT 06paboTkn

pe3ynbTaToB MOAENNPOBAHMNS
npoekTa MUKPOCXeMbI

Cc umuTaumen cboes
Component for processing of
simulation results with
simulation of failures

[Lpawnsep PCI-E
PCI-E driver

Puc.2. CmpykmypHas cxema npo2pammHo20 Komnaekca
Fig.2. Block diagram of software system

* GOpMHPOBaHMe BpeMeHHBIX JHArPAMM BHYTPEeH-
HHUX CUTHAJIOB ITPOeKTa MHUKPOCXEeMBI ITPU UMHUTA-
Luu cboes;

» cbop, aHanu3, xpaHeHHe U 06paboTKa JaHHBIX
MOJeJINPOBAHHUS.

[IporpaMMHBIF KOMIIIIEKC [TI03BOJISIET MOZEIHPO-
BaTh QYHKIIMOHHUPOBAaHUE I[eJIeBOH MHKPOCXeMBI
tuna CHK Ha 6a30BBIX MAaTPUYHBIX KPHUCTAJJIAX
(BMK) cepuit 5521 u 5529 B yCJIOBHSIX BO3[IeHCTBUS
KOCMMUeCKOM pafHalliu. B mporecce MogenupoBa-
HHS Ha OCHOBE M3BeCTHBIX XapaKTEPHUCTHUK ITI0TOKOB

software complex is realized on of connections for target < formation of a timing chart

the basis of five main compo-
nents, allowing to carry out pro-
cessing of IC design, the gener-
ation of a list of faults and test
inputs, and also processing of
results of modeling of IC design
with simulated failures. HSS con-

hardware);

detection in the IC design of
units, in which fault occur-
rence is the most likely;
determine the consequences of
faults in operation of IC;
generation of external influ-

of internal signals of the
IC design at simulation of
failures;

collection, analysis, storage
and processing of simulation
data.

The software system allows

tains CADs for SoC, target hard- ences to control the failure-sta-

ware and Xilinx ISE, providing bility of the chip;

a synthesis of the lists of com- « data generation for program-

pounds of elements of the device ming hardware for the simu-

in the respective bases. lation of faults in accordance
The software system carries out with the methodology of

the following tasks: simulation;

« functional analysis of the IC « modeling the operation of
design created by SoC CAD the IC design with simulated
tools (represented as a list failures;

to simulate operation of the tar-
get SoC on 5521 and 5529 gate
array families in conditions of
exposure to cosmic radiation. In
the process of modeling based
on the known characteristics
of streams of charged particles
and of the target chips, the time
moments of failures of different
types and their localization are

#8/70/2016 NANO INDUSTRY
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3apsSIKeHHBIX YacTHUIL U 1leJleBOM MHUKPOCXeMBI OIIpe-
TeJISI0TCS MOMEHTHI BpeMeHH BO3SHUKHOBEeHU I cboeB
Pa3HBIX THIIOB H OCYII@CTB/ISETCS UX JTOKAIHU3aALH.
[Iporecc MofenHuPOBaAHHSA BKIKYaeT HECKOJIBKO 3Ta~
II0B, B YaCTHOCTHU: TeCTHPOBAHHE UCXOJHOTO IIPO-
eKTa MHKPOCXeMBbI, BHepeHUEe B IIPOKT MHKPO-
cxeMbl QYHKIMOHAJIBHOCTU I10 BHECEHHUIO cOoeB,
MoJe/IMpoBaHKe QYHKIMOHMPOBAHM S 10Ty YeHHOI0
IpOeKTa MPHU OTCYTCTBUHU M HaJHW4YHUHU cboeB. Ha
Ka’KIO0M 3TaIle OCYIeCTB/ISeTCS MOHUTOPUHT 3HA~
YeHHUM CHUTHAJIOB Ha BBIXOJAaX MHKPOCXeMEI U BHY-
TPeHHHUX CUTHAJIOB, 3a/laBaeMbIX I10/Ib30BaTeJIeEM,
a TaK>Ke IIPOBOJMTCS MX CpaBHEHUE C 3TaJIOHHBIMHU
3HaYeHUSMHU. AHAJIK3 pe3y/bTaTOB MOJeIHpOBa-
HUSI II03BOJISIET OLIEHUTh C60eyCTOMYHBOCTD LIe/IeBOH
MHKpocxeMbl THUIIa CHK B yC/IOBUAX 3aJaHHOIO BO3-
JeHMCTBUS KOCMHUYECKOU paIHall MU,

Hasee omuiieM YeThlpe KOMIIOHEHTA IIPOrpaMM-
HOTO KOMIIJIeKCa, peaJM3yIOMUX er0 OCHOBHOM
GYHKIUMOHA U 3asABJIeHHBIX I/ PerucTpaluu
B QeslepaIbHOM C/1y>K6e [0 MHTe//IeKTYaIbHOM C06-
CTBEHHOCTH B KayeCTBe IIporpamm Ajas 9BM.

KOMMOHEHT OBPABOTKW NMPOEKTA MUKPOCXEMbI
OCHOBHBIMU QYHKIIUSIMHU KOMIIOHeHTa 06paboTKu
[IPOeKTa MUKPOCXEMBI SIBJISIIOTCS TeHePaL s MOJU-
dunMpyeMON 4acTH KoJa MHUKposiapa obecrede-
HUSI MOJIeJIMPOBAHHUS IIPOEKTAa MUKPOCXeMBI C UMHU-
Tauuel c60eB U ero HHTEerpanus B IPOEKT MUKPO-
CXeMBI, a TaKKe 06paboTka TeXHOIOTHUeCKUX Oubnu-
oTek 3eMeHTOB BMK cepumn 5521 u 5529 u IIJIMC
Virtex 6 LX240T FPGA.

HMcxonHBle JaHHBIE IS KOMIIOHEHTa 06paboTKuU

[IPOeKTa MUKPOCXEMBI:

¢ IPOeKT MHUKPOCXeMBI Ha CTPYKTYPHOM SI3BIKe
Verilog;

« 6ubnuoTexa 37meMeHTOB LIAB Ha CTPyKTypHOM
s3bIKe Verilog;

e YIHOPSILOYEeHHBIH CIIMCOK 3JIeMeHTOB IIPOEeKTa
MHKPOCXeMBI, B KOTOPble MOT'YT BHOCHUTBCS HEHC-
IIPAaBHOCTH B IIPOLIeCCe MOZIeTHPOBAHUS;

+ 6ubmHoTeKa 37IeMEHTOB CO CPeICTBAMM BHECEHHS
HeHCIIpaBHOCTeH B 6a3uce LIAB Ha CTPyKTypPHOM
asbike Verilog;

* YIOPSIAOYEHHBII CIIHCOK BEIBOIOB ITPOEKTa MUKPO-
CXeMBI, B KOTOpbIe OyAYT IepefaBaThCsl BXOLHBIE
BO3[IeMICTBUS;

* YIOPSIIOYEeHHBIN CIIMCOK BBIBOJOB 3JIeMEHTOB
B IIPOEKTe MHUKPOCXeMBbI, C KOTOPBIX OyneT ocy-
IeCTBIISIThCS YTeHHe OTK/INKOB;

* YIOPSILOYEeHHBIN CIIMCOK BBIBOJOB BHYTPEHHHX
3JIeMeHTOB IIPOeKTa MHKPOCXeMBbI, COCTOSIHUS
KOTOPBIX IT0/IBePTraloTCsl MOHUTOPHHTY;

* BBIBOJ CHIHajla TAaKTOBOM YaCTOTHl IIPOEKTa
MHKPOCXEMBI.

Pe3yspTaTaMU paboThl MOAYJIS SIBIISIFOTCS:

 al1 ONMCAHUS IIPOEKTA MHUKPOCXeMBI Ha CTPYK-
TypHOM si3bIKke Verilog ¢ BHegpeHHBIMHU Cpef-
CTBAMH BHeCEHHS HeHCIIPAaBHOCTE! U BHIBOAAMHU
KOHTPOJ/IS 3HaUeHU I BHYTPEeHHUX CUT'HAJIOB;

e MOOUUIMPOBAHHBIM IPOEKT MUKPOCXEMBI, pea-
nu30BaHHBIN B ITJIMC.

KoMIIOHeHT 06paboTKU IpoeKTa MHKPOCXEeMBI

COCTOHUT U3 CJIeAYIOUUX MO YJIeH:

determined. The modeling pro-
cess involves several steps, in par-
ticular, testing of the source IC
design, implementation in the IC
design of functionality for fault
injection, simulation of the oper-
ation of the obtained design in
the absence and presence of fail-
ures. At each step, the monitor-
ing signals at the outputs of the
chip and internal signals speci-
fied by the user and they compar-
ing with reference values are car-
ried out. Analysis of simulation
results allows to evaluate the tol-
erance of the target SoC in condi-
tions of a given exposure to cos-
mic radiation.
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We will describe the four com-
ponents of the software system
implementing its basic function-
ality, which are declared for reg-
istration in the Federal service for
intellectual property as computer
programs.

COMPONENT FOR PROCESSING

OF IC DESIGN

The main functions of Component
for processing of IC design are gen-
erating a modifiable part of the
code of the microkernel of simu-
lation support with simulation
of failures, its integration in the
project of the chip and process-
ing of technology libraries of 5521

and 5529 gate array families and

Virtex 6 LX240T FPCA.

The source data for Component
for processing of IC design:

 IC design in structural Verilog
language;

o library of elements of the tar-
get hardware in the structural
Verilog language;

« ordered list of elements of
IC design for simulation of
failures;

« library of elements with
means of fault injection in the
basis of target hardware in the
structural Verilog language;

« ordered list of terminals in IC
design for input actions;
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e MOZYIb IIPOMESKYTOUHOTO IIPeJCTABIEHHUS CTPYK-

TYPBI IPOEKTa MUKPOCXEMBI U TeHepaIluH KOAia;

e MOAYJb CYUTHIBAHUS OUOIHOTEKY 3IeMeHTOB;
e MOAYIb MOAHMGUKAIIMH IIPOEKTA MUKPOCXEMBI;
 JIeKCHYeCKUI aHAJIU3aTop;

* CHHTAKCHYeCKHN aHAJIU3ATOP.

JleRCHYeCKUH U CHHTAKCHYECKHUN aHAIU3aTOPHL
HCIIONIB3YIOTCS B IIpoliecce aHAIK3a daria IpPoeKTa
MHKPOCXeMBbI, IIPeACTABJIEHHOr0 B BHUJe KOAA
Ha CTPYKTYpPHOM s3bIKe Verilog.

AHanus panaa NpoeKTa MUKPOCXeMBI IIPOU3BO-
OUTCS C MCIIOJb30BaHHEM BOCXOLSIEro CUHTaK-
CHUYeCKOro aHa/IM3a, OCHOBAHHOTO Ha KOHIIENIIUU
LR-aHam3a [10].

KOMMOHEHT FrEHEPALLUN CMTUCKA CBOEB

OCHOBHOM 3a/a4eld KOMIIOHEHTAa TeHepaliuu CIIH-
cKka cboeB (KITCC) aBusieTcs reHepanHus UCXOOHBIX
JAaHHBIX 0 BHOCUMBIX HEHCIIPABHOCTSX AJIS1 MoJe-
TUPOBAHUS MpoeKTa MUKPOCXeM C MMHTAlLlHel
cboeB. PemeHne ocHOBHOM 3ajauu KI'CC mompasy-
MeBaeT oIlpefie/ieHHe IIPOMeXKYTKOB MOMJEIbHOTO
BpeMeHHU MeXIy COCeHHUMH paKkTaMHU BHECeHHUS
HeMCIIPaBHOCTeM, oIlpeJe/leHhe MHOXeCTBa 3je-
MEHTOB MHKPOCXeMBI JI/I51 KasKJ0Tr0 GpaKTa BHECeHH ST
HeMCIIpaBHOCTEH M yCTaHOBJIeHHe THUIIa HeHUCIIPaB-
HOCTH [/15 Ka’KJ0r0 3/IeMeHTa IIPU paKTe BHeCeHU S
HeHCIIPaBHOCTeH.

KoMIOHeHT MokeT paboTaTh B ABYyX peXKHMax:
JeTaTHU3UPOBAHHOM U 6a30BOM. [leTaIM31POBAHHBIH
PeXHUM IMoApa3yMeBaeT HCIIOJb30BaHHEe CTeKa
M3 Tpex Mofenel [8]: BHeIIHUX Bo3eNCTBUN (MBB),

o ordered list of terminals in IC

IIOSIBJIEHHS YI'PO3 (MITY) 1 moKaJIn3aluU HeUCIIpaB-

Hocted (MJIH). B s3ToMm peskuMe B KayeCTBe UCTOY-

HHUKa cboeB pacCMaTpHUBAETCS KOCMHYeCKasl paju-

anusa. ba3oBEIM pekHM IMoApa3yMeBaeT 3aJaHHe

ImapaMeTpPOB UCTOYHHUKOB BO3HUKHOBeHUS cboeB

Imojib3oBaTeseM. Kak cjlencTBHUe, B 3STOM PeKUMe

MO3KeT 6BITH PAacCMOTPeH TI60M UCTOYHUK HEHC-

IIpaBHOCTEeH, BAHSHHE KOTOPOTO HAa MHUKPOCXeMY

IIPUBOJUT K BO3HHUKHOBEHHUIO JIOTHUYeCKUX cboeB

(HammpuMep, HHBepCHUs 6UTa).

s paboTer KI'CC B feTaIM3UPOBAHHOM PesKHUMe
3a[a10TC CIeAyIolHe JaHHbIe:

¢ JIaTa 3aIlycKa KocMu4YecKoro amnnapara (KA) 6asu-
POBAaHUS MHUKPOCXeMBI, KoTopasi TpebyeTrcs s
pacueTa COMHEYHOM aKTHBHOCTH (CA) 32 mepHof,
3KCIIyaTanyuy KA (CpoKa akKTHBHOTO CYIIeCTBOBA-
Hus, CAQ);

* CACKA (nns onipesiesieHM s IEPHOIA pacyueTa);

* IapaMeTpbl op6UTHI KA;

e [TaHHBIE O IIJIOTHOCTSIX SHEepPreTHYeCKUX CIIeKTPOB
YaCTHIL KOCMHYeCKOT0 IIPOCTPAHCTBA (KII) gnsa
Pa3/IMYHBEIX TOYEK OKOJIO3€ MHOTO IIPOCTPAaHCTBA
B Pa3/JIM4YHBIX Pa3axX COTHEYHOHN aKTHUBHOCTH;

* HAMMEHOBAaHHS 3JIeMEHTOB MHKPOCXeMHI,
BBIOPAHHBIX 11 MOJETIUPOBAHHUS;

* TeXHOJIOTHYeCKHe JaHHble MUKPOCXeMBbl, BKIIIO-
yas 3HadyeHHe pabodyer TAaKTOBOM YaCTOTHI
Y UCII0/Ib3YeMBIH YPOBEHDb HAIIPSIKEHHU S

e NaHHBIe YCTPOKMCTBA, peasunsyemoro Ha 6ase
I1eJIeBOM MHKPOCXeMBbl, BKJIIOUAS IIePUOJ ero
paboThl, a TaK>Ke CITHCOK COeJHEHUH 37IeMeHTOB
YCTPOMCTBA.

GENERATOR OF LIST OF FAULTS

design for reading responses;

« ordered list of terminals of
the internal elements of IC
design, the status of which is
monitored;

« output of clock frequency of
the IC design.

The results of the operation of
the module are:

« IC design description file in
the structural Verilog lan-
guage with embedded means
of fault injection and the ter-
minals for the control of inter-
nal signals;

« modified IC design imple-
mented in the FPGA.

Component for processing of IC
design consists of the following
modules:

« module of the intermediate rep-
resentation of IC design struc-
ture and code generation;

o reader of library elements;

« module for modification of IC
design;

+ lexical analyzer;

« syntax analyzer.

Lexical and syntactic analyzers
are used in the process of analy-
sis of IC design file, presented as
structured Verilog language code.

The analysis of IC design file
is carried out using a bottom-up
parser based LR-analysis [10].

The main objective of the genera-
tor of list of faults (LFQC) is the gen-
eration of source data on injected
faults for simulation of IC design
with simulated failures. The
solution of the main task of LFG
involves determining periods of
model time between adjacent
facts of fault injection, determin-
ing a plurality of chip elements
for each case of fault injection
and identification of type of fault
for each element at each fault
injection.

The component can operate in
two modes: basic and detailed.
Detailed mode involves the use
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Iuist paborsl KI'CC B 6a30BOM pesKHMe 3aJa0TCS

C/IefyIoI e JaHHBIE:

* THIIBI YaCTHILL, BO3JEHCTBYOMMNX HA MUKPOCXeMY
(Tpebyetcs BbIOpaTh M3 6a3bl JAHHBIX BHEIIHUX
BO3IeHMCTBUI UJIHU CO3LaTh HOBBIH THUII);

* HAUMEHOBAaHHUS 31eMEHTOB MHUKPOCXeMEBI,
BBIOPAHHBIX [JI MOZeIHPOBAHUS;

+ pabouasi TAKTOBAS YaCTOTA MHKPOCXEMBI;

e Iepuof paboTHl YCTPOMCTBA;

* CIIKCOK COeIMHEHHM 3JIeMeHTOB yCTPOUCTBA.
THUI YaCTHUL XapaKTepu3yeTcsi 3aKOHOM pacIipe-

IeleHUs BpeMeHU [0 CIeAyIOoIero momamaHHUs

YaCTHULBl JAHHOIO THIIA B MUKPOCXeMY, BepOSIT-

HOCTBIO BOSHUKHOBEHHSI KasK0To THIla cboeB mpu

monajaHMM YaCTHUIBl JAHHOTO THUIIA B MHKPO-

cXeMy, a TaKXe IIOIA/ b0 IIOPaskeHUsI, oIlpee-

Ns0meN Pafuyc OKPY>KHOCTH B IIJIOCKOCTH MHKPO-

CXeMBI, C IIeHTPOM B TOUKe MaZleHHs YacTUIIHI (BCe

3/IeMeHThl, HaXO/sIIIHecs B IIpeJie/iaX 3TOM OKPYK-

HOCTH, TIOABEP>KeHBI BIUSHUIO JAHHOK YaCTHUIIBL).
PesynbraToMm paborel KICC sIBIsIeTCS CIIHMCOK

cboeB, COCTOSIIUK M3 3aro0BKa "IIapaMeTpsl Moje-

JTUPOBAHUS" U I10C/Ie/IOBATe/bHO PACIIONOKEHHBIX

NAaHHBIX HECKOJBKHMX 3KCIIEPUMEHTOB. 3arooBOK

"IlapaMeTphl MOJEIHNPOBAHUS" COLEPKHUT II0JIS

"Ilapametpsl opbutel KA" u "[lata crapra KA".

JlaHHBIe KaskJ0ro SKCIIepUMEeHTa COlep>KaT 3aroJo-

BOK "3ar0JIOBOK 3KCIIEPUMeHTa" M MacCHUB U3 k maxke-

TOB MOJIeJIMPOBAHMUS. '3aTr0/JI0OBOK 3KCIIEPHMeHTa"

CONeP>KHUT Cile/ly ol e OIS

¢ MacCCHUB MMeH 3JIeMeHTOB MHUKPOCXeMBbI, MOJIeIH-
PYeMBIX B JAHHOM 3KCIIEPHMEHTE;

* KOOPAHHATHI MOJEIHPYyeMOIo y4acTKa OpOUTBHI;

* JaHHBbIE 0 MOJleJINPYeMBbIX ITIOTOKAX 3aPsKeHHBIX
vactun KII Ha ZaHHOM y4acTKe OpOHUTHI;

* KOMMEHTAapHUH, OIMUCHIBAIUN 0COGEHHOCTH
3KCIIepUMEeHTaA.

Kaskgbpli MaKeT MOJEJIHUPOBAHHUS COCTOUT
us nonei "Cmemienue” 1 "Maccus cboes”. 3HaueHUe
nonst "CMmeneHue" xapaKTepHU3yeT BpeMeHHOH
MHTepBa/l MeX/y peAblAyIHM aKTOM BHepeHHU S
HeHCIIPaBHOCTEH B IIPOeKT 1e/IeBOM MHUKPOCXeMBl
Y aKTOM BHeJIpeHH S HeHCIIPaBHOCTe!, OIIMCAHHBIX
B JaHHOM IakeTe. CMelleHHe U3MepsieTCs B TaK-
Tax pabodyer TaKTOBOK YaCTOTHl MOJEIHUPYeMOTO
yCTpOMCTBaA.

PasMepHOCTb MaccHBa c6oeB paBHA KOJIMYECTBY
3/IeMeHTOB, BHIOPAaHHBIX [JISI MOJeTHPOBAHUS
B JaHHOM 3KCIepuMeHTe. KakIbI1 3/IeMeHT Mac-
CHBA COIEPKUT KOJ, HEUCITPABHOCTH, KOTOPAsi COOT-
BeTCTBYeT MOMEHTY MOJIeJIBHOIO BpeMeHH, oIlpefe-
NsleMOMY 3HayeHHeM Ioist "CMeleHue".

KOMNOHEHT FrEHEPALLUN TECTOBbDIX BO3AEVICTBMI7I
KOMIOHEHT reHepalUu TEeCTOBBIX BO3AEHCTBUU
(KI'T) npegHa3sHaveH A1 GOpMUPOBaHUSI BEKTOPOB
BXOOHBIX CUTHAJIOB, [I0laBaeéMBbIX B IIPOLiecce KOH-
Tposisi c60eyCTOMYMBOCTH MUKPOCXeMbl. TeCTOBbBIE
BO3/eHCTBUSA QOPMHUPYIOTCS Ha 3Talle PYyHKI KO-
HaJIBHOTO TeCTUPOBAHHU S Ha OCHOBE HHPOPMAILIUHU
0 BXOOHBIX BO3JEHMCTBUSIX U dTAJOHHBIX OTKIHU-
KaX, IIOJIyUeHHBIX IIPH pa3paboTke IpoeKTa Lieye-
BOM MHUKpocxeMbl. KI'TB BBHIIIONHSIET crenymoimue
GYHKILIMH:

of a stack of three models [8]:
of external influences (MEI), of
emergence of threats (MET) and
of fault localization (MFL). In
this mode, the cosmic radiation
is considered as the source of the
failure. The basic mode assumes
that the user specifies the param-
eters of the sources of failures.
As a consequence, any source of
faults, the impact of which on
the chip leads to logical failures
(e.g., bit flip), can be considered
in this mode.

To operate in detailed mode the
following data are given:
» date of launch of the space-

craft (SC) with chip, which is
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required for the calculation of
solar activity (SA) during the
period of operation of the SC
(active lifetime, AL);

AL of SC (to define the calcula-
tion period);

parameters of SC orbit;

data on the densities of the
energy spectra of space parti-
cles for different locations in
near-Earth space in different
phases of solar activity;

names of elements of the chip
selected for modeling;

process data of the chips,
including the value of operat-
ing clock frequency and the
voltage level;

« data of the device, implemented
on the basis of the target IC,
including the period of his
work, as well as a list of connec-
tions of elements of the device.
To operate in basic mode the fol-

lowing data are given:

 types of particles that act on
the chip (it is required to select
from the database of exter-
nal influences or to create new
type);

« names of elements of the chip
selected for modeling;

« operating clock frequency of the
chip;

« period of operation of the
device;
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* aHAJIM3 UCXOOHOro parija JaHHBIX O BXOAHBIX BO3-
HeHCTBUAX U 3TAJIOHHBIX OTKJIHKAX, [10Iy4eHHOIO
Ha [TpeABIAYINHNX 3Tarax pa3paboTky;

* Ha OCHOBe ITOJIy4eHHOHM HHPOpPMaLHUU POPMHU-
PYIOTCS MaCCHBBI BEKTOPOB BXOJHBIX BO3J€HCTBH
U 3TAJIOHHBIX OTKJIHKOB;

¢ Iepefada BeKTOPOB BXOJHBIX BO3/EHCTBUI KOM-
[IOHeHTY obecrieueHHsI MOJLeTHUPOBAHUS [IPOEKTa
MHKPOCXeMBbI C MMHUTALel cO0eB, BEIIIOTHSIONEMY
GYHKUKHU yIpaBaeHHS OCTaJIbHBIMHU KOMIIOHEH-
TaMH IIPOrPaMMHOI0 KOMILJIEKCa.

HcXOnHBIMU JAHHBIMU AJISI KOMIIOHEHTA TeHepa-

MU TECTOBBIX BO3EHMCTBUH SIBJISIOTCS:

* HCXOMHBIN QA JAHHBIX O BXOOHBIX BO3IEHCTBUIX
U 3TaJIOHHBIX OTKIHKAX;

* CIIMCOK HMEH BBIBOJOB IIpOeKTa MHKPO-
CXeMBl, B KOTOpBIe OyoyT IepefaBaThCsl BXOLHBIE
BO3JEHCTBHS;

* CIHCOK MMeH BBIBOJIOB IIPOeKTa MHKPOCXEMBI,
C KOTOPBIX OyZeT OCyIIeCTBIISIThCS YTeHHe OTK/IHKOB;

* HaKMMeHOBaHMe BXOJHOI'O BEIBOJA MOAEIHPYyeMOro
IIpoeKTa MUKPOCXeMBbI, UCIIONb3yeMOr0 B KauecTBe
CUTHAaJ/Ia TAKTOBOM YaCTOTHI;

* AKTHUBHBIN QPOHT CUT'HAJIA TAKTOBOM YaCTOTHI.
BBIXOOHBIMU JaHHBIMH KOMIIOHEHTa reHepaluu

TeCTOBBIX BO3[I€HICTBHH SIBISIOTCS MAaCCHBBI BEKTOPOB

BXOZIHBIX BO3/I€HICTBHH K BEKTOPOB STJIOHHBIX OTKITHKOB.

KOMMOHEHT ObPABOTKU

PE3Y/IbTATOB MOAE/IUPOBAHUSA

KommioHeHT 06paboTKK pe3ysbTaTOB MOMEIHUPO-
BaHHS MPOeKTa MHUKPOCXeMBI IIpe/lHa3HaueH A1

KOHTPOJIS MOJEIHPOBAHUS IIPOEKTA MUKPOCXEMBI
C UMHTanuen c6oeB myTeM CpaBHEeHHSI MaCCHBOB
BEKTOPOB OTKJIMKOB, ITOJIy4YeHHBIX B pe3yjbraTe
MOJEeIUPOBAHUS B YCIIOBUSX HATUYHS K OTCYTCTBHUS
cboeB, c MacCHBOM BeKTOPOB 3TaJIOHHBIX OTK/IMKOB.

MaccuB BeKTOPOB 3TaJIOHHBIX OTK/IMKOB MOKeT ObITh

moJly4ueH Kak pe3ynbTaT paborsl KI'TB mocie pyHK-

LIMOHAJIPHOTO TECTHPOBAHM S MapUIPyTa MOAEIUPO-

BaHMS IPOEKTa MUKPOCXeMBI C UMHTaI[Hek cboeB.
KoMIioHeHT 06paboTKH pe3ynIbTaTOB MOZEIHPO-

BaHH IIPOEKTAa MUKPOCXeMBI IIpeJHa3HaA4YeH AJIg

pelIeHus CJIeAYIOMMX 3a/0a4:

» obHapyXeHHe B IIpOeKTe MHKPOCXeMbl 6I0KOB,
B KOTOPBIX Haubojlee BepOATHO BO3HHKHOBEHUeE
cboes;

* mpoBepKa QYHKUHOHAIbHOU 3KBHBAJ€HTHOCTH
HMCXOAHOTO IIPoeKTa MUKpOCcxeMbl B IIAB u mmpoexTa
MuKpocxeMbl B 6asuce ITJIMC Ha 3Tane GyHKIIHO-
HaJIbHOI'0 TeCTHPOBAHHS, a TAKKe 3KBHBa/IEHTHO-
CTH IIOCJIEAHEro MOOHPUIIMPOBAHHOMY IIPOEKTY
MHMKPOCXeMBI C BHEIPEHHBIMH CPeICTBAMU BHECE-
HHS HEHCIIPAaBHOCTEH Ha 3Talle MOJEeIHPOBaHHUS
C UMHTaIuen cboes;

* KOHTPO/b C60eYyCTOMYHUBOCTH HMCXOJLHOTO IIPO-
€KTa MHUKDPOCXeMBI II0 pe3yjbTaTaM MOIEIHPO-
BaHUA paboTocnmocobHOCTH MOAMPUILIMPOBAH-
HOr0 ITPOEeKTa MUKPOCXEMBI B YC/IOBUSX HATH YK S
cboes;

* oIpefieneHHe IIOC/IeICTBHUI BOSHUKHOBEHHU S c60oeB
B QYHKLUHMOHHPOBAHNH MUKPOCXEMBI;

* GOpMHPOBaHME OTUETA O Pe3y/IbTaTaX MOJAEIUPO-
BaHU S IIPOeKTa MUKPOCXeMBI C MMHUTallHek cOoeB;

« list of connections of the ele-
ments of the device.

Type of particles is character-
ized by the distribution law of
time between influences of par-
ticles of same type, by the prob-
ability of occurrence of each type
of failure when hit by particles of
a given type, and by the area of
the lesion, which determines the
radius of the circle in the plane of
the chip, centered at the point of
incidence of the particles (all ele-
ments within this circle, will be
affected by this particle).

The result of operation of LFG
is the list of faults consisting of a
header "simulation parameters”

and consecutive data of several

experiments. The title "simula-

tion parameters" contains the
fields "SC orbit parameters" and

"start date of SC". Data of each

experiment contain the heading

"title of experiment” and an array

of k simulation packages. "Title of

experiment" contains the follow-
ing fields:

« array of names of elements
of the chip, simulated in this
experiment;

+ coordinates of the simulated
site of the orbit;

« data on the modulated streams
of charged cosmic particles at
the site of the orbit;

e comment describing the fea-
tures of the experiment.

Each modeling package consists
of the fields "offset" and "massive
of failures". The value of the "off-
set" describes the time interval
between the last fault injection
into IC design and fault injection
that is described in this package.
The offset is measured in cycles of
the working clock frequency of the
simulated device.

Dimension of an array of fail-
ures is equal to the number of ele-
ments selected for modeling in
this experiment. Each array ele-
ment contains the code of the
fault that corresponds to the
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« bopMHpOBaHUEe BpeMeHHBIX JUAaTPaMM BHYTpPeH-
HHUX CUTHQJIOB IIPOEKTA MUKPOCXEMBI B IIpoliecce
MOZeTHPOBAHHS.

HcxomHble JaHHbBIE IS JaHHOTO KOMIIOHEHTA:

* TUII BBIIIOJIHSI€MOT0 3Talla MOJEIUPOBAHUS,

* nHPOpPMALIUS O pe3y/1bTaTe BBIIIOJIHEHUS MIPeIbl-
AyILIero 3Tama MoJeTHPOBAHHUS;

e BEeKTOPHI BXOAHBIX BO3/IEHCTBUI, a TaKKe I1apa-
MeTpbl BHOCHUMBIX COOeB AT Kak[JOro TaKTa
MOJIe/THPOBAHHUS;

* HAWMEHOBAHUS IEMEHTOB, B KOTOPble BHOCSTCS
cbowu;

¢ CIIHCOK KOHTPOJIBHBIX TOUEK MOJETHPyeMOro
IIpoeKTa MHUKPOCXeMBI (BBIXOJOB BHYTPEHHHUX
3JIeMeHTOB MHUKPOCXeMBI, 3HAaUeHHU I CUTHAJIOB
Ha KOTOPBIX ITOJIJIe’KaT MOHHUTOPHHTIY);

e BEKTOPHI TAJIOHHBIX OTKJIUKOB,;

e BeKTOPHl OTK/JIHKOB, IOJyUYeHHBIX B IIpoliecce
MOZeTUPOBAHUS ITPOEKTA MUKPOCXEMBI;

¢ MOAY/Ib IPOMESKYTOYHOTO IIPeJCTABIEHHUS CTPYK-
TYPbI IPOEKTa MUKPOCXeMBI U FeHepalui Koaa;

« uHdopmanus 06 HepapXxHUUeCKOM CTPYKTYype IIPo-
€KTa MUKPOCXEMBI;

e HaHHBIE 0 IUIONIAISX, 3aHMMaeMbIX 3/IeMeHTaMU
6ubnuorexu LIAB.

Pe3ynbpTaTaMu paboThl KOMIIOHEHTA SIBISIOTCS
darn otuera, comepskan i UHPOPMALIHIO O pe3ysib-

ob1iee BpeMst MOZIe/TUPOBAHUS;

KOJIMUeCTBO [lepeJaHHBIX BEKTOPOB BXOJHBIX BO3-
IeHCTBUH 1 BeKTOPOB 3TaJIOHHBIX OTK/IHKOB;
KOJTMYeCTBO MOJIyYeHHBIX B pe3ylbTaTe MoOJe-
JTUPOBAHUS BEeKTOPOB OTKJHUKOB IIpoeKkTa
MHUKPOCXeMBI;

pe3y/bTaT CpaBHEHUSI MacCHBa BeKTOPOB 3Ta/IOH-
HBIX OTKJIMKOB U OTKJIHKOB, IIOJIy4YeHHBIX B IIPO-
Llecce MOZle/IMPOBaHUS;

CIIMCOK HAaMMEeHOBAaHUH BBIXOJ,0B MUKPOCXEMBI,
B KOTOPHIX 06Hapy>KeHbl HeCOBIAaJeHH s 3Hade-
HHUI CUTHAJIOB C 3TQJIOHHBIMH;

CTaTHUCTHYecKasi HHGopMaLust 06 06HapysKeHHBIX
HeCOOTBETCTBUSIX [/IS1 KasKIOTO BBIBOZA IPOEKTA
MHKPOCXeMBbI U KOHTPOJIbHOM TOUKH, BKJIIOUAI0-
mas obIiee KOIUYIeCTBO 06HAPY>KeHHBIX HECOBIIA-
IeHHH, a TaK>Ke JIOKaAH3alus TAKTOB MOZIeIHPO-
BaHMS, Ha KOTOPBIX 0OHAPY>KeHBI HECOOTBETCTBHU I
3TaJIOHHBIM 3HaUeHUSIM;

CTaTUCTHYecKasi UHopMaLus o cOosix, BHECeH-
HBIX B ITpollecce MOZe/IMPOBaHMUS (1S 3Tarla Mofe-
THPOBAaHHUS C BHECEHHEM HeHCIIPaBHOCTeN);
pe3y/IbpTaT KOHTPOJIsi C60eyCTOMYNBOCTH IIPOEKTa
MHUKPOCXeMBI, OIpefesilOU UK BIUsIHUe c6oeB
Ha ero paboTocrioco6HOCTH (/151 3Talla MOAEIHPO-
BaHMUS C BHECEHHEM HeHCIIPaBHOCTEH).
MuxkpocxeMa cuuTaeTcssi paboTocrnocobHon

TaTax BBIIIOJTHEHHOIO 3Talla MOAETHPOBAHHUS IIPO-
eKTa MUKPOCXeMBbI C UMHTalLHel cboeB, a TakKe
dbarnin dopmara ved gns otobpaskeHU ST BpeMeHHBIX
OUaTPaMM CUTHAJIOB IPOEKTAa MUKPOCXeMBbl. Pari
OTYeTa COAEPKUT C/IeA YOIy HHGOPMALIHIO:

moment of the model time deter-
mined by the value of the field
"offset".

GENERATOR OF TEST INPUTS
Generator of test inputs (TIC) is used
to form vectors of input signals dur-
ing the control of failure stability
of the chip. Test inputs are formed
at the stage of functional testing
on the basis of information about
inputs and reference responses
obtained during the development of
design of the target IC.

Generator of test inputs per-
forms the following functions:
« analysis of the source data

on inputs and the reference
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pOBaHUS.

responses received at the previ-
ous stages of development;

« on the basis of the obtained
information the arrays of vec-
tors of input signals and a ref-
erence responses are generated;

« transfer of vectors of input sig-
nals to the component for sim-
ulation support that controls
other components of the soft-
ware system.

The source data for the genera-
tor of test inputs are:

« source file of data on inputs and
reference responses;

« list of the names of the termi-
nals of IC design, which will
transmit the input signals;

B YCJIOBHAX BOS,ELQI;ICTBI/IH HCTOYHUKOB cb0eB B ()8%
Yae COBHAAeHHUS 3HAUEHUU CUTHAJIOB Ha BhIXOIAX
IIpoeKTa MHKpPOCXeMbl C COOTBETCTBYIOIIHUMH 3Ta-
JIOHHBIMH 3HAYEeHHAMH Ha Ka’KAOM 3Talle MoJdeJIHr-

 list of the names of the ter-
minals of IC design, which
will be used for reading of the
responses;

e name of the terminal of IC
design, which will be used as
the clock;

« active front of the clock.

The output data for the genera-
tor of test inputs are arrays of vec-
tors of input signals and of vectors
of reference responses.

COMPONENT FOR PROCESSING

OF SIMULATION RESULTS
Component for processing of sim-
ulation results of IC design is
intended to control the simulation
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NEPCNEKTUBDI

B cTaTbhe mpeAcTaB/leHa COBOKYITHOCTh IPOrPaMM-
HBIX MOAYJIEH, BXOAAIIHUX B COCTAaB 3KCIIEpHUMeH-
TanbpHOro obpasua ITAK KoHTponst cboeycTONYH-
BOCTH IPOeKTa MUKPOCXeMbl. 9TH MOAYyNHU obe-
CIIeYMBAlOT BHIIIOJIHEHMe BCex CTaAHUM MOJelH-
POBaHHSA MHKPOCXeMBl B IIpoLiecce onpeneneHUs
ee cboeycTONMYMBOCTHU. HcIonb3yeMble TeXHHUUe-
CKHe pelleHHs IO3BONSIIOT OCYIIeCTBISATh TUb-
KHUH BbI6OP MCTOYHHKOB BO3HUKHOBeHHS cboeB
B MHKpOCXeMe U MOJyUHUTh JeTaJlbHYyI0 HH)OP-
MaI M0 O JOKAJTH3aLUU KPUTHUeCKUX cboes,
NPHUBOISIIKUX K 0TKa3y MOLe/NTHpPyeMOH CUCTEMBI.
Hcmonps3oBaHue IIJIMC-IpPOTOTUIHPOBAHUSA
yCKOPpsIeT MpoLecc KOHTPOJs c60eyCTOMUYHUBOCTH
[0 CPAaBHEHHIO C IPUMeHeHHEeM NPOTPaMMHBIX
CUMYJISTOPOB. PacIIMpPeHHBIN MeTOJ BHECeHUS
HeHCIIpaBHOCTeN obecredrBaeT CHUKEHHUe 3aTpaT
Ha omnpepeneHue c60eyCTOMYUBOCTH MHKPO-
CXeMBl, II03BO/ISISI 0TKA3aThCsl OT MUCIOAb30BAHU S
YCKOPHTeeH 4acTHII.

B KadecTBe OCHOBHBIX HallpaB/leHUH AaIbHEH-
mero pa3BuTus ITAK 11 KOHTpoas c6oeycTom-
YMBOCTH, B YaCTHOCTH €ro IPorpaMMHOM COCTaB-
NSIOIIel, MOXKHO BBIIeNHUTDb obecriedueHHe BO3MOXK-
HOCTH OIlpefieleHHUS CKOPOCTH BOCCTAHOBJIeHU S
YCTPOKCTBA I1OC/Ie KPUTHUUECKOro c60os, oA gepPsKKY
OUHAaMHYECKON FeHepalUu BHEIIHHUX BO3JeH-
CTBUI Ha OCHOBe TeKyUHX OTKJIHUKOB MHUKpPO-
CXeMBI, a TAaK>Ke HHTeTrpaLKio 6ojiee COBepIIEHHBIX
Mozener MBB, MITY u MJIH B pa3pabaTbiBaeMbIH
KOMIIJIEKC.

of the project components with

« verification of functional equiv-

Paspabomka nposoduaace npu noddepskke Munucmepcmeaa
obpa3sosarus u Hayku PP 8 pamrax pedepaabroil yeaesoil npo-
epammol "Uccaedosanus u pa3pabomku no npuopumemHoim
HaNnpasAeHUAM pa3sUMUs HAY4HO-MEXHOA02U4EeCK020 KOM-
naexca Poccuu Ha 2014-2020 20061". YHuKaAbHblil udenmugura-
mop npukAadHelx HayuHblx uccaedosanuii REMEFIS7715X0161.
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« names of elements for fault
injection;

« list of control points of IC
design (outputs of the internal
components of the chip, the
values of signals which should
be monitored);

« vectors of the reference
response;

« evectors of responses obtained
in simulation of the IC design;

« module of the intermediate rep-
resentation of IC design struc-
ture and code generation;

 information about the hierar-
chical structure of IC design;

+ information about areas of ele-
ments of the target hardware
library.

The results of the operation
of the component is the report
file that contains information
about the results of the model-
ing stage of IC design with simu-
lated failures, and the file of ved
format to display the time dia-
grams of signals of IC design. The
report file contains the following
information:

o total simulation time;

« number of transferred vectors
of input actions and vectors of
reference response;

« number of obtained vectors of
responses of IC design;

 result of the comparison of
the array of reference vectors
of responses and responses
obtained in the simulation;
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« list of names of outputs of the
chip with mismatch of values
of signals with a reference;

« statistical information about
the inconsistencies found for
each output of IC design and
control point, including the
total number of detected mis-
matches and localization of
cycles of modeling with mis-
matches of the reference values;

« statistical information about
the faults injected in the simu-
lation process (for stage of sim-
ulation with fault injection);

« result of control of the failure
tolerance of IC design, which
determines the impact of fail-
ures on its performance (for
stage of simulation with fault
injection).

The chip is considered opera-
ble in conditions of influence of
sources of failures in the case of
coincidence of the values of the
signals at the outputs of IC design
with the corresponding refer-
ence values at each stage of the
simulation.

PROSPECTS

The paper presents a set of soft-
ware modules of the prototype
of HSS for control of fault toler-
ance of IC design. These modules
provide all simulation stages of
IC design in the process of defin-
ing its failure-stability. The
applied technical solutions allow

to realize a flexible choice of
sources of failures in the chip and
to obtain detailed information
about the localization of the criti-
cal faults that caused a failure of
the simulated system. The use of
FPCA prototyping accelerates the
control of fault tolerance in com-
parison with the use of software
simulators. An advanced method
of fault injection provides a reduc-
tion in costs in the determina-
tion of the failure tolerance of the
chip, allowing to abandon the use
of particle accelerators.

As the main areas of further
development of the HSS for con-
trol of fault tolerance, in particu-
lar, of its software component, we
can highlight the determining of
the speed of recovery of the device
after a critical failure, support of
dynamic generation of external
influences based on current feed-
back of the chip, as well as the
integration of more sophisticated
MEI, MET and MFL into the pro-
posed complex. [ |
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