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ATmapaTHO-IPOTpaMMHbIe MOIYJIM TOBEPEHHOM 3arpy3KH MO3BOJISIIOT 00ECIIeYUTh KOHTPOJIb M pa3rpaHMYeHHe TOCTYIa K pecyp-

caM KOMIIbIOTEPA Ha OCHOBE CTPOroii NByX(dakTOpHOI ayTeHTU(UKALMU, a TaKXKe KOHTPOJIb LEJIOCTHOCTU HCIIOIb3YeMON Mpo-

rpaMMHOI cpembl. X ocHameHne GyHKIMSIMU YIIPABICHUS CepBepaMU TTO3BOJISIET 00ECTICUYUTh HAIEXXKHOE U 0e30TacHOe YIpaBJie-

HUe cepBepaMu B KJIMEHT-CEPBEPHBIX aDXUTEKTYPaX.
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Trusted boot modules make it possible to control and manage access to computers and their resources as well as to control the

integrity of the installed software environment. They are usually based on mechanisms of strong two-factor authentication. Equipping

trusted boot modules with server management features allows providing reliable and secure management of servers in client-server

architectures.
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B HacTosimee BpeMsi pa3paboTaH psII TEXHOJOTUM, SIBISIO-
MIUXCS CTaHIapTaMK B 00JIACTU BCTPOSHHBIX CUCTEM YITPaBICHHUSI
1 00CIYXXKUBaHUSI CEPBEPOB, KOTOPbIe 6a3UPYIOTCS HA UCTIOTb30-
BaHUM UHTEJJIEKTyaJIbHOTO WHTepdeiica ynpaBieHUs 1atdop-
moii (IPMI — Intelligent Platform Management Interface), npen-
Ha3HAauYeHHOTO [IJIT MOHUTOPUHTA U yIIpaBieHus cepBepom. Cre-
uudukanus IPMI 6si1a pazpadortana B 1998 r. kopnopanueii Intel
1 MCTIOJIb3YeTCSI MHOTUMHU BEAYLIMMU MPOU3BOAUTENSIMU KOM-
nboTepos [1].

Wurepdeiic IPMI npennazHayeH 1151 aBTOHOMHOIO MOHUTOPUHTA
U ynpaieHust PyHKUUSIMU, BCTPOEHHBIMU HEITOCPEICTBEHHO B amra-
paTHOE U MUKPOIMPOrpaMMHOe obecrieueHre CepBepHBIX MIaTGOPM.
JlaHHBI HHTepbeic UMeeT, B YaCTHOCTH, CICAYIOIINEe BO3MOXHOCTH
yIaJICHHOTO YITPaBJICHUSI © MOHUTOPUHTA:

* MOHUTODPUHT psiila TeXHUYECKUX IMapaMeTpOB cepBepa, BKIIO-
yas TeMIepaTypy OCHOBHBIX allllapaTHHIX OJIOKOB, HAITPSI)KEHUE
U COCTOSIHUE UCTOUHUKOB MUTAHUSI, CKOPOCTD BPALllEHU T BEHTH-
JISITOPOB, HAJIMYME OIIMOOK Ha CUCTEMHBIX IIIMHAX U JIP.;

* BKJIOUYEHUE/BBIKIIOUCHUE U Tlepe3arpy3ka KOMITbIOTEpa;

* ompeneseHNe BBIXOMSIINX 32 MPEAesbl AOMYCTUMBIX TUAaNa30HOB
1 AaHOMAJIbHBIX COCTOSIHUI U UX UKcalUsl A5 TOCTeAYIOIIEeTO
HCCJIeIOBAHUS U IPEIOTBPALCHUST;

* psA npyrux GyHKIMI 0 YIpaBlIeHUIO CEPBEPOM.

ArnnapatHoii coctasistiiomeit IPMI sBisieTcst BCTpOSHHBIM B I11aT-
¢opMy aBTOHOMHBII KOHTpPOJIJIEP, KOTOPHIA HOCUT Ha3BaHue BMC
(Baseboard Management Controller — KOHTpOJ1J1ep yrpaBJIeHUsI MaTe-
PUHCKOM T1J1aTOIi) ¥ paboTaeT He3aBUCUMO OT LIEHTPAJLHOTO ITPOoIec-

copa, 6a30Boii cuctembl BBoma-BeiBoga (BIOS — Basic Input/Output

System) u onepaimoHHoit cucteMmsl (OC) KoMmmbloTepa, odbecreuynBas
yIpaBJieHue cepBepHON MiaThopMoii 1axe B TeX caydasix, Koraa cep-
BEP BBIKJIIOYEH (JOCTATOYHO JULIb MOAKIIOYEHUSI K UCTOYHUKY MUTA-
Hust). Koutponainep BMC umeeT coGCTBEHHBIN TIpoIieccop, MaMsITh
U CETeBOI nHTepdeiic.

Tlonpo6HOe onrcaHue CTPYKTYPHl U MPUHIIUTIA PYHKIITUOHUPO-
BaHus IPMI, a takxe ¢yHkiumit Kontposiaepa BMC Ha cepBepe, o6e-
CMEeYUBAIOLIUX KOHTPOJIb €0 COCTOSIHUS U YTIpaBJIeHUe, TPUBEACHBI,
B YaCTHOCTH, B pabore [2].

I[IpakTuka moka3pIBaeT, YTO MCIMOJIb30BaHMUE IJ51 KPUTUY-
HBIX MHGOPMALIMOHHBIX TEXHOJOTUI 3apy0exXHOW KOMMbIOTEP-
HOU TeXHUKU, KOMIIJIEKTYIOIIMX U MPOrPaMMHOTO 00€eCIeYeH U s
(ITO), Mpou3BOAUTENU KOTOPBIX HE AAIOT MOJHON MHpOpMau
O CBOEI MPONYKIMU, HE TapaHTUPYET OTCYTCTBUS B HEil Hejek1a-
pUpPYeMbIX BO3MOXHOCTEMH, cClienoBaTebHO, HE MO3BOJISIET rapaH-
TUPOBAThH TPEOYEeMYIO CTETIEHb 3aIIUTHI OT HECAHKIITMOHUPOBaH-
Horo noctymna (HCJl) K KpMTUYHBIM KOMIIOHEHTaM MHGOpPMaI -
OHHO-BBIUUCIUTENbHBIX cucTeM (MBC) u ux nHbopManmoHHBIM
pecypcam.

DTO MOXET YyCYTyOIsIThCSl HEAOCTATOUHO MPOPAOOTAHHBIMM MeXa-
HU3MaMU 3allUThl; B YacTHOCTHU, B IPMI-cucremax ympajieHHOro
NIOCTYyTa MPOBOAUTCS OfHOGMAKTOPHAs ayTeHTUhUKALIMS 110 MapoJio,
B TO BpeMsl KaK MpPU UCMOJb30BAaHUM OTEUECTBEHHBIX YCTPOMCTB CO3-
IaHUs TOBEPEHHOI cpelbl — amnmnapaTHO-MPOrpaMMHBIX MOIYJIei
noepeHHoit 3arpy3ku (ATIM3) npu noctyne kK MUBC u ee kommno-
HEHTaM NpuMeHseTcs NByX(daKTopHas ayTeHTUudbuKalus, npu KoTo-
poii, MOMUMO MapoJisi, TpeOyeTCs NMPeIbsiBUTh CIIELMAJIbHBII ayTEeH-
tTudunupyromnii Hocuteap nosabizosarens (AHIT). Kpome Toro,
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cpena 3a cYeT MHTErpaluy ¢ JaHHBIM MOAYJIEM Pa3IUYHBIX CPEACTB
3alUThl MHGOpPMALIMK, BKIOYasi KpUnTorpapuueckue cpeacTna,

B KOMILJIEKCHY0 cucTeMy 3aiuThl MBC.
B cBs3u ¢ teMm, uto nuHTepdeiic IPMI, ¢

MacuITabGHble BO3MOXHOCTH IO YIIPaBJICHWIO CEPBEPOM, a C IIPy-
roil CTOPOHBI, UCITOJIB3YET cabyio OMHO(GAKTOPHYIO ayTeHTUdu-
KalMIo 1Mo MapoJiio, MOXHO yTBEPXKIaTh, YTO AaHHBINH UHTepdeiic

INTRODUCTION

Several technologies have recently been

developed, which are standards in the field

of embedded server management and mainte-
nance systems. Some of them are based on the
use of IPMI — Intelligent Platform Manage-
ment Interface, designed for server monitor-
ing and management. The IPMI specification
was developed in 1998 by Intel Corporation and
is used by many leading computer manufactur-

ers [1].

The IPMI interface is designed for remote
monitoring and management of functions
built directly into the hardware and firmware
of server platforms. This interface has, in par-
ticular, the following remote control and moni-
toring capabilities:

* monitoring of some of technical parame-
ters of the server, including the temperature
of the main hardware units, voltage and sta-
tus of power supplies, fan speed, the pres-

ence of errors on system buses etc.;

CO31aeTCs IOBECPEHHAA

MpencTaBiseT MOTEHLMalbHYIO OMTACHOCTh aTak Ha cepBep (B T. 4.
BBIKJIIOUEHHBIHT) yepe3 MHTepHeT, yBelrnunBasi BEPOSITHOCTh HECAHK-
LIMOHMPOBAHHOTO JIOCTYyTIa K €ro pecypcam.

OTMETHUM TaKXe, YTO HEKOTOPbIC N3 3KCIIEPTOB 11O PIH(bOpMaLIPIOH-

OJJHOI CTOPOHBI, AAET

« switching on/off and restarting the com-
puter;

« detection of out-of-range and anomalous
states and their fixing for further investiga-
tion and prevention;

« anumber of other functions to manage the
server.

The hardware component of IPMI
is a standalone controller built into the plat-
form called BMC. It operates independently
of the CPU, the basic input/output system
(BIOS) and the operating system of the com-
puter. BMC provides the server platform man-
agement, even when the server is turned off
(just connected to the power supply). The con-
troller has its own processor, memory and net-
work interface.

The detailed description of the structure
and functioning of IPMI, as well as the func-
tions of the BMC controller on the server (pro-
viding control and monitoring of its state), are
given, in particular, in the paper [2].

HOIt 6e30MacHOCTH 00palllaloT BHUMaHKe Ha TOT akT, 4TO C MOMO-
1mbio KoHTposiepa BMC uepe3 unrepdeiic IPMI MmoxHO ygajieHHO
MOJITHOCTHIO KOHTPOJIMPOBATH alliapaTHOEe U MporpaMMHoe obe-
CIlle4eHre CepBepoOB. DTO AaeT 3JOYMBIIIJIIEHHUKY MPaKTUYECKU

The experience has shown that the use
of untrusted computer hardware and software
components for critical information technol-
ogies, whose manufacturers do not give full
information about their products, does not
guarantee the absence of their undeclared
capabilities. Therefore it does not make it pos-
sible to guarantee the required degree of pro-
tection against unauthorized access to the crit-
ical components of computer systems and their
information resources.

This may be exacerbated by the use
of inappropriate protection mechanisms.
In particular, one-factor password authenti-
cation is usually performed in remote access
systems based on IPMI. It is in contrast
to trusted boot modules, which in general use
two-factor authentication: in addition to the
password, they require inserting a special
authenticating user carrier. Besides, trusted
boot modules allow creating a trusted envi-
ronment in computer systems by integrating
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HEOTPpaHMYEHHbIE BO3MOXHOCTH 10 HECAHKIIMOHUPOBAHHOMY BO3-
NEeCTBUIO HA HUX B cliydyae MoJiydyeHus KoHTposst Han [PMI (cm.,
Hampumep, [3—5]).

JaHHBI# akT MOATBEPXKIaeT 000CHOBAHHOCTb TPEOOBAHUI OTe-
YECTBEHHOT0 PEeryJjsiTopa B JOMOJHUTEIbHON 3alIUTEe CEPBEPOB
1 aBTOMAaTU3UPOBaHHBIX pabouux mecT (APM) MUBC ¢ nomolibio
ATIM3.

ATIM/I3 npenHa3HayeHbI 1JI1sT oOecIrieueHnsI KOHTPOJISI M pa3rpa-
HUYECHU S JOCTYTIA ITOJIb30BaTeN el K KOMITbIOTepaM M eTo almapaTHbIM
pecypcamM, KOHTPOJISI IEJOCTHOCTU YCTAHOBJICHHOM HAa KOMITbIOTEPE
MIPOTPaMMHOM CPEeIbI, a TAKKe TSI BBITIOTHEHU S psiia APYyTUX 3alTUT-
HBIX QYHKITUIA.

I[Mpumepom ATIM/I3 sBaserca paszpadboranHoe OO0 dupma
«AHKA» cemeiictBo ycTpoiicTB «KPUIITOH-3AMOK». laHnHbBIC
YCTPONCTBA UMEIOT CJIENYIOIMe OCHOBHBIE BO3MOXHOCTH:

* uAeHTUdUKALUS U yCUJIEHHast ayTeHTUGUKAL M TOJb30BaTeNei

1o 3arpy3ku OC kommnbloTepa;

* amnmnaparHas 3aiura ot 3arpy3ku OC co CMEHHBIX HOCUTEJICIH;

* KOHTPOJIb LEJOCTHOCTHU MPOrPAaMMHOI Cpeibl;

* pasrpaHMyYeHMe LOCTyIa K pecypcaM KOMITbIOTepa;

* CO3/JaHMe HECKOJIbKHUX KOHTYPOB 3aIllUThI;

* ymajJieHHOE IeHTPaJIM30BaHHOE yIIpaBJIeHNWEe U aIMUHUCTPUPOBA-

HUE;

* paboTa ¢ pa3TMIHBIMU KITIOYeBBIMU HOCUTEIISIMU;

» 0Oe3omacHoe XpaHeHue coOCcTBeHHOro noBepeHHoro [10 Ha BcTpo-
eHHOI (sII-TIaMsITH;

* BO3MOXHOCTb MHTETPALIMU C PA3TMYHBIMU allNIapaTHBIMU U TIPO-

IPaMMHBIMU CPEACTBAMMU 3aIIUTHI MHGOPMALIMU.

ATIM/I3 naHHOTO ceMeiicTBa MOTYT OBbITh BBITIOJIHEHBI KaK B BUJIE
MJIaThl paclIMpPeHUsl, MOAKII0YaeMOil K MaTePUHCKOI MIaTe KOMIMbIO-
Tepa [6], Tak 1 B BUe HaOOpa MUKPOCXEM, HHTEIPUPOBAHHOTO HEMO-
CPEICTBEHHO B MaTepUHCKYIo 1aary [7].

Ocnamenue ATTM/I3 cemeiictBa «KPUTITOH-3AMOK» psinom
NOTMOJTHUTEIbHBIX alMapaTHbIX KOMITIOHEHTOB M MPOTPaMMHBIX
MO yjeil, 06ecTeYnBaIOMMX BBITOJHEHWEe DYHKIIN yIaJleHHOTO

with the module various information secu-

yIpaBJIeHUsI cepBEPaMH, TIO3BOJISIET 00eCTIeYUTh 6€30MacHOe BBITTON-

HeHUe psna GyHKIUI M0 yIaJeHHOMY YITPaBJIeHUIO, CBOMCTBEHHBIX

KoHTpoJiepy BMC.

Ha ocHoBe Takoro BapuanTa AITM/I3 MoxeT ObITh pa3paboTaHa
cucTeMa, B KOTOPYI0, Ha BEpPXHEM yPOBHE, BXOIST cleqyIolle ABa
KOMTIOHeHTa (cM. puc. 1):

* ynpaBJsieMblii cepBep, ocHalleHHbI# ycTpoiictBom «KPUTTTOH-
3AMOK», BKJIIOYaOUIMM KOMIIOHEHTbl U MOAYJIU YAaJE€HHOIO
yIpaBJIeHUST CEpBEpaMU;

* APM anMuHHUCTpaTOpa, OCHalleHHBbI ki1accuyeckum ATIM/I3
cemeiictBa «KPUIITOH-3AMOK», HO ¢ yCTaHOBJEHHBIMU
Ha ypoBHe OC mporpaMMHBIMU MOIYJISIMH, B3aUMONENCTBYIO-
VMU C MOIYJISIMUA YCTAHOBIEHHOTO Ha YIpaBJIsieMbIil cepBep
ycrpoiictBa «KPUTTTOH-3AMOK» 1 cOBMECTHO ¢ HUMU oOecrie-
YUBAOIMMU CTPOTYIO YAAJIEHHYIO ayTeHTU(DUKALNIO aIMUHU-
CTPATOPOB U YaJIEeHHOE YIIPaBJICHUE CEPBEPOM.

OnuuieM OCHOBHBIC MPUHLUITB PYHKIIMOHUPOBAHUS MPETOKEH-
HOIi CUCTEMBI Y1aJICHHOTO YIIPaBJICHUSI CEPBEPOM.

Ha nonroroBuTenbHOM 3Tarne paboThl CUCTEMbl BBIOJTHSIOTCS
IeHCTBUS MO ee yCTAaHOBKE U HACTPOIiKe, KOTOPbIe CBOASITCS K CeLy-
FOIIMM OTIepaIHSIM:

1. Ha ynpasisieMblii cepBep ycTaHaBauBaeTcsd ycrpoiictso AITM I3
¢ GyHKIIMSIMU yaajaeHHoro ynpasiaeHus cepsepamu (AITMI3-YC),
BKJIIOUatollee B ce0st (moMUMO 0ObIYHOTO Habopa Moayeit 6a3o-
Boro AIIM /13 «KKPUTITOH-3AMOK») ciaenyoiiue mporpaMMHbIe
MOJLYJIH:

* Monyib noBepeHHoro coenmuenus (M/1C);

* MOAYJb yAaJIeHHO MHOro(MaKkTOPHOI B3aMMHOM ayTeHTU M-

kauuu (MYMBA);

* MOAYJb yaajdeHHoro ynpasieHus (MYY); monyniu MYMBA

1 MYV BbINoJIHSIOTCS B 1oBepeHHoi cpene ATTM/13-YC.

2. Ha APM anmMuHMCTpaTOopa yCTaHaBJIMBAETCs KJaccuyeckoe
yctpoiictBo AITM/I3, B KauecTBe KOTOPOTO, B YaCTHOCTHU, MOXET
HUCIOJIb30BaThCsl OJHO U3 ycTpoiicTB cemeiicTBa «KPUITTOH-
3AMOK>» (cM., HartpumMep, [6, 7]).

rity tools (including cryptographic hardware
or software), into a comprehensive IT protec-
tion system.

Due to the fact that the IPMI interface,
on the one hand, provides large-scale server
management capabilities, and on the other,
it uses weak one-factor authentication by pass-
word, it can be argued that this interface rep-
resents a potential danger of attacks on the
server (including switched off) via the Inter-
net, increasing the likelihood of unauthorized
access to its resources.

We can also note that some of the infor-
mation security experts pay attention to the
fact that with the help of the BMC control-
ler through the IPMI interface it is possible
to control the servers hardware and software
remotely. This gives the attacker almost unlim-
ited opportunities for their unauthorized expo-
sure in the event of gaining control over IPMI

(see, for example, [3—5]).

This fact confirms the validity of the « controlling the integrity of the software

requirements for providing an additional pro-
tection of servers and workstations based
on the use of trusted boot modules (TBM).

DESCRIPTION

The main goals of trusted boot modules are

to control and delimitate users’ access to com-

puters and their hardware resources, to con-
trol the integrity of the software environment
installed on the computer, and to perform

a number of other protective functions.

Let us consider Crypton-Zamok devices
by ANCUD Ltd. as an example of trusted
boot modules. Crypton-Zamok is the series
of devices that provide the following basic pos-
sibilities:

« user identification and strong authentica-
tion before starting the computer operating
system load;

« the hardware protection against loading OS
from removable media;

environment;

+ delimitation of access to computer
resources;

+ creating several protection contours;

« remote and centralized management and
administration;

» the ability to use different types of key car-
riers;

+ secure storage of their own trusted software
and firmware in built-in flash memory;

+ the possibility of integrating with various
information protection hardware and soft-
ware.

Trusted boot modules of this series can
be realized both in the form of an expan-
sion board connected to the motherboard
of the computer [6] and as a set of micro-
chips integrated directly into the mother-
board [7].

Equipping the trusted boot modules
of this series with a set of additional hardware
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components and software modules providing

remote server management functions allows

the secure execution of remote management
functions specific to the BMC.

Therefore, it is possible to develop a pro-
tected system based on this kind of trusted
boot modules. At the top level the sys-
tem includes the following two components
(Fig. 1):

+ a managed server equipped with Crypton-
Zamok device that includes components
and modules for remote server manage-
ment;

+ an administrator’s workstation equipped
with a classic Crypton-Zamok device
as well as specific software modules
installed on the OS level that interact with
the modules of the Crypton-Zamok device,
installed on the managed server, and jointly
provide strict remote authentication of the
administrator and remote server manage-
ment.

Let us describe the basic principles of func-
tioning of the proposed remote server manage-
ment system.

At the preliminary stage, the installa-
tion and configuration actions are performed,
which include the following operations:

1. The managed server is equipped with
a trusted boot module with the func-
tions of remote server management
(TBM-SM); in addition to the usual set
of modules of the base Crypton-Zamok
device, it includes the following software
modules:

+ trusted connection module (TCM);

» remote multifactor mutual authentica-

tion module (RMMAM);

* remote management module (RMM);
the RMMAM and RMM modules are
executed in the trusted environment
of the TBM-SM.

2. A classic trusted boot module is installed
on the administrator’s workstation; one

of the set of Crypton-Zamok devices can

be used here (see, for example, [6, 7]).

3. The specific software modules are installed
on the administrator’s workstation to pro-
vide the mutual authentication between the
managed server and workstations, a secure
communication channel between them and
remote management of the server. These
modules include RMMAM, TCM and
administrator’s graphical user interface
(GUI).

The trusted boot module installed on the
administrator’s workstation performs the
strict user authentication on the workstation
and its trusted loading. This TBM is also used
to check the integrity of the software compo-
nents loaded to the workstation, including the
RMMAM, TCM and administrator’s GUI.

In addition, the trusted boot module on the
administrator’s workstation can be used

to store the above-mentioned modules (the
RMMAM, TCM and administrator’s GUI)
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3. Ha APM agMuHMCTpaTOpa 3arpyxarpTcs porpaMMHbIE MOLYJIH,
obecrnevynBaoIlie B3aUMHYIO ayTeHTU(PUKALNIO YIIPABISIEMOTO
cepBepa 1 APM, 3amuineHHbIi KaHaJ CBSI3U MEXy HUMU U yaa-
JIeHHoe ynpaBiieHue ceppepom: MYMBA, MJIC u nporpaMmMHoe
obecneueHue aamuHuctparopa (ITOA).

YcranasauBaemblit HAa APM aagmuuuctpatopa ATIM/I3 ocyuect-
BJISIET CTPOTYI0 ayTeHTUdUKaLMIo NoJib3oBaTesisi Ha APM u ero nose-
peHHy1o 3arpy3ky. JanHbiit ATIMI3 Takke MCnoib3yeTcs 1Sl KOH-
TPOJIS 1LIeJIOCTHOCTU MPOTPAaMMHBIX KOMITOHEHTOB APM, B yacTHO-
cTH, 3arpyxaembix Ha APM nporpamMHbIX MoayJieit MYMBA, MJIC
u [TOA.

Kpowme toro, ATIM/I3 Ha APM agMUHUCTpaTOpa MOXKET UCTIOTb-
30BaThCS JIJISE XpaHEHUsI TTepeuYrCIIeHHbIX Bbile Moaysieit MYMBC,
MJC u I[TOA B cOGCTBEHHOI HEProHe3aBUCUMON MaMITH U UX
3arpy3KH B IIeJIEBYI0 ONepallioHHyo cuctemy APM anmMuHucTparopa.

B miTaTHOM pexuMe paboThl CUCTEMa yIaJeHHOTO YIpaBIeHM s
cepBepoM 0OecCreurBaeT BHIMOIHEHME CIeAYIOLIel MOCcaeq0BaTeIbHO-
CTH JEHCTBUIL:

1. BeinosaHsiercs AByxdakTopHas B3auMHasi ayTeHTU(UKALIMS aIM U -
HUCTpATOpa Ha OCHOBE JTAHHBIX, CYUMTHIBAEMbIX C Ay TEHTUDULIUPY-
o11ero Hocutessd agmuHucrtparopa (AHA) Ha APM aagmuHucrtpa-
TOpa, U IAaHHBIX, COXPAHEHHBIX HAa CEPBEPE BO BpeM S perucTpauuu
aJIMUHUCTpATOPa Ha NPeBAapUTEIbHOM 3Tare; ayTeHTU(DUKALU I
TMPOU3BOAMUTCS C TOMOUIbIO paboTarouinx Ha cepsepe 1 APM mnpo-
rpaMMHBIX Moayieit MYMBA Ha ocHOBe MaHHBIX, MTOJYYEHHBIX
B paMKaX MpeIBapUTEIbHOTO BHITIOJHEHU S JIOKATbHON ayTeHTH-
dukanuu artMUHUCTpaTopa ¢ nomoiinbio AIIMJI3 APM aagmMuuu-
cTpaTopa.

2. MoapyasiMu TOBEPEHHOTO COeIMHEHUSI Ha CTOPOHe cepBepa 1 APM
agMHUHMUCTpaTopa (hopMupyeTCs 3allUIICHHbII KaHa CBSI3U MEX Y
cepBepoM 1 APM agMUHUCTpaTOpa; TaHHbBII 3aIUILEHHbII KaHaJ
opraHusyeTrcsl Ha 6a3e TeXHOJOTMU BUPTYaJbHbIX YACTHBIX CeTei
(VPN — Virtual Private Network), 4To 1103BoJ1sIeT MHKANCYyJIMPOBaTh
B 3alMIIEHHBIN KaHaJ TpaduK pasInyHbIX IPOTOKOJIOB, BKJIIOUas
HCIOJIb3yeMble B paMKax B3auMoeiicTBus no unTepdeiicy IPMI.

3. C nomoinbio moaysist MYY opranusyeTcs niepeiada yrpaiisionieit
nHbopmannu Mexny APM anMuHUCTpaTOpa U yIIPaBIsIeMbIM Cep-
BEpPOM.

4. Tlpouecc aAMMHUCTPUPOBAHUSI CEpBEPa OCYIIECTBISIETCS C TOMO-
mbio [TOA, paboraroliero B onepaliioHHo# cucteMe APM anmu-
HUCTpaTopa.

ITpu HeoOXoaMMOCTH yripaBisieMblii cepBep 1 APM aaMuHucTpa-
TOpa MOTYT OBITh ONMIMOHAIBHO OCHalEeHbI ycTpoiicTBamu «KPUITI-
TOH AncNet» [8]. JlaHHOe yCTPOUWCTBO MpeEACTaBIISIET COO0M KpUTI-
TorpacduIecKmii CeTeBOM aganTep, BBITIOJH IO TPOXOIHOE Kb~
poBaHUe TiepenaBaeMbIX Yepe3 Hero JaHHbIX. C MTOMOIIbIO YyCTPOUCTB
«KPUIITOH AncNet» MOXeT OBITh CO3IaH aTbTePHATUBHBIM, KPHII-
Torpaduuecky 3alMIIeHHBI KaHaJ IS iepenadyy JTaHHBIX MeX 1y
cepBepoM u APM anmuHucTpaTopa.

J17151 BBITIOJTHEH U ST LIEJIOTO Psiia TOTIOIHUTENbHBIX (YyHKIINA, 06e-
CTeyMBaIOLIMX yIaJeHHOe YyIpaBleHUue cepBepaMu, yCTPOUCTBO
ATIM3-YC npeTepriesio 3HaUUTEJIbHbIE U3BMEHEHU S 110 CPaBHEH U IO
¢ 6azoBbiM ATIMI3. Cxema yctpoiictBa AIIMIA3-YC npuBeaeHa
Ha puc. 2.

YCTpoiCTBO COCTOUT M3 IBYX OCHOBHBIX (PYHKIIMOHAJIBHBIX 0J10-
KOB, HAXOISIIIIMXCS Ha OOIIeH TIaTe:

* O1o0oka ATIM/I3, noruyecku oObEAUHSIOLIETO0 OCHOBHbIE (DYHK-
LMY, TIPUCYIIIME allIapaTHO-TTPOTPAMMHBIM MOLYJISIM TOBEPEHHOI
3arpysKu;

* 0OJIOKa ympaBJIEHUSI pecypcaMy, BKJIIOYAIONIEro B ceOsl IOTOTHU-
TeJlbHbIe PYHKINU, BKIIIOUast GYHKIIUY YIaJIeHHOTO YIIPaBICHUS
cepBepaMu.

Brok ATTM/I3 BkJitouaeT B ce0s1 CIeayOLIME KOMITOHEHThI:

* MONYJb JIOKaJbHOU MAEHTUDUKALIUU U ayTeHTUGUKALIUU, OCY-
LIECTBJSIIOI U JJOKaJIbHYIO ayTeHTU(dUKALMIO MOJb30BaTeNeit
1 TOBEPEHHYIO 3arpy3Ky KOMIbIOTEPA;

* MOAYJb yNpaBJeHUsI NUTAaHUEM, PeaJu3yIOINil, HE3aBUCUMO
OT YMIICETa MATePUHCKOM MJIaThl KOMIIbIOTEpa, yIpaBJIeHUE OCHOB-
HBIM TUTAHWEM KOMITbIOTEepPa U 6JIOKMPOBKY KOMIThIOTEPA B CITy4yae
00OHapyXeHM s CUCTEMOI 3L ThI HApYLIEHU;

in its own nonvolatile memory and to load

them into the target operating system of the

administrator’s workstation.

In the regular mode of operation, the
remote server management system provides the
following sequence of actions:

1. Two-factor mutual authentication of the
administrator is performed. It is based
both on the data read from the admin-
istrator’s authenticating carrier (AAC)
on the administrator’s workstation and the
data stored on the server during the reg-
istration of the administrator in the pre-
liminary stage. The authentication is per-
formed using the RMMAM software
modules running on the server and on the
administrator’s workstation. As men-
tioned above, it uses the data obtained
during the administrator local authentica-
tion performed by the trusted boot mod-
ule installed on the administrator’s work-
station.

2. The TCM modules (on the server side and
on the administrator’s workstation) provide
a secure communication channel between
the server and the administrator’s worksta-
tion. This protected channel is organized
on the basis of Virtual Private Network
(VPN) technology, which allows encapsu-
lating the traffic of various protocols into
the protected channel, including those
used during the interaction via the IPMI
interface.

3. The remote management modules on both
sides allow transferring the control infor-
mation between the administrator’s work-
station and the managed server.

4. The functions of server administration
can be carried out with the use of the
administrator’s GUI, operating in the
system of the administrator’s worksta-
tion.

If required, the managed server and the

administrator’s workstation can be optionally

equipped with Crypton-AncNet devices. This

device is a cryptographic network adapter that

performs pass-through encryption of data
transmitted through it. Using Crypton-Anc-

Net devices, an alternative cryptographically

protected channel can be created to transfer

data between the server and the administra-
tor’s workstation.

The TBM-SM device has undergone sig-
nificant changes in comparison with the base
trusted boot module to perform a set of addi-
tional functions that provide remote manage-
ment of servers. The scheme of the TBM-SM
device is shown on Fig. 2.

The device consists of two main function
blocks on a common board:

+ trusted boot unit that logically combines
the basic functions usually inherent in the
trusted boot modules;

* resource management unit that integrates
additional functions, including remote
server management functions.




610K HDYHKIIMOHAJTBHBIX MOJAYJIE, BBIMOJHSIONINX ITATHBIE
dyukunu AITM/I3;

MO[YJIb B3aUMO/IECTBHSI C BHEITHUMU (T10 OTHOIIEHUIO K YCTPOii-
ctBy AITM/13-YC) cpencrBamu 3auuthl uHGopmauuu (C3N1);
nporpaMmMHoe obecriedyeHue T0BePEeHHOM CPebl;

6J0K HacTpoek ycTpoiictBa AIIM/I3-YC, coaepxauuii cnu-
COK KOHTPOJIMPYEMBIX alnapaTHbIX U IPOrpaMMHBIX 00BEKTOB,
HACTPOIMKM U KJIOYM LIEHTPATU30BAHHOTO aAMUHUCTPUPOBAHUS,
a TakXe TOTOJHUTEIbHbIe HACTPOUKMU, TpeaAHaA3HAYCHHBIE IS
pa3MelleHu sl TapaMeTPOB HACTPOEK MOIKIII0YAEMBIX K YCTPOUCTBY
TMOTIOTHUTEIbHBIX (DYHKIIWIA NN YCTPOMCTB;

9JICKTPOHHBIN XypHAaJ, B KOTOPHI 3aMMUCHIBAIOTCS KPUTUUHBIC
co6biTus u onbITku HCJA, 3aperucTpupoBaHHbBIE B CUCTEME;
OJIOK C YYETHBIMU JAHHBIMY 3aPETUCTPUPOBAHHBIX MOJIb30Ba-
TeJieid.

Bxonsiiuii B coctab 60ka AITM /13 610K GyHKIIMOHATBHBIX MOy~

neit ATIM 13 BkiitogaeT B ce0sl CAeAYOIIMe TPOrpaMMHbBIE MOIYJIU:

MO/YJIb KOHTPOJIsl LEJIOCTHOCTH;

MOJLYJIb IMAarHOCTUKU COCTOSHUSI KOMIIOHEHTOB yCTPOWCTBA;
MOJYJIb KOHTPOJISI KPUTUYHBIX MUHTEPBAJIOB BPEMEHU MTPOLIEAYPbI
3arycka M 3arpy3ku KOMITbIOTEpa;

MOZYJb HACTPOM KU YCTPOMCTBA;

MOIYJIb UACHTU(DUKALIUU MOAETU MATEPUHCKON MJIaThl KOMITbIO-
Tepa;

NaTYMK CyYaiiHbIX YUCEI.

B kxauectBe Momyiieit B3auMoneiicTBus ¢ BHemHuMu C3U moryT

MCIIO0JIB30BATHCA CIACAYIOIINEC:

MOJYJIb 3aTPY3KH KJIFOUEBOI MHGOPMALIMK B CPEACTBA KPUTITO-
rpacduyeckoii 3amutel nHbopmauuu (CK3W), Bkiatouas abo-
HEHTCKHUE U/UJIY MPOXOAHbBIC UGB PATOPHI (B TOM YUCIE, YITOMSI-
HYTbBIN BbllIe Kpuntorpaduueckuit cerepoii ananrtep «KPUTI-
TOH AncNet», KOTOPbIM MOXET ObITh OCHAIEH yIpaBJIsieMbl it
cepsep);

MOJYJIb B3aUMOJIEHCTBUSI C yCTAHOBJIEHHOI HA KOMITBIOTEPE CUCTE-
MO pa3rpaHUUYeHU ST OCTYTIA;

The trusted boot unit includes the follow-

BI)ICOKOHPOI/ISBOAI/ITEABHBIE BBIYNCAUNTEABHBIE CUCTEMBI

MOIYJIb 00eCIeueHu s CKBO3HOM ayTeHTU(DUKAIIUU B ONepalluoOH-
HOIi CCTeMe KOMITBIOTEpa;

MOYJIb TIOAJACPX KU B3aUMOICHCTBHS C CEpBEpaMU ISl TPOBEIe-
HUS LIEHTPAJU30BAaHHOTO aIMMHUCTPUPOBAH NS

MoayJib HacTpoiiku ycTpoiictBa ATIMA3-YC B yactu ob6ecrne-
YEeHU I BOBMOXHOCTH TMOJIKJIIOUEHUS K HEMY JTOMOJTHUTEIbHbBIX
YCTPOMCTB.

Bce Mmonynu BzaumoseiictBus ¢ BHelIHUMU C3U aBISIIOTCS OMIIU-

OHaJIbHBIMU. VX Hasinume He0OXOJMMO TOJIBKO B cJiyyae nmoakJjiroye-

HUSI K yCTPOUCTBY MJIM YCTAHOBKH B €r0 OTIEpAIllMOHHON CUCTEME COOT-

BeTcTBYtonux C3U.

[TporpaMMmHOe obecTieueHre TOBEPEHHOM Cpellbl BKITIOUYAaeT B ceOsl

CJIEAYIOLIE IMTPpOrpaMMHBIC MOIYJIN:

T1O npoBepKH LEJTOCTHOCTH MPOrPAMMHO-KOHTPOJIUPYEMBIX 00'b-
€KTOB U IUAJIOra C ONePaTopoM;

I1O ynaneHHOro yrnpaBJieHU s YCTPOUCTBOM;

nosepeHHyo OC.

Bropoii n3 ocHOBHBIX 6J10KOB ycTpoiicTBa AIIMI3-YC — 6J10K

yIpaBJIeHUsI pecypcaMu — BKJIOYaeT B cebs cieaytonuiue KOMIo-

HCHTBI:

MOJLYJIb TOBEPEHHOIO COeAUHEH U ST;
MOJYJIb YIaJIECHHOTO YIIPaBJIEHUSI;

MOJYJb yAaJleHHON MHOTO(haKTOPHOI B3aUMHOU ayTeHTU(UKa-
LW, IpeTHa3HAUYCHHBII TSI yIaJIeHHOU ayTeHTUhUKATIMY TI0JIb-
3oBaTesis (IMUHUCTPATOPA) HA YIIPABIISIEMOM CEPBEPE;

MOYJIb, peaiu3ylolnuii cereBoit nuHTepdeiic Ethernet.

MJIC npencraBusier coboit VPN-cepBep, yyacTByoliunii B hopmu-

pOBaHMM 3alIMIIIEHHOTO KaHasa cBs3u Hapsiay ¢ MJIC B coctaBe APM

aIMUHUCTPATOPA.

Kak 0b1710 cKa3aHo Bblllie, cepBep 1 APM agMuHKUCTpaTOpa MOTYT

ObITh ocHaleHbl ycrpoiictBamu «KPUTITOH AncNet», popmupyto-

LMMU aJbTEePHATUBHBIN, KPUIITOTpadUUeCKH 3alMIIEHHbBI KaHall

JUTS TIepeaayu JaHHBIX. B aTOM citydae cepBep 1 APM agMuHucTpa-

TOpa CTAHOBATCS CBA3aHbI ABYM A 3allIUINCHHBIMU KaHaJIaMU, UCITOJIb-

3yeMBIMHU CJICTYIOIIUM 00pa3oM:

ing components:

local identification and authentication
module that performs local user authenti-
cation and trusted computer loading;
power management module that controls
the main power of the computer (regard-
less of the chipset of the computer’s moth-
erboard) and locks the computer if the sys-
tem detects violations;

unit of functional modules performing the
main functions of trusted loading;

module of interaction with external (outside
of the TBM-SM device) information secu-
rity tools;

trusted environment software;

unit of settings of the TBM-SM device that
contains a list of monitored hardware and
software objects, settings and keys for cen-
tralized administration, as well as addi-
tional settings including the parame-
ters of interconnection with the external

information security hardware modules .

that are connected to the device;

log-file that contains the registered infor-
mation about critical events and attempts
of unauthorized access;

block with registered users credentials.

The unit of functional modules (that is part

of the trusted boot unit) includes the following

software modules:

integrity control module;

module of diagnostics of the device compo-
nents state;

module for checking critical time intervals
of the computer starting and loading pro-
cedure;

device configuration module;

computer motherboard model identifica-
tion module;

random number generator.

The following modules can be used as mod-

ules of interaction with external information

security tools:

module for loading key information into
cryptographic information security soft-
ware or hardware, including several types
of encoders (for example, the mentioned
above cryptographic network adapter Cryp-
ton-AncNet that can be installed into the
managed server);

module of interaction with an access con-
trol system installed into the computer
operating system;

module providing the single sign-on
of users into the computer operating sys-
tem;

module for supporting interaction with
servers to provide the centralized admin-
istration;

module for performing the setup of the
TBM-SM device in terms of its interaction
with external devices.

All modules of the unit described above

are optional. Their presence is required only
if the according information security hardware



AOKAAABI KOH®EPEHIIUU

* KaHaJ cBsi3u, chopMupoBaHHbIN MonyassmMu MJIC Ha ocHOBe
VPN-coenumHeHuil, ¢ NporpaMMHO 3alIUTON CETEBOTO Tpa-
¢uKa, UCTIONb3YeTCs B paMKaX yIaJeHHOTO YIIPaBJIeHUs cepBe-
pom;

* KaHal cBsA3U, chopmupoBaHHbI ycTpoiicTBamu «KPUTITOH
AncNet», ¢ anmapaTHbIM MPOXOAHBIM KU POBAHUEM CETEBOTO
TpaduKa, UCMOJAb3yeTcs Ul epefayn pa3inyHoil nHbopMaunuu
(Hampumep, ConepXXMMOoro (haitoB, XpaHIIMXCS HA YIIPABISIEMOM
cepBepe) B paMmKax MH(GOPMALIMOHHOTO 0OMEHa MeX1y CEpBEpOM
u APM anmMuHUCTpaTopa.

MYY orBevaet 3a 00MEH JaHHBIMU MeX 1y cepBepoM U APM angmu-
HUCTpaTOpa B paMKax yIaJeHHOTO YIIpaBJICHUS.

Jnst obecrieueHUsI BHITIOJHEHUSI KaK OCHOBHBIX (PYHKIUU
ATIM/I3, Tak u GyHKIUI yoaJeHHOTO YIPaBJIeHUs cepBepaMu,
ycrpoiictBo ATIIM/I3-YC umeeT ciaeayloline BHEIIHUE UHTEP-
deiichl:

* pasauyHble MHTEPdEChl CBSI3U C KOMITBIOTEPOM, B KAUe€CTBE KOTO-
pbix MoryT ucrnosib3oBatbest uHTepdeiicsl PCI, PCI Express (PCle),
USB u np.;

* uHTepdeiic ynpaBieHUs NUTAaHWEM KOMIbIOTEpa U ero O6JOKU-
POBKM, B KaY€CTBE KOTOPOTO MOXET UCIOJIb30BaThCs J1000i Mpo-
BOJIHOM MHTepdeiic;

* pasnuuHble nHTepdeiichl, oGecneunBalonIne MTpUMEeHEHUE TEXHO-
JIOTUI ynaJeHHOro ynpasjeHus cepepom: serial-over-I1P, KVM-
over-1P, smynsuun USB-ycTpoiicTB u nepenaum nHGoOpMaILum aaT-
YMKOB COCTOSTHU Y cepBepa (ceHcopoB) uepe3 HTepHeT;

» cereBoit untepdeiic Ethernet, Ha 0OCHOBE KOTOPOTO CTPOUTCS
KaHaJ B3aumozjeiicteus ¢ APM;

* uHtepdeiic cBa3u ¢ AHIT (AHA), KOHKpETHBIN TUTT KOTOPOTO
3aBMCHUT OT TUIIa Ay TeHTU(DULIUPYIOLIETO HOCUTEST;

* MEXMOAYJbHBIM MHTepdeiic B3auMOACUCTBUS C YCTPOMCTBOM
«KPUIITOH AncNet» u npyrue uHTepdeiichl B3aumMomei-
ctBus ¢ BHemIHUMU C3U, KOHKpEeTHBIE TUTIBI KOTOPBIX 3aBUCST
oT ucnoab3zyembix C3U, Hanpumep, MeXMOAYJIbHBII UHTepdeiic
(nns 3arpy3KM Kitodei mudpoBaHus B annapaTHbie mudpa-
Topbl), USB host (MOXXeT Takke UCTIOJb30BaThCS IS MOAKJII0UEe-
HUSI BHELIHUX YCTPOMCTB, B YACTHOCTH, CUMThIBaTE el cMapT-KapT
uin USB-uaeHTrdrKaTopoB), aCUHXPOHHbI MTOCIe10BaTeIbH bl it
unrepdeiic UART, Hanpumep, RS-232 u np.

PasbeMbl TaHHBIX UHTEP(ECOB MOTYT OBITH BBIMMOJHEHBI KaK
Ha nare camoro yctpoiictsa AIIM/I3-YC, Tak U BbIHECEHbBI Ha MaTe-
PUHCKYIO TIATy KOMTIbIOTEpA C Ie1bl0 MUHUMU3AINK TabapuTOB
yCTpOWCTBa.

B kauectBe AHIT niu AHA MOTYT UCTTOJIb30BaThCS 9JEKTPOH-
Hble TabaeTku Tuna Touch Memory, cMapT-KapThl pa3JMYHBIX
tunoB, USB-uaeHTudrKaTopbl 1 HOCUTEIU, KAapThl MaMsTH pa3-
JIMYHBIX TUMOB U T.N. TeopeTuueck BO3MOXKHO UCIOIb30BaAHUE
OMOMETPUYECKUX MPU3HAKOB MOJIb30BaTesIell B KauecTBe JOTOJTHU-
TeJbHBIX (haKTOPOB ayTeHTUDMKauuu. CieaoBaTeJbHO, MPUMEH sI-
eMBblii CUMTBIBATEJb 1OJKEH COOTBETCTBOBATD TUITY UCIIOJIb3YEMOTO
HOCUTEJS:

*  KOHHEKTOD /ISl 3JIeKTPOHHbIX TabsieTok Tuna Touch Memory;

* unrtepdeiic USB nisg USB-naeHTH(hUKATOPOB M HOCUTEJICH;

* KOHTAKTHBIN UK 0ECKOHTAKTHBIN (BKTI09ast MHTepdeiic 6mx-
Hero nossgs NFC — Near Field Communication) untepdeiic
IUTSI CMapT-KapT;

* CUMTBHIBATEb OMOMETPUUECKUX MPU3HAKOB U T.TI.

YcerpoiictBo ATIM/I3-YC MoxeT coaepXaTh MOJIMHOXECTBO
13 MepevYrCAeHHbIX BbIIE OJOKOB U MPOrpaMMHBIX MOAYJIeil B 3aBU-
CHUMOCTH OT CJIeAYIOIHNX (GaKTOPOB:

or software is connected to the TBM-SM

device or is installed into the computer oper-

ating system.

The trusted environment software includes
the following software modules:

» software for integrity check of program-
controlled objects (it also provides the
related GUI for administrators);

» remote device management software;

» trusted operating system.

The second of the main units of the TBM-
SM device (the resource management unit)
includes the following components:

« trusted connection module;

* remote management module;

* remote multifactor mutual authentication
module intended for performing the remote
authentication of the user (administrator)
on the managed server;

* module that implements Ethernet network
interface.

The TCM is a VPN server that participates
in the provision of a secure communication
channel along with the TCM module of the
administrator’s workstation.

As stated above, the server and the admin-
istrator’s workstation can be equipped with

Crypton-AncNet devices that form an alter- .

native cryptographically protected channel

for data transmission. In this case, the server

and the administrator’s workstation are linked
by two secure channels that are used as follows:

* main communication channel created
by the TCM modules and based on VPN
connections with software protection
of network traffic; it is used to provide the
remote management of the server;

« alternative communication channel formed
by the Crypton AncNet devices with hard-
ware pass-through encryption of network
traffic; it is used for transmitting various
information (for example, the contents
of files stored on a managed server) as part
of the information exchange between the
server and the administrator’s workstation.
The RMM module is responsible for data

exchange between the server and the admin-

istrator’s workstation during the remote man-
agement.

To provide performing both the main
functions of the trusted boot module and the
remote server management functions, the
TBM-SM device has the following external
interfaces:

various interfaces for communication with
a computer, such as PCI, PCI Express
(PCle), USB, etc.;

interface for computer power manage-
ment and its locking, which can be any wire
interface;

various interfaces that provide the use
of a variety of remote server management
techniques, e.g.: serial-over-I1P, KVM-
over-IP, emulation of USB-devices and
transmission of server components’ state
sensors information via the Internet;
Ethernet network interface that allows
building the channel of communication
with the administrator’s workstation;
interface to AAC; its specific type
depends on the type of authenticating car-
rier in use;

inter-module interface to the Crypton-
AncNet device and other interfaces for
interaction with external information secu-
rity hardware; types of such interfaces
depend on the hardware used; for exam-
ple, the inter-module interface for load-

ing encryption keys into hardware encod-
ers, USB host (can also be used to con-
nect external devices, in particular, smart




*  HCMOJIb3yeMbIX B KOHKpeTHOM M BC TexHo0TMi;

*  peasmn3yeMbIX YCTPOUCTBOM (DyHKIINIT 3aIIUTHI;

* KOHKPETHOro Habopa Mcrosib3yeMbIx BHelTHUX C3U.

TakuM oOpa3oM, BBITJASAUT BO3MOXHBIM U MEPCNEKTUBHBIM
MCTOJIb30BaHUE cO3MaHHOTO Ha 6a3e ycrpoiictBa «KPUIITOH-
3AMOK» ycrpoiictBa AIIMI3-YC, coueratolniero B cedbe GpyHK-
LMW, TPUCYLIUE aMMapaTHO-NPOrPAaMMHBIM MOJYJSIM TOBEpEH-
HOIi 3arpy3KH (3alMTa OT HECAaHKIIMOHMPOBAHHOTIO 10CTYyMa, CTPO-
rast ayTeHTU(MUKAIMS TTOJTb30BaTesIeil, KOHTPOJIb IIEJIOCTHOCTHU MPO-
rPaMMHBIX MoOayJieil U GopMUpPOBAHUE NOBEPEHHON OMepamoH-
HOW cpenbl), U GYHKIIUY 1O YAAJIEHHOMY YIIPaBJICHUIO cepBepamMu
1O 3aIUIEHHOMY KaHaJly CBSI3U MEXIY YIIPaBIsIeMbIM CEPBEPOM
u APM anmMuHuUcCTparopa.

OCHOBHBIMY 0COOEHHOCTSIMU (DYyHKIITMOHUPOBAHUST KOMITBIOTEP-
HOU CUCTEMBI YIaJIEHHOTO YIIPaBJIeHUsI CEpBepaMy Ha OCHOBE TAHHOTO
YCTPOWCTBA SABASIIOTCS:

» obecneuyeHue HanexHoM 3amuThl UBC 1 ee KOMIOHEHTOB (cep-
Bepa, APM anMuUHUCTpaTOpa) HAa OCHOBE OTEUECTBEHHbBIX IOBEPEH-
HBIX KpUNITOrpauuecKux CpeacTBs;

* TpoBeAeHME yraJleHHOI NBYyX(daKTOPHOI B3aUMHOI ayTeHTUDU-
Kalluu,

* peajM3alUs YAaJEHHOTO YIIPaBJIEHUs CepBepaMy MO 3allHUILEH-
HOMY IIpO3pavHo mudpyeMoMy KaHally, 00ecreqnBaouemMy mpo-
XOXJIeHue Tpaduka ¢ JTIOOBIMHU CTAHAAPTHBIMUA MPOTOKOJIAMU
¥ TIPU UCTIOJIb30BAHUM PA3JUUHBIX IIATHOPM U PU3MIECKUX
CpeCTB Mepenavyu u o6padboTku MHGOPMAIUH.

YerpoiictBom «KPUITITOH-3AMOK» rapantupyetcsi noBe-
peHHas cpena, obecrneyunBatolnas mopbimeHue 3GOEKTUBHO-
CTHU 3allUThl KOMMbIOTEPA OT HECAHKLIMOHUPOBAHHBIX AEHCTBUIL
Ha BCeX 3Talax ero paboTbl, a TakXe BO3MOXHOCTb YIaJeHHOTO

BI)ICOKOHPOI/ISBOAI/ITEABHBIE BBIYNCAUNTEABHBIE CUCTEMBI

aIMUHUCTPUPOBAHUS U yNaJICHHOU ayTEeHTU(DUKATMY B KOMIIBIO-

TEPHBIX CETSAX C Pa3IMYHBIMU MPOTOKOJIAMU TMepenayud TaHHBIX

U UCTIONb3yeMBbIMU TIaT(GopMaMH.

Bnarogapst mupokoit GpyHKIIMOHATBHOCTHU, a TaAKXKe BBIMOJ-
HEHUIO HaubojJee KPUTUUYHBIX OMepaluil HEMOCPEICTBEHHO
B YCTPOMCTBE CO3IaHU Sl JOBEPEHHON Cpeabl U OCYIIECTBICHUIO
yaajgeHHoro ynpasiaeHus, yctpoiictBo «KPUIITOH-3AMOK»
¢ GyHKUMSIMU yIAJIEHHOTO yIIpaBJeHU s cepBepaMu COXPaHUIO
JIOCTOMHCTBA B35TOr0 3a ocHoBy AITM /I3, a UMEHHO, CITOCOOHOCTh
BBIMIOJIHSITh cucTeMooOpa3yomne GyHKIMNU U BO3MOXHOCTb
TOCTPOCHU ST KOMITJIEKCHOU CUCTEMBI 151 9D HEKTUBHOM 3aIUTHI
koMmmibioTepa 1 MBC B 11etom. B To ke Bpemsi, nTaHHOE YCTPOUCTBO
obecreunBaeT BO3MOXHOCTD YIaJeHHOTO aAMUHUCTPUPOBAHU ST
¥ YIIPaBJICHUS CEpBEpaMU MPU peanu3allui HaJleXHOU IByXdak-
TOPHOI B3aUMHOI ayTeHTU(PUKATIMU, YTO TTOBBIIIAET 3 HEKTUB-
HOCTb 3aILUTHI U YyIIpaBJieHUs GyHKIIMOHUPOBAHUEM KOMIIBIOTEP-
HOI1 ceTu.

VYerpoiictBom «KPUTTTOH-3AMOK» ¢ pyHKUIUMSIMU yaajieH-
HOTro ynpaBJieHUs cepBepaMM Liejecoodpa3Ho OocHalaTh cep-
BEpbl, UCMOJb3yeMble B Pa3JMUYHBIX CIIELIMAJIbHBIX IPUMEHE-
HUSX, B COOTBETCTBUU C KOTOPBIMHM MTPEIbSIBIASIOTCS MOBBITIIEH-
Hble TpeOOoBaHUS K 00ecrieueHn 10 MHPOpMaIlMOHHOI 6e30ImacHO-
ctu UBC.

ABTOpPHI CUMTAIOT, YTO B JAHHOU paboTe HOBBIMU SIBJISIIOTCS CIIETY-
I01I[e Pe3YIbTATHI:

1. IpennoxeHbl MPUHUKUIB CO3MaHUSI CUCTEM YIaJleHHOTO
yIpaBJeHUS cepBepaMU MO KPUNTOTpadUIeCcKn 3alIUIIeH-
HOMY KaHaJjy C UCTIOJIb30BaHUEM MEXaHU3MOB CTPOTOi ayTeH-
TUudUKALUK TTONb30BaTENEi, OCYIIECTBASIOMIUX YAaJleHHOe
yhpaBJeHUe.

card readers or USB tokens), asynchro-

nous serial interface UART, for example,

RS-232, etc.

The connectors of these interfaces can
be placed both on the board of the TBM-SM
device itself and on the motherboard of the
computer in order to minimize the size of the
device.

Several types of devices can be used
as authenticating carriers, including i-But-
tons, various types of smart cards, USB
tokens and flash drives, various types
of memory cards, etc. Also it is theoretically
possible to use biometric attributes of users
as additional authentication factors. There-
fore, the reader must correspond to the type
of media used:

« connector for i-Buttons;

+ USB interface for USB tokens and flash
drives;

» contact or contactless (including the NFC
(Near Field Communication) interface)
reader for smart cards;

» reader for biometric attributes, and so on.
The specific TBM-SM device may con-

tain a subset of the above-mentioned units and

software modules depending on the following

factors:

« technologies used in a particular computer
system;

« protection functions implemented by the
device;

« specific set of external information security
tools in use.

Thus, it seems possible and promis-
ing to use the TBM-SM device (created
on the basis of Crypton-Zamok device)
that combines the functions usually per-
formed by trusted boot modules (unauthor-
ized access prevention, strict user authenti-
cation, integrity control of software modules
and creation of a trusted operating environ-
ment), and functions providing remote man-
agement of servers over a secure communi-
cation channel between the managed server
and the administrator’s workstation.

The main features of the server remote
management system based on this device are
the following:

« providing reliable protection of a computer
system and its components (including the

server and administrator’s workstation)

based on trusted boot modules and crypto-

graphic devices or software;

+ use of remote two-factor mutual authenti-
cation;

* implementation of remote manage-
ment of servers over secure transparently
encrypted channel that includes the traffic
of any standard protocols on various plat-
forms for information transmission and
processing.

The use of the Crypton-Zamok device
guarantees a trusted environment that pro-
vides an increase in the efficiency of protecting
the computer from unauthorized actions at all
stages of its operation, as well as the possibility
of remote administration and remote authenti-
cation in computer networks with various data
transfer protocols and used platforms.

Due to its wide functionality, as well as the
fact that most critical operations on creat-
ing a trusted environment and implement-
ing remote management are performed inside
the device, the Crypton-Zamok device with
remote server management functions has
retained the advantages of the underlying
trusted boot module, including the ability




AOKAAABI KOH®EPEHIIUU

2. Pazpaborana dGyHKIMOHalbHASI cXeMa YCTpOWCTBa 5. Farmer D. Sold Down the River. // http://fish2.com — June 23rd,
ATIM/13-YC, coBMemallero B ce6e OCHOBHbIe (DYHKIIUU, 2014.
MpUCyIIMe arnnapaTHO-MPOTPAaMMHBIM MOAYJISIM JTOBEPEHHOM 6. [ynapeB 1.A., Iloneraes B.M., IlonrtaBueBA.B., Poma-
3arpy3ku (Takue, Kak UAeHTUOUKAIUSI U ayTeHTUDUuKauus Hen FO. B., Ceipunn B. K. YcTpoiicTBO co3gaHusi GOBEpEeHHOM
MOJib30BaTeNeil, OpraHu3alusi TOBEPEHHO! Cpeibl UCTIONHEHUSI, cpelbl il KOMIbBIOTEPOB MH(OPMAIIMOHHO-BBIUNCIUTETbHBIX
KOHTPOJb LIEJOCTHOCTU MPOTrpaMMHBIX MOAYJEH, KOHTPOJb cucteM. [Tarent P® Ha nzobpererue Ne 2538329 — OO0 dupma
NIOCTYTa K pecypcam 3aliMilaeMoro KoMIbloTepa u 1p.), 1 BO3- «AHKAl», 2014.
MOXHOCTH IO yIaJIEeHHOMY YIPaBJIEHUIO CEpBEpaMU IO 3allu- 7. Hynapes I.A., Kpasuos A. 0., Tloneraes B. M., ITonrasues A. B.,
IIIEHHOMY KaHaJly CBSI3M. Pomanen 0. B., Ceipuun B. K. VYcrpoiictBo co3maHusi 10BepeH-
3. PaspaboraHbl MakeTHBIe 00pas3ibl ycTpoiictBa ATIM3-YC HOI1 cpelbl IS KOMITBIOTEPOB CIIeIMaIbHOrO Ha3HaueHus. [lateHT
¥ CUCTEMBI YIaJICHHOTO YIIPaBJICHUS CEPBEPAMH. PO na uzobperenme Ne2569577 — OOO @upma «AHKA»,
B HacTosIIMit MOMEHT OMMUCAaHHBIE BBIIIIE TEXHUUYECKUE PEIICHUST 3A0 «KpadtBait kopriopeiiirn [TJIC», 2015.
(cucTeMa ynajJeHHOTO YIIpaBJIeHUs CepBepaMu 1Mo Kpunrorpadude- 8. Ceresblie mmbpatopsl «KPUIITOH AncNet». // http://www.ancud.ru.
CKY 3alIMIIeHHOMY KaHany u ycrpoiictBo AIIM/13-YC) HaxomsaTcs 9. JHymapes .A., [Nanacenko C.I1., Ily3sipes 1. B., Pomanen [O. B.,
Ha aTtarne nateHToBanus [9, 10]. Crpipunn B. K. KowmmbloTepHasti cuctemMa ¢ yaaJleHHBIM YIIpaB-
JIEHUEeM CepBepOM U YCTPOMCTBOM CO3[aHMSI [TOBEPEHHOM
ANUTEPATYPA cpeapl M CIIOCOO peanu3aludy yOaJeHHOrO YIpaBlIcHUs. 3asiB-
1. IPMI — Intelligent Platform Management Interface Specifica- JeHre o Bbimade mateHta P® Ha uzobperenmne Ne2016144763 —
tion Second Generation v2.0. — Document Revision 1.1, October 1, 000 dupma «<AHKAT», 2016.
2013 — Intel, Hewlett-Packard, NEC, Dell. 10. Berukos M. H., Hynapes d.A., MonvyaHoB U.A., Opaos M. B.,
2. Minyard C. IPMI — A Gentle Introduction with OpenIPMI. // ITanacenko C.I1., TIlysweipeB I.B., Powmanen FO.B.,  Crip-
http://openipmi.sourceforge.net — Montavista Software, 2006. yuH B. K. KoMmIbioTepHasi cuctemMa ¢ ymajJeHHBIM YIpaBlIeHUEM
3. Schneier B. The Eavesdropping System in Your Computer. // https:// CepBepOM U YCTPOWCTBOM CO3MAaHUsS HOBEPEHHOW Cpenbl. 3asiB-
www.schneier.com — 2013. JileHre o Bbimadye mareHta PM® Ha mzobperenue No 2017103816 —
4. Farmer D. IPMI: Freight Train to Hell or Linda Wu & The Night of the 000 ®dupma «AHKAl», TTAO «MHBYM um. W.C. bpyka»,

Leeches. // http://fish2.com — Version 2.0.3 — August 22nd, 2013.

2017.

to perform backbone functions and the abil-
ity to build an integrated system for effective
protection of computers and distributed sys-
tems in general. At the same time, this device
provides the ability to administer and man-
age servers remotely while implementing reli-
able two-factor mutual authentication which
increases the efficiency of protecting and man-
aging functions.

It is advisable to use the Crypton-Zamok
device with the functions of remote manage-
ment of servers for servers meant for applica-
tions with increased requirements for informa-
tion security.

CONCLUSION

The authors consider the following results

of this paper to be novel:

1. The principles of creating systems for
remote management of servers over cryp-
tographically protected channels have been
offered using mechanisms of strict user
authentication before performing remote
management.

2. The functional diagram of the TBM-SM
device has been developed that combines
the basic functions of trusted boot mod-
ules (such as identification and authentica-
tion of users, the organization of the trusted
execution environment, control of the soft-

ware modules integrity, access control

to the resources of the protected computer,

etc.) with the ability to remotely manage

servers through a secure communication
channel.

3. The prototypes of the TBM-SM device and
the remote server management system have
been developed.

At the moment, the technical solutions
described above (the system for remote man-
agement of servers via a cryptographically pro-
tected channel and the TMB-SM device) are
being patented [8, 9].
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